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LOI MO DAU

Covid-19 1a mot bién c6 khong mong mudn va anh hudng téi moi hoat dong
ctia xa hoi. Nhung nhin nhan & goc do tich cuc, Covid-19 ciing gbp phan xo04 bo
nhiéu théi quen cii va gitp nhiing phuong phap gido duc méi, hién dai nhu hoc
truc tuyén, day truc tuyén, ung dung phﬁn mém vao gido duc dugc tiép nhan nhanh
chong va dé dang hon.

Covid-19 cling tao nén mot budc ngodt trong vai trd ciia ngudi gido vién.
Cung v6i ham lugng ing dung cong nghé trong gido duc ngay cang tang cao,
nguoi giao vién ngay nay khong chi can sir dung thanh thao cac phan mém, cong
cu dé truyén tai kién thtrc cho hoc sinh, ma con c6 thém vai tro huéng dan hoc
sinh nhiing ki ning 1én mang an toan, bao vé hoc sinh khoi nhiing rai ro c¢6 thé
dén tir mdi truong mang. Bao vé cac em khoi nhimg tac dong tiéu cuc tir cong
nghé, cling 14 nhu cau chung cta cic bac phu huynh khi trang bi may tinh, dién
thoai dé con em minh tham gia vao qua trinh hoc tap tryc tuyén va cac hinh thirc
hoc tap s6 khac.

Nhan thay nhiing khé khan cta gido vién va hoc sinh tai cac co s gido duc
trong viéc lam quen v61 day va hoc truc tuyén an toan, Cuc An toan thong tin da
xay dung cudn cAm nang voi tén goi “HUONG DAN SU DUNG AN TOAN CAC
PHAN MEM, CONG CU DAY, HQC TRUC TUYEN” nham gitip gido vién, cac
em hoc sinh va cha me¢ tu trang bi cho minh nhirng kién thirc, ky nang co ban dé
nhan biét cdc nguy co mat an toan thong tin trén khong gian mang ndi chung,
trong qua trinh day, hoc truc tuyén noi riéng, dé tir d6 tu bao vé minh, bao vé 16p
hoc cua minh trén khong gian mang.

Cam nang gdm 03 chuong:

Chuong 1: Nguy co mét an toan thong tin chung. Chuong nay dua ra cac
nguy co, van dé mat an toan thong tin ma bat ky ai tham gia, truy cap vao Internet
cling c6 thé gip phai. Chuong nay ciing phén tich va dua ra nguy co dic thu dbi
v6i cac em hoc sinh. Phan cubi cua chuong 12 hudng dan chung dé giai quyét cac
nguy co.

Chuong 2: Huong dan bao dam an toan thong tin cho thiét bi day, hoc truc
tuyén. Chuong nay gitp gido vién, cha me, va cac em hoc sinh tu thiét lap cac
tinh ning co san trén hé diéu hanh hoic st dung thém cac phan mém tin ciy dé
bao v€ may tinh, dién thoai di dong khoéi cac nguy co mét an toan thong tin, bao

vé khoi cac cudc tan cong mang tir d6 han ché nhiing hau qua cé thé xay ra.
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Chuong 3: Huéng din sir dung an toan cac phan mém. Chuong niy hudng
dan riéng cho gido vién, hoc sinh va cha me khi str dung cac phﬁn mém day, hoc
tryc tuyén phd bién hién nay (nhu Zoom, Microsoft Teams, Google Meeting,
Trans, Zavi, Jitsi ...). Cac phan mém huéng dan trong chuwong nay duoc Cuc An
toan thong tin lya chon dya trén két qua khao sat thuc té. Chung t6i s¢& tiép tuc cap
nhat huéng dan cho cac phan mém moéi khi nhan duogc ¥ kién dong gop tir gido
vién, hoc sinh va cac bac cha me trong qué trinh sur dung.

Pay 13 phién ban dau tién cia cam nang duoc ra mat. Vi thoi gian yéu cau
cép bach vé dich bénh Covid-19 bung phat manh, Cuc An toan thong tin d3 nd luc
trong thoi gian ngan nhat dé xay dung, dong thoi tiép thu cac ¥ kién gop ¥ cua
don vi chirc nang thudéc Bo Gido duc va Pao tao dé hoan thién tai liéu. Trong qua
trinh xay dung, hoan thién tai liéu c6 tham khao, tong hop (dd kiém ching, ddnh
gia vé mat ndi dung) tir nhiéu nguodn thong tin cong khai trén Internet. Do diéu
kién thoi gian gap rat, phién ban dau tién c6 thé sé khong tranh dugc thiéu sot, vi
vay Quy gido vién, cha me va cac ban hoc sinh phat hién thiy bat ky noi dung can
duogc dién giai tot hon, hodc ¢ nhimng v kién dong gop vio tai liéu nay, dimg ngan
ngai gui ¥ kién cua minh t6i Cuc An toan thong tin theo thong tin lién hé sau:
Trung tim Giam sat an toan khong gian mang qudc gia (NCSC), thu dién tur
nscs@ais.gov.vn, s6 dién thoai 02432091616.



MUC LUC

CHUONG 1: NGUY CO MAT AN TOAN THONG TIN........ccocoormmrrirmriinniinnrinnnsinennens 12
1. Nguy co mit an toan thong tin chung ddi v6i tat ca moi nguoi khi sir dung Internet. 12
1.1. Nguy co bi thu thap, 10 lot thong tin, dit li€u cd nhan .........cccoeevevviiiiie e, 12
1.1.1. Ban ¢6 thé bi thu thép, 10 lot thong tin, dit li¢u cd nhan gi? .........ccoeviiiiiiiinns 12
1.1.2. Nguyén nhan 16 thong tin, dir liéu ca nhan: tir vo tinh dén ¢b tinh...........cco.ce.e..... 13
1.1.3. Hau qua ctia vi€c 10 10t thONG tin ......ccueeiiiiiiiiiiieee e 15
1.2. Nguy €O 1tra QA0 trUC TUYEM......v.iveeeeeseceeeeee ettt 15
1.2.1. Vi sao ban bi 1Tra A07 .......ooeeiiiiiii et 16
1.2.2. Ban ¢6 thé bit dau bj 1ira d40 qua dAU?.........cceveeveieeeeeeeeeeeeeeee e 16
1.2.3. D4u hiéu ctia mot cudc tn CONG Ira dA0 ..ovveeeiiiiie e 17
1.3. Nguy co bi ma doc tAn cong, NZHe L8N.........cc.cvuvvevriereieeeeeieeeeeeee e, 18
1.3.1. Ma doc c6 thé gay nguy hai nhur thé N30 ......ceevverveeveeeecieeeieeeees e 18
1.3.2. Khi ndo ban c6 thé bj ma d0C tAN CONG ......c.evveeveeeeeeieeeeeeseseeee s 18
1.3.3. Dau hiéu khi bi 18y nhi®m ma d0C .....c.vveveevieieeceeeeeee st 19
2. Nguy co dic trung doi voi cAc em hoe Sinh .............co.oooevvveviieeeeeeceeeeeeees e 19
3. Huéng dian bao dAm ATTT ChUNE ..........c..c.oovvevieiceeeeeceeeeeeee e 20
CHUONG 2: BAO PAM AN TOAN CHO THIET BI DAY/HQC.........c.cocvevrevenrinrnnnns 21
1. May tinh str dung hé diéu hanh Windows ..............coccooereriierenienieeeeeeeeese e 21
1.1. Thiét 1ap va cau hinh Windows 10 an toan .............eveeveeverveneernsieessesessessessessssessnsenens 21
1.1.1. Phan viing 6 cUng MAY tN.........oooveevererceeceeeeeeeeesesee e 21
1.1.2. Str dung BitLocker A8 MA NOA AT 1.t e e en e 27
1.1.3. Thiét 1ap chinh sach d6i voi tai khoan va mat Khau.........ccoccvvveveviveiereieennnn, 43
1.1.4. V6 hi¢u hoa cac thu muyc chia sé khong CAN hIBt v 48
1.1.5. Kich hoat tudng 1tra bao vé& trén thidt Bi.......ccoevevvveeieeiieeeeeeee s 52
1.1.6. G& bo cac chuong trinh Khong cAn thiét ..........c.cceveeeeceerereececiesseeseeesies e 55
1.1.7. Cap nhat hé iU hANN ......cvveeceeeeecee e 57
1.1.8. CAU DINN MANG ..o 59
1.1.9. Str dung tinh nang co ban cua Windows Defender ... 61
1.1.10. Cap nhét Virus va cac mdi de doa bang Window Security ..........cccoervrererrenen. 64

1.1.12. Bat tinh ning ty dong bao vé thiét bi theo thdi gian thyuc trén Window
SECUITEY ..ttt bbbt 64
1.2. Quan ly tai khodn trén may ngUoT dUNE .......coovviiiiiiieiie e 65
1.2.1. Tao tai khoan riéng trén Windows cho muc dich gidng day, hoc tap.........c......... 65
1.2.2. V6 hiéu héa céc tai khoan Khong can thibt .........ccooevvveerevriesenseeeeseeeenene 73
1.3. Str dung g dung Internet an toan trén may tinh Windows ..........c.ccoeviiniiiiciinnnn, 77
2. May tinh sir dung hé diéu hanh MacOS ...........ccccccovurviievereeeeereeeeeeeee e 79
2.1. Str dung tinh niing bao mat ¢6 san trén MacOS .........cccvevevereerrieerciese e 79
2.1.1. V06 hi€u hoa tinh ndng dang nhdp tw dONg ......occvvvvviiiii e 79
2.1.2 Kich hoat tuong Itra trén MacOS ..o 82
2.1.2. Kiém 504t viec cai @At TN AUNE ......ovveevieeeeeeeeeeeeseeeee et 83
2.1.3. CAu hinh qUYEN FHENG T ...cvvcveveececeese e 89
2.2. Tao tai khoan riéng trén MacOS cho muc dich giang day, hoc tap ......ccccevvvvviiiiennnn. 92
2.3. Str dung tng dung Internet an toan trén hé diéu hanh MacOS ...........cocvvvvvvrrerereren. 94
3. Pién thoai sir dung hé diéu hanh Android.................cocooovvvevrrieeeeeeeeeeeeeee e 97
3.1. Hudng dan cai dat thiét bi Android vé cai dat OC......coeverevrverereeeeerieeseeseeeeesiesrenes 97
3.2. Cai dat ban dau cho thidt bl ANAIOId ......c.oveeeeeeeeeeeeeeeeeeeeeeeee e en e 100
3.2.1. Cai ddt mat Khau cho thi€t B o...uvverervircrierieiseecsiseessisssssesenens 100
3.2.2. Cai dat tai Khodn GOOEIe..........covviiiiiiiiicc e 106
2.2.3. Cai dat mot sb ung dung CAN ERIEL. vttt 110
3.3. St dung tmg dung Internet an toan trén hé diéu hanh Android ..........c.cccevevvvvereennee. 111

4. Di¢n thoai sir dung He didu hanh iOS.............co.coooviiiiiiiececeee e 115



4

4.1. Tét cac dich vu, tinh nang khong CAN TRIEL v, 115
O B TN T ¢ TP 115
4.1.2. TA BIUGLOOtH ..ot s 116
4.1.3. Tat Biém truy €8P €A NhaN ... 117
4.1.4. Tat chuyen tlep cudc goi trén cac thiét bi KNAC......vvvvecerreeeeeeceeeee e 118
4.1.5. Tat chuyén tiép tin NhAN VAN DAN .......c.vvvieeeeeeeeeeeeee e, 119
4.1.6. Tat theo ddi qUa TN AUNG.........oveveeveererereeeeesiesseseesees e ses e seneas 120
4.1.7. Tat tinh nang tai hinh 4nh email fl Xa........ccoeeveeeeeieieeeeeeee e, 120
4.1.8. Tat qUANG CA0 dUA trEN VI T ..voovvveeeeceeveeeeeeeeee et se e 121
4.1.9. Tt chia S& At HEU Sil.....veuueeverrreiiiceeiesesiecesiesess s 122

4.2. Str dung céc tinh nang hitu 1Ch.......coooviiiiii 123
4.2.1. V6 hiéu hoa Trung tAm diéu khién khi khoa dién thoai .........cccoeceveeereereeernnnne, 123
4.2.2. An ban xem trudc thong bao khi dang khoa dién thoai ..........ccceeeevviiiiiiiinienne 124
4.2.3. Sir dung ché d0 Han ché USB........cocvvueriiriiniiniissississ e 125
4.2.4. Sir dung tinh nang SOS KNAN CAP.....cvvvveveeececreseseereeeee e, 126
4.2.5. Str dung tinh nang cho phép Tim .......cccceviiiiiiiiiii 127
4.2.6. Bat tinh nang ty dONng cAp NIAL ......ooviiiiiiiiie e 128
4.2.7. Khoi dong lai thiét bi dinh Ky ......ooeevvcveeieieceee e, 129

4.3. Stir dung tng dung Internet an toan trén dién thoai Iphone...........ccccoovviiiiiiiiiinnnne 129

CHUONG 3: HUONG DAN SU DUNG AN TOAN CAC PHAN MEM...........c..cc......... 133
1. Huéng din cho GIA0 VIBIL..............ccovucvieeiceeceeceeeee e, 133

1.1. Luu ¥ chung dé bao dam an toan khi day hoc truc tuyén .........cccceveevervvevesveerennnene, 133

1.2. Day hoc an toan trén phan MEM ZOOM ...........ceerrereereereerersnsssesseseessesessessssssssenean. 133
1.2.1. D3t mat KhAu cho LOP HOC cv.eeveeeceeceeeeeee et 133
1.2.2. Xac thuc hoc sinh tham gia vao 1P hoc ......eeoiiiiiiiiiiiii e 135
1.2.3. KhOa I0P hOC .. 136
1.2.4. Tét chia s¢ man hinh cla NOC SN ......vveeveeeeeeeeeeeeeeeeeeee e, 136
1.2.5. ST dung phong Cho ......coiiiiiiiiiiii e 137
1.2.6. Loai bo ngudi khong phai hoc sinh cta 10p ..., 137

1.3. Day hoc an toan trén phan mém Microsoft TEamS ...........cc.eveeveerereeresreerereerrsesennens. 138
1.3.1. St dung phong Cho ....coovviiiiic e 138
1.3.2. Han ché nguoi ding an danh tham gia 16p hoC......c..ccueveveeeeecireieieeeeeeeiee e, 141
1.3.3. Str dung céc ID va link khac nhau cho Cac IOp .....vvvvvviiiiiie 142

1.4. Day hoc an toan trén phan mém Google Meet .............coccovvrreerererrrrersrereesesesessenens, 142
1.4.1. ST dung phong ChO ....oooveiii e 142
1.4.2. Loai bo nguoi khong phai hoc sinh cla 1P ..., 143
1.4.3. Tét tiéng cla tat ca hoc SN v, 144

1.5. Day hoc an toan trén phan MEM TIANS .............cveeveeveereereeseseseseeses s eseesees e, 145
1.5.1. KhOa LGP NOC .. 145
1.5.2. ST dung phong Cho .......ooiiiiiiiiii 146
1.5.3. Quan 1y hoc sinh tham gia vao 16p hoc........coooveiiiiie 146
1.5.4. Tét chia s¢ man hinh cla ROC SN ......ovveeeeeeeeeeeee ettt ee e, 147
1.5.5. Mot s6 chic nang bao mat khac khi td chire 1P hOC.ci i 148
1.5.6. K&t thUC 1OP DOC w.vvcveveeeeceeve e 149

1.6. Day hoc an toan trén phan MEM ZaVi..........c.oceeereeeveevsrerseesiessesiesessesssessessessensenean. 149
1.6.1. Dt mat Khau cho 10D NOC c..vvveveeeceeeeveeeecee e 149
1.6.2. KhOa LGP NOC ..o 150
1.6.3. Loai bo nguoi khong phai hoc sinh cla 1P ..., 151

1.7. Day hoc an toan trén phan MEM JitSi..........cceeeerereereeveresereiesersesseseesseseeseesssessen s, 151
1.7.1. Bat mat khau cho LGP NOC e 151
1.7.2. Loai boé ngudi khong phai 1a hoc sinh clla 16p ..o 152

2. Huéng din cho hoc sinh va ¢ha Me..........c.ooooiviiiiieciciiecee e 153



2.1. Luu y chung d6i v6i cha me va hoc SInN ........c..oveeeecieieeececeeeseeee e 153
2.2. Hoc an toan trén phan mMEm ZOOML.............ccoeeeierieieeeeseseessiesesssesessessesesseses s, 153
2.2.1. STt dung ID NGAU NHIEN .....ooveieiceceieceecee e 154
2.2.2. Tranh chia S& t€P tIN ..ocuvviiiiiiiiiiie ittt 154
2.2.3. Kiém tra va cap nhat phién ban PhAN MEM ..o 154
2.3. Hoc an toan trén phan mém Microsoft TEAMS .............c.eveeeeveereeeriseseeeesssseessseeneseen, 155
2.3.1. Xac dinh dang thong tin lién quan dén 16p hoc can tham gia.........c..cccovveneeeee. 155
2.3.2. Canh giac véi cac duong link la va ndi dung duoc chia sé........ccoevvviviiiiennnn, 156
2.4. Hoc an toan trén phan mé&m GOOgle MEet ...........cveverrreererrsreesenseessessessessesssesseenens 156
2.4.1. Xac dinh dang thong tin lién quan dén 16p hoc can tham gia........cccevveveeene. 156
2.4.2. Canh giac v6i cac duong link la va ndi dung dugc chia s€..........coooiiiin. 157
2.4.3. Kiém tra va cap nhat phan MEm GoOgle MECt...........covurvereieserierserersiereeas 157
2.5. Hoc an toan trén phan MEm TANS ..............oc.eveevereesesenseesessesseesesseessessssssssssssseenens 157
2.5.1. Xac dinh dang thong tin lién quan dén 16p hoc can tham gia.........ccceeevveeene. 157
2.5.2. Canh giac v6i cac duong link la va ndi dung dugce chia sé........ccoeeiviiiiieennn. 157
2.5.3. Kiém tra va cap nhat phan mem TIANS..........cccoeeeveevrieeeererieeeeseeeeeeesssees s 157
2.6. Hoc an toan trén phan MEM ZaVi..........co.evevrvmerreeeeeeesesesessessessessessessssessssessensnaan, 159
2.6.1. Xéac dinh ding thong tin lién quan dén 16p hoc cAn tham gia........cc.coevvevvrenee. 159
2.6.2. Canh giac voi cac duong link la va ndi dung dugce chia sé........cccevvviieiieenen. 159
2.6.3. Kiém tra va cap nhat phan MEm Zavi ..........cocoeeveeeerieeerereseeseeeeesseeses s 159
2.7. Hoc an toan trén phan mMEM JHtSi..........cev.eveevrvreereeeeeeeseseeseesesseseesessseseesee s s sensnaans 161
2.6.1. Xéc dinh ding thong tin lién quan dén 16p hoc cAn tham gia........cc.coevvevvreeee. 161
2.6.2. Canh giac voi cac duong link la va ndi dung dugce chia sé........cccvviviieiieenen. 161
2.6.3. Kiém tra va cap nhat phan mem Jitsi........cocvvvvevrerneieieieeeesesseessssessessessessneas 162

Phu luc: Pia chi tin cAy dé tai phan MEM...............c.cooovveveveiereieeeeeeceee e, 163



6

THUAT NGU VA TU VIET TAT

TT | Thuit ngir Giai thich

1 Hoc sinh Hoc sinh, hoc vién
One Time Password

2 OTP Mat khau dung mot lan

3 PIN Personal Identification Number
S6 dinh danh c4 nhan
Unifrom Resource Locator

4 URL N x N i a A
DPuong dan truy cap cac tai nguyén trén web

5 VPN Virtual .Iirlvaqte Network
Mang riéng ao
Identification

6 ID S6 dinh danh (duy nhat) thuong dung dé tao cudc
hop trong céc ting dung

7 Visafe Ung dung Internet An toan

Hacker Poi tuong thuc hién céc cudc tan cong trén Internet
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CHUONG 1: NGUY CO MAT AN TOAN THONG TIN

1. Nguy co' mit an toan thong tin chung ddi véi tit ca moi ngwoi khi sir dung
Internet

1.1. Nguy co bi thu thdp, 19 lot thong tin, dir liéu cd nhdn
1.1.1. Ban ¢6 thé bi thu thap, 10 lot thong tin, dit liéu c4 nhan gi?

Thong tin, dit liéu c4 nhan ngudi dung c6 thé gdm mot trong nhitng thong tin sau:
ho tén, ngay sinh, nghé nghi¢p, chirc danh, dia chi lién h¢, dia chi thu dién tt, sb dién
thoai, sb chtirng minh nhén dan, s6 ho chiéu ... Nhitng thong tin thudc bi mat ca nhan
gém c6 hd so giao duc, ho so y té, hd so nop thué, s6 thé bao hiém x3 hoi, s thé tin
dung va nhitng bi mat ca nhan khac.

Day 1a loai dit liéu bi danh cip nhiéu nhat va dé str dung nhét. Hacker thuong ding
thong tin nay dé thuc hién cac hanh vi truc loi nhu: Nop don xin vay tién hodc thé tin
dung dudi tén nguoi st dung; xin vay von dudi tén cua nan nhan ... tham chi de doa,
téng tién

Dbi véi linh vue Gido duc, thong tin gido duc dé cap dén dit liéu ctia mot c4 nhan
dya trén ho so giao duc bao gém bang diém hoc ba va hd so. Mic du thong tin gido duc
khong mang lai hau qua ttrc thi nhung ngudi ding ¢ thé bi tong tién tir day.

b Yesterday at 9:58 AM - O

Toan bd diém THPTQG ca nudc nam 2021

Link: -
Trong folder dudc chia ra 64 file tuong (ing v&i 64 tinh thanh, ngoai ra
con co file total.csv gop lai ti 64 file trén

Source code:

Luu y:

- Chi c¢6 TP.HCM (Ma3 tinh thanh 02) 13 c6 day du ho tén, ngay thang
nam sinh, gi6i tinh (do chi c6 TP.HCM cung cép)

- Minh khéng dam bao thudt todn tim ki€ém SBD cia minh hoan toan
chinh xac, nén c6 ai théy sai sét gi thi c6 thé bdo minh nhé

- Chac minh sé publish source code cdo data sau

e ANEES

Hinh 1: Lo lot thong tin, dit liéu cac nhan trén Internet
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Hacker co6 thé st dung thong tin gido duc dé lam nguoi dung so hodc Itra nguoi
dung thuc hién theo nhitng yéu cau cua ching hodc gia danh la sinh vién hoac can bd
cua mdt co sd gido duc dé Itra dao.

1.1.2. Nguyén nhén 19 thong tin, dit liéu ca nhan: tir v6 tinh dén ¢ tinh

Ban thuong da gap cac truong hop nhu: Nhan duoc tin nhén, cudc goi, thu dién tr
quang céo vé khoa hoc tiéng Anh khi c6 con dang trong d6 tudi di hoc; quang cio mua
ban bét dong san; moi st dung cac goi bao hiém, dich vu chiam séc séac dep mién phi ...

Mot s6 ing dung mua hang truc tuyén goi ¥ lién tuc nhitng mén d6 ma ngudi dung
tung tim kiém. Tham chi, chi can dung Internet tai mot quan an ... mot lat sau trén di¢n
thoai cia ban xuat hién cic cAu hoi danh gia dia diém d6 thé nao ... Nhirng diéu nay
1am ban cam thay duong nhu thiét bi di dong thong minh dang “theo ddi” cac hoat dong
cua chiing ta. Pay 1a nhiing truong hop lot 16 thong tin, dir li€u ¢4 nhan ma nguodi dung
thuong khong dé y, khong hiéu tai sao va khong biét 1am thé nao dé tranh.

Phin 16m (t6i 80%) nguyén nhén 16 lot thong tin ca nhan la xuat phat tir chinh
sir bt cAn ciia ngwoi dung. Pay 1a nhitng co hoi thuan loi dé doi twong x4u thu thap
thong tin, dit 1i€u c4 nhan nham muc dich truc 1oi.

Nguoi dung cung cap thong tin c4 nhan khi dang ky tai khoan, dich vu

- C & facebook.com q, Q » o :
DPang ky X
nth ] nh
(1]
o
(]
21 ~ Thang 1 ~ 2021 v
0
N Nam Ty chinh

Hinh 2: Cung cdp thong tin cd nhdn khi dang ky tai khodn, dich vu

Nguoi dung thiét lap ché do cong khai thong tin c4 nhan khi st dung dich vy
Trén céc trang, hoi nhdm mua ban hang hoa ngudi ban/ngudi mua thuong cong
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khai thong tin minh nhu sb dién thoai, thong tin tai khoan dé tién cho viéc lién hé

4 Hoc Vién Y Hoc's Post

1d Like Reply

4h Like Reply

1d Like Reply

Hinh 3: Y thirc bdo vé théng tin cd nhan trén Internet

Lua chon st dung dich vu cua nhitng bén trung gian khong uy tin, khong cé chinh
sach an toan thong tin hodc chinh sach an toan thong tin khong tot.

Phin nhé (20%) con lai 12 do tir phia cac nha cung cap dich vu chia sé, 1am 19
thong tin c4 nhan cda ching ta:
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HE THONG QUAN LY HANH CHINH DIEN TU

K& hoach

Danh sach ngu&i sir dyng: (718)

ondonvi | Titca I N30 Kr Can tim vao ally va 09 Enter |

Gidl quydt s vy Van ban dén ’
|
!

Lch

Lcheca

DS ngudi sl dung N3y snh

: e W
Dién dan Chacw
Théng kit xir Iy Con vt
Déi mét dhiu Ouen thoal OO
A Téi nguydn D ol emant
Van ban phap quy Die chi nha neng:
Vin ban pho cip 25 thn Ging nhée:

Mau vin bdn
- NGy snn
HO 30 cong viic — —
Tao mén hé so Lo
& B Donw
HO 50 ca nhan
H& so don v Den tnog CQ
O onl emant

O o nha neng.
50 1an dang nhap

NGay snh

Chocw
e -

Dwen thogi CO

O ol emant
I Osa oni nha neng
50 1an dang nhap

1 » Noay snh B
L Hotine o HO o kY thudt |

Hinh 4: L lot thong tin do 16 hong tir cdc hé thong c6 luu trit thong tin cd nhén

L4 hong trén cac hé thdng, tng dung cua don vi cung cap dich vu (bao gdm ca hé
thdng cua cac co sd gido duc).

L3 hong trong chinh sach bao mat théng tin khach hang cua don vi cung cép dich
vu:

C6 nhitng doanh nghiép chu y dua thong tin khach hang cho bén thur ba.

1.1.3. Hau qua cua viéc 19 lot thong tin

Lo thong tin ca nhan, nhét 12 s6 dién thoai di dong, tén tai khoan trén cac mang xa
hoi Facebook, Instagram ... khién nguoi sir dung gdp rac rdi vi tin nhén réac, tin nhan
quang cao ...

St dung anh that cia ngudi dung dé tao nén nhiing tai khoan gia mao dé di lira
chinh ban bé¢, nguoi than cta hg. Nhitng thong tin trén dnh nhu tén cua con, tén co s¢
gido duc, khu ndi tra, thé xe dua don con... ciing c6 thé try thanh thong tin hiru ich dbi
v6i to1 pham mang khi ban dang tai cong khai trén mang xa hoi.

T6i pham mang c6 thé sir dung nhitng thong tin do chinh chi ty nguyén cung cap
hozc bang cach nao d6 thu thap duoc dé de doa tong tién, bit coc, hodc lira nguoi sir
dung chuyén tién vao tai khoan cta toi pham.

1.2. Nguy co liva déo truc tuyén
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1.2.1. Vi sao ban bi Itra dao?

90% cac cudc tan cong lira dao thuong danh vao 1ong tin ciia nguoi dung, dic biét
13 nguoi dung khéng c6 kién thie, k§ ning dé ty bao vé minh trén khong gian mang.
Nhirng nguoi dung cé k¥ ning thi doi khi cling bi “mét canh giac”

1.2.2. Ban c6 thé bét dau bi Lra dao qua dau?

- Lira ddo qua mang xd hgi: Itra dao qua mang xa héi hién nay duogc st dung kha
nhiéu va khong doi hoi kién thirc, trinh do cling co thé thuc hién cac cudc tan cong lura
d4o nguot dung

+Pénh cép tai khoan Facebook, sau d6 gia vo 13 ngudi than dé nhan tin nho chuyén
tién, mua thé dién thoai.

+ Giri dudng dan trang web lira ddo lira ngudi dung dién cic thong tin ca nhan
quan trong. Céc trang web Itra ddo trung thudng hay dugc tan dung trong nhiing trudong
hop nay.

+ Phat tin ma doc qua Messenger, guri cac tin nhan tring thudng, ndi dung hap dan
qua Messenger.

- Lira ddo qua thw di¢n tir: Ira dao qua thu dién tir chu yéu duoc st dung dé phat
tan ma dgc, hodc thu thap thong tin, dir li€u c4 nhan.

Déi tuong x4u giri hang loat thu dién tir voi ndi dung va c6 tép tin dinh kém mang
tinh chat nhu: “hap dan”; “khoi ddy tinh td mo™; “Mang tinh chat khan cap” dén mot
danh sach dia chi thu dién tr ma Hacker da thu thap va chuan bi sén. Sau do chi chd nan
nhan méc béy va tin tac s€ thuc hién muc dich cuia minh.

boi tuong x4u x4c dinh dugc muc tiéu, sau d6 tim kiém cac thong tin lién quan
dén muc tiéu, cudi cung s& gia mao mot dia chi thu dién tir ma muyc tiéu “tin cay” sau
doé s€ gui thu dién tir co gén kém tép tin chtra ma doc hoac duong dan doc hai, ltra dao
dua trén céac thoi quen, sé thich cia muyc tiéu.

- Lira dao qua SMS

Gia mao tin nhin thuong hiéu (SMS Brandname) ciia Ngan hang dé chiém doat tai
san: tin nhin gia mao dugc guri nhin nhu tir cac ngan hang, giri tiép ndi sau cac SMS cia
ngan hang ma khach hang vin nhan. Tin nhin gia mao dinh kém dudng dan (link) va
yéu cau khach hang nhap Tén dang nhap cuing Mat khau vao mét trang web bat chudc
giao dién clia ngan hang dé lira dao khach hang nhan thudng, canh bao d6i mat khau,
canh bao cap nhét dich vu... Khi khach hang truy cip vao dudng dan trong tin nhin va
thuc hién nhap Tén dang nhap, Mat khau, OTP dé thuc hién giao dich s& bi ké gian
chiém thong tin va mat tién.

- Lira ddo qua Cudc goi.

Gia mao sb dién thoai téng dai goi dén cho ban, khi ban nghe may s€ bi tinh tién.
S6 dién thoai goi dén cho ban co thé 1a dau sb tir nude ngoai nhu: Modova (+373),
Tunisia (+216), Equatorial Guinea (+240), Burkina Faso (+226) ...

Gia mao nhan vién ngin hang hodc cac co quan, to chirc cung cap dich vu goi dé
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yéu cau cung cip thong tin ca nhan hoic thu tién cac loai hinh dich vu.

Gia mao cudc goi tir co quan chirc nang nhu “Can bd Bo Cong an” goi dién doa
nat, uy hiép tinh than va budc phai chuyén tién cho tin tic.

- Lira dao qua Website gia mao

Péi tuong xau thudong gia mao cidc Website chinh théng, sau dé lira nguoi ding
truy cap va ding nhap vao cac website d6. Thong thuong hinh thic nay s& dugc két hop
voi Itra ddo qua Email, SMS hay mang xa hdi.

- Lira ddo chiém doat sim s6 dién thoai dé lay ma OTP tir ngin hang:

Mot trong nhirng chiéu thirc lira dao méi xuat hién gan ddy cta toi pham cong nghé
d6 1a chiém doat quyén kiém soat sim ctia chu thué bao di dong dé 14y ma OTP tir ngan
hang. Sau d6 thyc hién hanh vi chuyén, rit tién hodc vay tién online. Thii doan chung 13
mao danh nhan vién nha mang, goi dién thoai gidi thiéu dang c6 chuong trinh “hd trg
chuyén doi sim tir 3G 1én 4G", hodc ddi sim dé nhan wu dii va héi thic nan nhan nang
cap 1én sim 4G néu khong s& khong thé sir dung. Pbi tuong s& hudng dan chu sim sb
dién thoai soan tin theo ct phap. Sau khi thuc hién thao tac soan va gui tin nhén, ngay
1ap tirc sim s6 dién thoai da bi danh cap. Sau khi chiém quyén kiém soat sim ciia ngudi
dung, ké gian dung chinh sim d6 14y ma OTP tir ngan hang guri vé sir dung céc dich vu
tin dung, vay tién online... dudi danh nghia nan nhan.

1.2.3. Dau hiéu ctia mot cudc tan cong ltra dao

Nhitng dau hiéu sau ddy c6 thé 1a ddu hiéu bat dau cudc tan cong lira dao.

- “Mot ngay dep trdi/xAu troi”, ban nhan dugc Email/tin nhdn Facebook/Tin nhéin
SMS/Cudc goi...tir mot nguoi la dé nghi “cung cép” cac loai hinh thong tin, dir li€u ca
nhan.

- Nhan dugc tin nhin chao hoi va vay tién tir mt nguoi quen qua Facebook.

- Nhan duoc tin nhdn SMS “Dé nghi kiém tra thong tin”, “Dé& nghi truy cap mot
trang web la la hoac quen quen” tir mot s6 dién thoai/Tén dinh danh bat ky.

TO% VO /7900001

Ban da bi dinh chi, vui ldng kiém tra
www.tttie.com/sccb dé xac nhan

Hinh 5: Dau hiéu mot cudc tan cong lira dao

- Nhan duoc cude goi tir s6 dién thoai la tu xung 1a Nhan vién ngan hang, co quan
chtrc ning (cong an, vién kiém soat, hai quan) véi yéu cau dang “dé nghi cung cap thong
tin, chuyén tién ...”

Cap nhat dau hiéu méi thuong xuyén tai https:/tinnhiemmang.vn.
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1.3. Nguy co bi mi dpc tin cong, nghe lén
1.3.1. M3 doc c6 thé gay nguy hai nhu thé nao

Ma ddc (con goi la virus) 1a chuong trinh hoac doan ma dua vao may tinh, di¢n
thoai, cac thiét bi mang hodc bat ky thiét bi dién tir, phén mém, ung dung trong h¢ théng
thong tin (c6 két ndi mang hodc khong c6 két ndéi mang) nham thuc hién cac hanh vi trai
phép (nhu an trom dit liéu, thong tin trén may tinh, dién thoai bi lay nhiém, giri thu rac,
hay tham gia cac cudc tin cong mang dudi diéu khién ctia Hacker hodc tiép tuc phat tan
ma ddc khac).

Nhu vay dbi v6i ngudi dung Internet ma doc gidng nhu ké x4u, khi da 1ay nhiém
thanh cong vao mdy tinh, dién thoai di dong, ma doc c6 thé 1am bat cr viéc gi nhur:

- Theo ddi hoat dong cua ban trén cac thiét bi nay;

- Pha huy dir li¢u (x6a dir liéu, ma hoa dit liu ...);

- Panh cip dir liéu, thong tin, tai khoan ban ding nhap, s dung luu trit trén may
tinh, di¢n thoai di dong, dé de doa, téng tieén.

- Ghi am cudc goi, doc trdm tin nhén ... thim chi con c¢6 thé theo ddi, chup hinh
xung quanh néu thiét bi c¢6 chtrc nang chup hinh.

1.3.2. Khi ndo ban c¢6 thé bi mi doc tan cong

Ban c6 thé bi ma doc tin cong bat ¢t luc ndo néu nhu:

- Khong canh giac trong luc str dung Intertnet dé lam viéc, hoc tap, giai tri, tro
chuyén véi ban bé tir 46 v tinh truy cdp vao nhitng dudng dan doc hai, mé nhiing tap
tin ¢6 dinh kém ma doc, hay cai dat phan mém khong tin cay.

- May tinh, di¢n thoai hodc nhitng phén mém ban dang su dung trén cac thiét bi
nay c6 nhitng diém yéu, 156 hong ma ma doc c6 thé khai thac va xAm nhap vao may tinh
cua ban

- Ngay cé khi ban da canh giac, da biét cach bao vé may tinh, van c6 nhiing truong
hop ban bj tin cong ¢ chu dich va bi cai cim ma ddc, tuy nhién nhirng truong hop nay
rat it xay ra véi ngudi dung binh thudng.

Duéi day 1a mot ) nguén lay nhiém ma ddc chinh ban can biét dé ngan chan ma
doc 1ay nhiém vao may tinh, dién thoai cia minh:

- Cac trang web luu trit tap tin doc hai/ma khai thac trén toan thé gi01, cac trang
web nay c6 thé do Hacker chiém quyén diéu khién hodc c¢6 tinh dung 18n sau d6 sir dung
dé phat tan ma doc.

- Thu dién tir c6 dinh kém tap tin hodic noi dung thu c6 dudng dan doc hai

- L) héng phan mém: L hong, 16i phan mém cho phép Hacker truy cép tir xa vao
may tinh nguoi dung, tir do cai cim ma doc, 1éy trom dir liéu.

- Phuong tién luu trit di dong, cac 6 dia USB ciing 14 hinh thirc pho bién dé cai
cim ma doc vao may tinh ngudi ding.

- Phan mém, mg dung mién phi c6 dinh kém sin ma doc. Khi ngudi dung cai dat
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phan mém, img dung nay thi dong tho1i cling cai dat ma doc vao may tinh, dién thoai cua
minh.

1.3.3. Dau hiéu khi bi 1dy nhiém ma doc

Déi voi nhitng ma doc tinh vi, chi hoat dong 4m tham thi ngudi dung thong thuong
(ngudi khong co kién thirc chuyén sdu vé an toan thong tin) rat kho co thé phat hién ra,
tham chi nhirng phan mém phong chéng ma doc ciing khong phat hién. Tuy nhién nhiing
truong hop nay rat it xay ra voi nguoi dung binh thuong.

Déi v6i nhirng ma doc thong thuong, thi hdu hét cic phan mém phong chdng ma
ddc (con goi la anti-virus) s€ canh bao cho ngudi dung va xu 1y

Tuy nhién néu khong ding bat ky phan mém phong chéng ma doc nio, hodc co
cai nhung khong str dung ban ¢ thé luu ¥ nhitng dau hiéu sau:

- M4y tinh, dién thoai chay cham, hoat dong khong 6n dinh: mé doc lay nhiém
vao may c6 thé gay anh huong dén hoat dong may.

- Lién tuc gap 16i khi mo tap tin trong 6 dia, day c6 thé 1a mot ddu hiéu dang ngo,
canh bao nguy co méa doc da bi cai cim vao may tinh.

- Xuét hién tap tin, ung dung, phﬁn mém la trén may tinh mac du khong hé cai dat.

- Dt li€u trén may tinh, dién thoai dot nhién bi ma hoa khong maé duoc.

- Lién tyc nhan duogc cac canh bao gia

- O ctng nhanh hét dung luong tréng

- Trinh duyét bi thay doi bat thuong, thanh céng cu mdi xuat hién du khong cai,
nhirng website tu dong truy cap du khong go dia chi.

- Nhan dugc canh bao tir nha cung cdp dich vu Internet hodc cac co quan chic
nang.

2. Nguy co dic trung ddi véi cac em hoc sinh

Bén canh nhitng nguy co chung di dé cap & trén, riéng d6i v6i cac em hoc sinh
trong qua trinh tuong tac trén khong gian mang con gap phai nhirng nguy co dic thu cua
riéng 1ta tudi gom:

Noi dung khong pht hop: cac em hoc sinh c6 thé s& tiép xtc véi cac tai liéu c6 noi
dung khong phu hop (hinh anh khi€u dam, bao luc, phan biét chung toc, thu dich, cuc
doan va cac tai li¢u kich dong cac hanh vi nguy hiém nhu tu ky, tu huy hoai, tu tu).

Tuong tac voi nhitng d6i tugng, tinh hudng nguy hiém ma cac em hoc sinh khong
phan bi¢t dugc: cac em hoc sinh bén canh vi¢c tham gia vao cac 16p hoc truc tuyén, co
thé sir dung thiét bj hoc dé trao d6i, twong tac voi cac ddi twong la... tir 6 c6 thé ddi
mat véi nguy co bi bét nat, quéy roi, du dd, khiéu khich thuc hién cac hanh vi khong
phu hop véi lira tudi.

Bén canh d6, cac em hoc sinh co thé st dung di¢n thoai, may tinh cua bd me dé
hoc, trong do6 c6 san cac ung dung ngan hang, tai khodn thu dién tir ma cac bac cha me
khong quan 1y chit c6 thé din dén viéc bi mat tién trong tai khoan hodc mat tai khoan



20

thu dién tu. ...
3. Hwéng din bio dam ATTT chung

Déi voi bat ky nguoi dung du 13 d6i tuong (gido vién, hoc sinh, bac si, k¥ su... hay
ca nhitng chuyén gia an toan thong tin), khi da str dung Internet s& phai doi mit véi cac
nguy co mat an toan thong tin, tuy nhién néu ban c6 kién thirc va k¥ ning thi ciing da
han ché duoc 80% cac nguy co nay.

Do vay dé dam bao an toan thong tin cho minh va nguoi than, ngudi ding can thuc
hién:

Nhén thirc, hiéu biét cac nguy co, tinh huéng mét an toan thong tin c6 thé xay ra
d6i voi minh, ddc biét 1a cac nguy co da dé cap trong tai liéu nay; tir 6 c¢6 nhimng phan
xa dé nang cao canh giac, dé phong tranh khoi cac tinh huéng mat an toan thong tin ma
nguyén nhan xuét phat tir chinh minh;

Bdo dam an toan cho may tinh, thiét bi di dong st dung dé truy cap Internet: cai
dat, thiét 1ap tinh ndng bao mat co san cua thiét bi, va st dung thém mot ) phén mém
g dung bao dam an toan thong tin (nhu phan mém anti virus);

Khi sir dung bat ky dich vu ndo trén Internet (thong qua trinh duyét, hodc cac tng
dung — app cai dit trén may tinh, dién thoai) can phai tim hiéu k¥ thong tin vé nha cung
cép dich vy, c4c tinh nang hd tro bao dam an toan thong tin cho nguoi dung va st dung
cac tinh nang do.

Tim hiéu va c6 sin cac kénh dé c6 thé hoi va duge tu van, hodc hd trg xu 1y khi
gip cac van dé an toan thong tin trén khong gian mang.

Tham khao thém tai CAm nang Bao dam an toan thong tin trong dai dich Covid-19
(https://tinnhiemmang.vn/cam-nang-bao-dam-an-toan-thong-tin-trong-dai-dich-covid-
19)
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CHUONG 2: BAO PAM AN TOAN CHO THIET BI DAY/HQC
1. May tinh sir dung hé diéu hanh Windows
1.1. Thiét Igp va cdu hinh Windows 10 an toan
1.1.1. Phan viing 6 cling may tinh

Viéc phan ving 6 cing nham muc dich chia 6 ¢6 dung lugng 16n thanh nhiing 6
c6 dung lugng nhé hon, thuén ti€n cho viéc quan 1y, Iuu trit dit liéu phuc vu cac nhu cau
st dung khéac nhau ctia nguoi dung.

Néu may tinh chua phan chia thanh cac 6 khac nhau ban c6 thé thyc hién chia 6
theo hudng dan dudi day.

Budc 1: Tai biéu twong tim kiém trén Windows > nhap Computer Management >
Open.

Search the web

Computer Management

£ computer management - See wet

£ comguter management local user
-~ o

£ computer mansgement uses
A0 R ot adrrenestranie
£ computer management local users 1 Open fie lacation
groups
S finto Stans

£ computer mansgement windows 10
"= o Lasikhae
O comgputer management system tools
£ computer management 2
£ computer management 4
Settingn

B View advanced system settings

£ Computer Management

Hinh 6: Huwéng dan phdn ving 6 cieng (1)

Budc 2: Chon Disk Management > Chudt phai vao 6 mudn chia nhé > Shrink
Volume
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Hinh 7: Huwéng dan phdn ving 6 cieng (2)

Budc 3: Windows sé& tinh toan va hién thi dung luong cho phép chia nhd, & budc
nay nguoi dung s& thdy trong bang xuét hién 4 thong sé nhu sau:
e Total size before shrink in MB: tong dung luong ciia 6, tinh theo MB (1024
MB = 1GB).

e Size of available shrink space in MB: dung luong t6i da cho phép nguoi
dung chia ra.
e Enter the amount of space to shrink in MB: dung luong ngudi ding mudn
chia ra 1am phan ving méi (chung ta s& gd sb theo don vi MB vao déy)
e Total size after shrink in MB: dung lugng con lai khi chia nhd phan vung.
Tai diy nguoi dung chon dung lugng cho phan ving can chia > bam Shrink
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Hinh 8: Huwéng dan phdn ving 6 cing (3)

Vi du: tir 6 C ¢6 dung lugng 49.93 GB, ngudi ding mudn chia ra mot phan ving
moi ¢6 dung lvong 10 GB, ching ta s€ nhap vao muc Enter the amount of space to
shrink in MB: 10240 MB ~ 10 GB (1024 MB = 1GB).

Budc 4: phan viung mdi sau khi dugc chia s€ ¢6 mau den vi né chua dugc dinh
dang (format), dé str dung duoc phan ving méi nay, ching ta can format lai phan ving
d6. Nhan chudt phai vao vung den d6 > chon New Simple Volume

L& Computer Maragement - o
File Acxn View Help
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r T 1 T T Tc 1 < | |
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O Tesk Sohedler | o= Dk 0 partison 1) Swmple  Basic Healvy (EF1 Gystem Pastiton » WOME 100N |e »
B et Viewar == (Disk 0 partiien ) Simple  Basic Heakvy Recevery Patitaoe WAME  SEMS 100% Mose Actions 4

o Paces Folden |
£ Locel Users and Groupa |
3 Perdermance |
A Device Manager

v 1% Souge
27 Dok Mansgement

By Services and Appications ||
|

| =Dnko I — e —————————

| Basc (€}
Hecs 100 M8 nWGENTy wws

| Onine Healthy (151 Systerr | Maalthy (oot Page Fle, Crash Dumg, Basic Dat. | Unaliocated

| =~(DROMO

| vo) Prepene
o Medue reg

» || W Usatocated [l Frimary patition

<
n £ Type bere 10 search

Hinh 9: Hiedng dan phdn viing 6 cimg (4)
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Budc 5: Mot cira s6 méi hién 1én, chon Next.

&
Fle Acn View Help
o nmm H -

j L= == p—— — -
& Computer Munagement (Locd

| Capacay | Free Space | % foee ]
= New Samgle Volume Wisard * Ayl e ]| Actions
v i Symem Teols Bacic Duta Patitics) N0 NN0E YN D >
(O Tosk SOrecher WOME  OME 100% | Disk Manogement
il et Varmar Welcome to the New Simple WIME SEME 0N Mooy Actions »
& Paces Folden Volume Wizard
£ Lecal Users and Grex
S Pedirmance This wizand helon pou este 3 sepie volume on & Sk
A Oevice Manager
A wingle vokume can arfy be a0 8 sngie dek
| v % Socge
27 Dok Mansgement To cortrue, chek Nest
Ty Servites and Appin sooes
° E :
/
o ce 08 M8
Usalodated Heathy Facovery Pantwen
oce

l ZSonomo |

zD’iC“ll
%NoMniu

» || W Usatocated [l Frimary patition

1<
u £ Type bere 10 search

Hinh 10: Hudng dan phdn viing 6 cing (5)

Buéc 6: Chon dung luong cho 6 can chia, mic dinh sé& 1a dung luong t6i da > Next
dé tiép tuc.

3

File Acin  View Help
o nm BT -

. 3 prm— — gre— — .
& Compurer Munagement (Locd

= N Samgle Volume Wisard x (f"(," j“li."?“': % oos J | Actioms

v 1l Syem Teols Bacic Duta Patitico) B0 N0 “s o >
() Tesk SOhecher Soucly e WMNE oM 100% J Otk Manogement
B Cvert Virwar ro0se 8 vokume 300 Tt 1 betwenn B musmum and TewLT KON WAME S0EME oN Wos Actions »
o Paces Folden

B Locel Users and Groupd
5 Pedermance
A Device Manager
v % Songe
2 Dk Managemert
7y Services and Appi staoes Wrwm doh space n M2 ' ,

Sevcte vokave 520 1 ME E

Mammm Sob 0000 # MB we g

 v0ce eV

. Unaliocated Healthyy Facovery Pantrsn
= =

I..(ououo
| o)

| o Medua

» || W Unatocated [l Frimary patiton

<
n £ Type bere 10 search

Hinh 11: Huéng déan phdn ving 6 cing (6)

Budc 7: Chon tén d, nguoi dung co thé chon A, B, C, D ... tuy theo nhu cau. Tén 6
s& khong duoc trung so voi cac 6 khac dang ton tai trén may tinh.
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-
File Acn View Help
e 2n BT -
. ) p— ___ =~ == . — T T T
"> . : | |
& Computer Managemert (Locd N Soahe W et % = Capacay | Free Space | % Foee ] Actiom
v Tl Symen Teoss TP IO Batic Duta Patiticn) H0CE DI908 NN
Tesk 5 = annae Dvib Masagernest -
=) Task SOvedchier WOME  NOME 100N a
- ng Assign Deiwe Lottor or Path o o 100 % Moss Actions »
Wl Lot Varnar For aamer SCORME. YOU CAN MISGN 3 GTve BEer O dres Sath 1 your pamton WAME S0EME 0N
® Paces Folden
B Local Urers and Groupd
5 Perdemance
A Device Manager
v 3 Socage 8 Zaag e bohoan; e wew - @)
7 Dak Mansgement f i
By Services and Appi stsoes J Mourt i the fcowrng encty NTFS fkder
Do nct ssmgn & Ovve leter or dove s
® - i
¥
noce W8 e
Usaloxated Heathy Facovery Panttrsn
= coct '
- (D-ROM 0
o)
Ho Medue
» || W Unatocated [l Primary patiton )

<
n £ Type bere 10 search

Hinh 12: Hudng dan phdn viing 6 cimg (7)

Budc 8: Chon vao Format this volume with ... > Chon Perfom a quick format >
Nhén Next dé xac nhan phan ving lai 6 vira tao.
o

Fle Acon  View Melp

e 2B BR -

& Compurer Mansgerment 'uu':“". '“. ; A'_' - = N o DB Capacay | Free Space | % foee ] | Actions

v {1l Symen Teols SN Viome Wawe " Basic Osta Patitiony 109C8 21908 S % l“ o
) Tesk Shecher Rolss N WME  NOME 100N Nk Mumegenont
Wl tvert Varmar To sore data on B perilion, you sust fomat ¢ fret KAME SEME 100N Wose Actions »
® Pares Folden

£ Locul Users and Groupd

83 Performance Crooee whether you want 1o fomat s vollme and £ 90, what seltings you wart 0 uee

A Oevice Manager
v % Sounge

2 Dok Managemert

Ty Servites and Appi stroes

") Do et Meitt s wikime:

& Foma e vokume wih T folowing Moo

Fle aten NTFS

Nocaon unt we Defast

ok labe New Volre

1 Pedom 2 quck o '

[ Eraie bie ot Lobdher cmgremmor o) =

, :': 068 58 M
R lavel e Heathy Facovery Pantwn

- (D-ROM 0
o)
Ho Medu

» || W Usatocated [l Frimary patition

<
n £ Type bere 10 search

Hinh 13: Huéng ddan phdn viing 6 cing (8)

Budc 9: Nhan Finish dé hoan tit qua trinh chia, phan ving 6 ctng.
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File Acin  View Help
e 2B BT~
. 3 g - == = x T T T
& Computer Munagerent (Locd B Capacy | Free Space | % Foee ] Actioms
v i Symem Teots Now Simple Volome Wend " Bacic Onta Patiticn) HJ9CE 1908 W% l Dk Mamagement
() Tesk Sonedher G N WMNE M 100%
W Cvert Viewar (‘o"‘pm'm the SI"“G WAME  WEMB 10O N Mooy Actions
x Volume Wizard
® Paces Folden
i Locsl Users and Grex You Mrve suciesily congleted e New Secle Vol
5 Pedermance Waard
A Cevice M
A L ——— Tins selectod P fobcwry sefirg
v 1% Songe "
< Vokame hoo Secie Volme PA
2 Dak Mansgemenrt Dinke pbwcind Ok O
Ty Servites and Appin ssoes Wokume s00 o
Drve leter or path
Fle pywam: NTFS
Nocaton wt soe Delad
Vohume label New Voume
Gaws e Yoa -
To Cse v wiand chok Fra
® - '
/ oo £ 1Y

Usaloxated

Heathy Facovery Pantnn

o

- (D-ROM 0
o)

» || W Unatocated [l Frimary patiton

<
n £ Type bere 10 search

Hinh 14: Huéng dan phdn viing 6 cimg (9)

Qua trinh phan viing 6 cing thanh cong, ta s& thady mot 6 méi duoc tao ra.

= v | BapbC - o x
cmpete w (2]

r B, DarC

# Quick sccens
B Ceirop ¢ 3O Otjects

& Dowriceds

Desktcp Cownlonds

. 4

Documaents ’ s,

Wheres
& Paue ’
D Musc

B Ve

T

New Velurne (D

V0 Cvvee (E

@ Orelrive ——

3 s P
P 10 Otjects
W Desivop
[
& Cowricads
D Masc
= Putures
B v
&= Locet Dak (C)
- New Volume (D)

- New Volame ()

@ Network

10 ers
n £ Type bere 10 search

Hinh 15: Huéng dan phdn viing 6 cimg (10)

Trong thyc té may tinh nguoi dung c6 dung lwong 6 cimg hoan toan khac nhau cd
loai 128 GB, 256 GB, 500 GB, hay 1TB, 2TB. Do vay trong qua trinh phan ving b cing
ngudi dung can nhic chia 6 cing tiy theo nhu cau sir dung ctia ban than. Dudi day 1a
khuyén nghi ngudi ding c6 thé tham khao.
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Phan Dung hrgng khuyén Dinh dang phan

\ . . Ghi chu
vung nghi vung

Phan ving chira hé diéu
C:\ 100GB NTFS hanh, profiles va cic ung
dung cai dat cua hé théng

Tuy chinh theo nhu cau Chura data, backup cac ung
NTFS

D:\
st dung dung, cac dir li¢u khac

1.1.2. Str dung BitLocker dé ma hoa dit liéu

BitLocker 12 cong cu bao mat gitip ma hoa 6 cig rat hiru hiéu dugc Microsoft tich
hop san trén hé diéu hanh Windows 10. Phan nay s& huéng dan ngudi ding méa hoa dix
lidu 6 ctng ctia ho bang cong cu BitLocker, diéu nay gitp ngin chin dit liéu quan trong
trén may tinh cia ngudi dung cé thé bi roi vao nhimng tay ké x4u khi bi mat may tinh
hoic bi danh cip.

Buée 1: Vao muc tim kiém trén Windows > nhap Control Panel va chon Open.

Best much

o

etlegn
& System

5 TaskbDar nobSCAbOn ated

© Sec if you have 3 32-bit or 64-bit - O

version of Windows

Control Panel

«  Open fie cason
. & et St
£ Control Panet - See web resct & 2o taskbar

£ control panet windows 10

B control panet open )
4

£ controt panet settings -~

£ Control Panel

Hinh 16: Ma hoa dir liéu trén Windows 10 (1)
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Budc 2: Nhan vao System and Security.

0 Cortrot Paned

[
o
s

n 2O 0 _

Hinh 17: Ma hoa die liéu trén Windows 10 (2)

Budce 3: Chon BitLocker Drive Encryption.

% Systern and Secerity

ety ol B aral Hoera

o System and Secwity
Metworn ard \lerrat

Hardeare and Sound

n L Type here 10 search

Hinh 18: Ma hoa dit liéu trén Windows 10 (3)

Luu ¥: K& tir bude ndy, chiing ta s& phan 1am hai phan dé ma héa cho ting 6 climg:
Phan 1: ma hoéa cho 6 C — yéu cau may phai c6 chip bao mat TPM

Phan 2: ma hoa cho 6 D — khong yéu cau may phai c6 chip bao mat TPM

Nguoi dung c6 thé can nhic lira chon mét trong hai phan dé thuc hién theo, phu
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hop v6i nhu cau str dung cia ting ngudi.

Phén 1: Md héa cho é C — yéu cau mdy phii c6 chip bio mit TPM

Budc 4: Trong BitLocker Drive Encryption, chon phan ving 6 C bam Turn on
BitLocker.

e

+ B o Control Pamel + Syntem and Securtty » Belocker Drive Encryption

x
0103 B pral Hoera ©

BitLocker Orive Encryption . n )
F B9 Bl ocker Dvave Enceyption ()
Help romect pous fdes and {piders Hom unsuthoraed s(cess by protectng §

2 racting Bitlocker

Operat NG system drrve
) T device con T use » Trusted Platfoom Medule. Your dennististor mwet 5ot the "Alow BdLocker

WGt 8 commpatible TRAL option in the “Requee sddbonal suthentication ot itartup” policy for 05

_ o

15

Fixed data drives

Removable dna drives - BaLodker To Go

n L Type bere 10 search

Hinh 19: Ma hoa dir liéu trén Windows 10 (4)

e Néu nguoi dung khong gip thong bao nhu trén: ching té may da co tich hop chip
bao mat TPM c6 thé boé qua budc 4 nay.

e Con néu truong hop nguoi dung gip théng bao nhu trén: lam tiép cac bude phu
sau day dé kich hoat BitLocker trén may tinh khong hd trg TPM.
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Budc 4.1: Nhén t6 hop phim Windows + R dé mé hop thoai Run sau d6 nhap lénh
gpedit.msc va nhan OK.

™

. « 4 By i ComtrotPamel + Syntem and Securty + Belocke Dive Escryption v o) »

Control Fanel Moma = - >
BaLocker Drive Encryption

Help prosect ypous Tdes sad (pdders Hom unauthorded s0Cess by PIotecting youwr Srives with Balocher

Operating system drive

Fixed data drives
Removable daa drives - BaLocker To Go

Volume (D) BitLocker off

Run x

Ty the name of 2 program, fpkder, Socumant, of Intermat
L resowrce. and Windows will epen i foe you

o =] == o
O— [E) e o
n ,O Type here 10 search

Hinh 20: Ma hoa dir liéu trén Windows 10 (5)

Buéc 4.2: Ctra s Local Group Policy Editor hién 1én, ngudi dung thuc hién theo
céc budc chi tiét nhu sau:

Computer Configuration > Administrative Templates > Windows Components >
BitLocker Drive Encryption > Operating System Drives

| Local Group Pobey Edace - o x
File Acon  Yiew el
e nr . E I 4

J Local Computer Pobcy (o)) - l - = == Sy
v % Computes Configuration £ -z g yten oy, : Q’
Sottware Settags / Sclect an dem 10 view &3 deicrption.  Sefling Sme Comenert
Windiows Satins 3 Algw netwark unlock at tatup ’ Net contigured No
[ e : e e
o $
Netasrt s 3 Nt comfigured Ne
Sreters (10} 3 Dealow standard voens from changng the PN or pesswosd Nt configured Ne
Server 1 Alow Bences CompRant sith WitaraGo o HSTI to opt out & Net configurnd L
k»ﬂww-\:'wev/ 1. Enable ue of BeLocker suthentscstion sequring preboct ke Net configured e
glem 1 Alow erhanced PNg for ttartup M(M"M No
Wndoms C("‘M' 31 Configure munmesm PR length for stwtup Not confuqured Mo
woreTow i Corfigare use of Rasdware-2ased encrypton for op gh. Netcosfigured ™
Add features to Windows 10 3 Erfooce drve encrypton type o0 operstng Tyibem drves Nt configured [
App Packape Deployment 1. Configrurn une of pazswoeds for Oparatng Tywtem deves Net configured No
App Pevacy 17 Choose how BRLOCkes-protected opesstng system drives <o Not confiqured No
N ""'“‘L = (1) 37 Contigrre TPM platfeom vabdation profile for B05 Based fr.. Net confrgured Ne
:::::e«?* '/ 3 Configrare TPM platfom vabdaticn profile (Windows Vit . Net configured Ne
Hrge by ® 3 Configrane TPM platfomm vabdation peofile for nathe UL e Not configuned Mo
re~ m«lnt\v«hw)p«a 1 0 Condaare pre-bict secovery massage and LUFL Nt configured Neo
~r = , 3 Paset plattorm vebdation data otes BaLocke recevery Net confirgured Ne
1. Ure enhanced Boot Configurstion Diats valkdation profile Net configured Ne
| Comars
Clowd Contert
Connect

Credertal User interface
Duta Collectien and Peeview Budds
Deivery Optamaincn

Desiton Gadonts
< >

19 settnglx)

n L Type here 10 search

Hinh 21: Ma hoa die liéu trén Windows 10 (6)

Sau d6 & cira sO hién tai nguoi dung kich dip vao dong Require additional
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authentication at startup. Trong cira s6 méi chon Enabled > sau d6 xudng phia duéi tich

chon muc Allow BitLocker without a compatible TPM. Cubi ciing nhan Apply dé luu

cai dat va thoat ctra so.

File Acwn View Mep
o nm s Eml Yy

! Local Computter Polcy
v % Computes Configuratson
Softaare Settags
Windows Settngs
- Adrreatrstie Terrpiates
Contrel Pand
Postacah
Frosteny
Secver
Seent Mervw and Tacibar
Systern
~ Windons Comgonenes
ActiveX Inctaller Service
Add festures to Windows 10
App Pachage Deployment
Apy Pevacy
App numtema
Apphcaton Compatitiey
AutoPlay Pokoes
Baoenensas
v ] Balacker Drve Encrypion
Faed Data Ovves
Operating Systers Deoves
Removable Dote Doves
Carasa
Cloud Contert
Connect
Credertal User interface
Duta Collection and Poeview Budds
Deivery Optamaincn

Desitos Gadonts
<

19 settnglx)

a

5} Requve sdcinonal suthent<atron i vitup

Comerernt

) Mot Conbgered
-
Q) Oabied

Supperted on
®
Optssens /

Aow Betocher without 8 compantle TPM
7 (requines & paciword or & tartup key on &
S8 Agsh drive)

Sertvags fov Corrgnters Wi & TPM
Corfigure TPM stamup

Alow TPM

Condigury TPM stasup P2

Alow stamup PN weh TPM
Corfigure TR stamup tey

Alow statup bry with TP
Corfigurs TPM staup ey and PN

Abow datup bey and PIN wath TP

<

n L0 Type here 10 search

Budc 5: Nhan chon Enter a password

Previous Seting Nex1 Seting

A2 beact Windown Server 2008 &2 or Windows 7

Hep

This policy setting sllows you o configure whether Bitlecker
10gres aSALOnN MENeNLCINCN SaCh Tama the Competer stamy
a0 mhethar you Mt g BALOCher with &0 wihout » Trusted
Pattorm Modute (TPM). This pokcy tettng @ sppied when you
tum on BeLocker,

Note: Orly one of the addtions! sumhentication options Can be
TequIred st ctatup, ctherwiie & policy BnSe OCCUE.

¥ pou wirdt 10 ne Balocher o0 o computer mithout & TPV, select
the “Allow Bl ocker without » compatible TPM® check box. in
This mode eher 2 password of & USE deive & requwed for start-
W AWhen uieng 0 Ratup Ley, the bey wfosmaton voed to
encrypt the drve o sBored on the USE dive, cresting a USE key
When the LS8 iy is waarted the access to the dove &
putheststated and the dove i sccessie N the USE hey & bost o
unevadsble or d you have forgotten the pastword then you wil

raed 10 wae one of the Belocker va, SPOONE 85 access the |
4

- ©

-

On 2 competer with » ;<~4 TP, dour types of l i

| S

} ~ =)

Hinh 22: Ma hoa dir liéu trén Windows 10 (7)

¢ = 4 B ControtPane »

Control Fanel Homa

© ™ Asmeratiation

© Dk Mansgemert

Prracy tatemant

n L Type bere 10 search

Syrtem and Securtty

v Betocker Drve Encryption

BitLocker Drive Encryption

Help protect pous fies and fpiders Hom unauthorded siess by protects

Operating system drive

Fixed data drives

Removable dsa drives - BtLocker To Go

) Bittocker off

Hinh 23

B BaLocier Diwe Encryptoon (C

Choose how 10 unlock your drive at startup

Q) Some semags s ranaged by your syt sl

To help heep your dats mose selure, you o Rve Balocher proengt you 80 enter & passwerd Of msent &

USE flanh drve each time you start your #C

- ot » USE flar

[ > Enter a passwor ]

. Ma hoa dir liéu trén Windows 10 (8)

Concel

Budc 6: Nhap mat khau sé sir dung mdi khi ngudi dung khai dong Windows dé

mo khda 6 ciing va nhap vao Next dé ti€p tuc (dam bao tao mat khau manh bao gom

chit hoa, chit thuong, s6 va ky hiéu)
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*
¢ e torm and Secur £ Encrypt .
yPe
Help pronect poue Ties sad 1riders Hom unauthordes siess by protectng -
W Belocker Denve Encrypt
Operating system drive I i ket
v You shoukd create 4 throng paismerd That utes uppercase and lowercese letters, numbers, symboly, aad
spaces 0
i Lreer yowr paivaced
-~
Reontes your paiswond
Fixed data drives
Removable dsa drives - BaLodker To Go
-~ /
=] o
© Dt Mansgen
Priacy stateme
n bl

Hinh 24: Ma hoa dir liéu trén Windows 10 (9)

Budc 7: Nguoi ding s& duoc cung cap cac lya chon dé luu khéa (key) khoi phuc
trong trudng hop quén mat khau. Néu nguoi dung quén mat khau thi khoa khoi phyc 1a
chia khoa duy nhat dé c6 thé mé duoc dit liéu. Néu mat ca 2 thi s& mat dir liéu vinh vién.

e Save to your Microsoft account (Luu vao tai khoan Microsoft)

e Save to a USB flash drive (Luu vao thiét bi két ndi ngoai USB, 6 ciing di dong)

e Save to a file (Tao file luu)

e Print the recovery key (In khéa khoi phuc)

Luu y: Khuyén nghi nén lya chon Save to a file, mét khau sé dugc luu dudi dang
file .txt. Nguoi dung chon noi luu khoa khéi phuc, khong luu vao phan ving dang ma
hoéa bitlocker. Vi khi quén mat khau mé bitlocker thi viéc truy cép vao phan ving d6 dé
lay khéa khoi phuc 1a khong thé. Dé an toan hon c6 thé luu 1 ban khoa khoi phuc file .txt
1én Google Drive, Onedrive ... xong bam Next dé tiép tuc
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+ B o CortrotPaned + Syutem and Securtty + Bilocke Drive Encryption

0700 5 ol Hoera

o
BitLocker Orive Encryption

*
Hekp Srosect yous fdes and foiders Hom unauthores sccess by protect
5 B BeLocker Dewve Encryption (C
cati sterm diiv 3
Opersting system drive How do you want 10 back up your recavery key
Q Some settngs are mansged by your 1ytem sdmetrator
R St ocker Anecovery key can be wsed to accent your files and folders @ you e having problems eniocking your FC

12 5 2 QOO kes 80 Rarve mare than one aod beep aach o & tafe place othar than your PC
-~

Fixed data drives

Removable dna drives - BaLocker To Go /

o
© Tk Mansgemert

eact

Srvacy o
n L Type here 10 search

Hinh 25: Ma hoa dir liéu trén Windows 10 (10)

Budc 8: Tuy chon kiéu mé hoa phu hop, xong bam Next dé tiép tuc:

- Encrypt used disk space only (faster and best for new PCs and drives). C6 nghia
chi mi hoa dung luong 6 cting da sir dung (nhanh hon va phi hop cho 6 cling méi)

- Encrypt entire drive (slower but best for PCs and drives already in use). C6 nghia
13 ma hoa toan bd 6 cing (cham hon nhung phi hop cho 6 ctng da sir dung)

e

D * By o+ ControtPamel + Syntern and Securtty + Balocke Dive Encryption

2708 F aral Mo - - = ®
Bitlocker Drive Encryption
Help Srosect pius des aad {5iders Hom unpulhoraes #(<ess by protectng
¢

- By Belocker Denve Encryption (C

Operating system drive

Choose how much of your drive 10 encrypt
¥ you're setting op Balocker 0n & new deve o 8 new PO you only feed 10 encrypt the pant of the Srive
that s cormently beng uted. Balocker ancrypts new dats sutomatically s you #dd &
g © o Bcch :
‘ ¥ you're onabing Balocter o0 a PC or deve 1Nt 5 already » uie, Contaler encryptng The erire denve.

Encrypting the entire deive ensuses that off dits o protected-even dets Bhat you deleted but that might 1l
CONtan retripvable o

Fixed data drives [ B Encrypt used Sk space ondy (Taster and bast Tor na PO and dowves l /

) Encrypt ertine dowe (dower bt Best fo PCa and drnvet sheady in wad)

Removable dsa drives - BaLocker To Go

© D Administration

© Cuk Manmgemert

Frracy tatement
n £ Type here 10 search

Hinh 26: Ma héa dir liéu trén Windows 10 (11)

Budc 9: Chon ché d6 ma hoa phi hop, xong bam Next dé tiép tuc:
- New encryption mode (best for fixed drives on this device) — Ché d6 ma hoa méi
(pht hop cho cac 6 cting ¢ dinh trén may tinh). Ché d6 nay an toan hon nhung chi hd
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trg trén Windows 10 phién ban 1511 tré 1én. Néu cac phién ban Windows cii hon thi
khong hd trg giai ma dir liéu.

- Compatible mode (best for drives that can be moved from this device) — Ché do
tuong thich, phi hop vai 6 cimg két ndi ngoai hodc khéng nam cb dinh trén may tinh,
ngudi ding c6 thé chuyén 6 cing sang may tinh khac dé mo.

[

¢ « # B+ ControlPanel + Syitemn and Securtty + Balockes Drve Encryption v & p
Cortrol ¥ aral Hoera = ~ o
Balocker Drive Encrypton

Help prosect pous Tles and piders Hom unauthoraed sccess By protect "
™ € B Betocke Deive Encryption i€

L < -
Operating system drive Choose which encryption mode to use
tlocker off
B Windows 10 (Versien 1511) intreduces & rew disk encrypion mede (XTS-2ES), This mode provides
addbicnal integety ppot, bet € s not compatitle wiek clder vartions of Windows.
Sum e §
Lol o
. ¥ thes 1 8 semovable deve TRt yonu're gowng 10 ute on hder versen of Window, you ihould chodse
-~ Compatitle mode

W this 5 & Fined drive o 4 W doive wil soly be sed £ devices mumvnng ot beast AT.:a-i 10 (Versaom
s ”
Fixed data drives 1511) or tater, you thould cheote the new encryption mode )

() N encryption mode (best for faed doves on this Sevice) /
Removable data drives - BitLocker To Go b Cempatidie mode (Dert for dewes That <o be mived from thes deve ]

Volume D) Bittocker off

> o

§ P admnatistion
© Dus Mansjemert

Privacy statement

n £ Type bere 10 search

Hinh 27: Ma héa dir liéu trén Windows 10 (12)

Budc 10: Chon Continue dé tiép tuc

o
. « 4 B+ ControlPanel + Syntem and Securtty + Balockes Drve Encryption v & p
Control F aral Mo, = S o
v - & BiLocker Drive Encryption »
Heldp protect piuw Ties aad (odders Hom unauthorded o(<ess by protect J
™ € B Betocter Dene Encrption (€
13 e E
Operating system drive Are you ready 10 encrypt this drive
Bitlocker off
Encrypton maght take o nide dependng on the sice of the drive
o o Son onBitads You can keep worting while the dave it Being encrypted, sthough your PC mught run mcre thowly
.
e £ Prun Bl ocker systems chect
The nystem chack engures that Bel ocier can read the recovery and encryption beys conectly bedore
Fixed data drives encrypang the dive
EtLocker will sestant your computer before encrypting,
Removable daa drives - BitLocker To Go Note This chack maght tate 3 while, but it secommended to ensure St your selected uniock mathod
WOAS IR reQarvng The secovery by
slume (D) BitLocker off
.
D
Sy

© T admenatiation
© s Mansjemert

Privacy statement

Hinh 28: Ma hoa dir liéu trén Windows 10 (12)
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Budc 11: Thong bao khoi dong lai may tinh, chon Restart now dé khai dong lai

Control ¥ anel Homa

@ D admenatiation

© Ot Manmpemers

Privacy statement

u £ Type bere 10 search

. « 4 B+ ControtPanel »

Syrtem and Securty » Belocker Drive Encrypticn v o »

BitLocker Drive Encryption

Help prosect poun Ties and (oiders Hom unauthorded s00ess By protecting youwr Grives with Balocher

Operating system drive
Lo Restart required
By Balocker Déve Encryption x
2 -
= :i The computer must be restarted
3 )

Farmove any CO/DVD Sk that ane 0 the competer.

F )
e ® ~» e

Removable data drives - BitLockey Mamsscitiod

New Volume (D) BitLocker off

Hinh 29: Ma hoa dir liéu trén Windows 10 (13)

Budc 12: Nhap mat khau di tao dé truy cap

BitLocker

Enter the password to unlock this drive

Hinh 30: Ma héa dir liéu trén Windows 10 (14)

Khai dong vao Windows nguoi dung sé& thay trén 6 C c6 biéu tugng 6 khoa tic 13

d3 duoc mi hoa bang BitLocker.
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2 v TabC - o x
mpitw  View o

+ B, DapC
Jders
# Quick access
B Desivop ¢ 30 Objects Desktcp Documents Oownlosds
& Downiceds p _‘ - ' ‘
Docurrants ’ Mhatnt - Velecn
= Petures . J\ - .
D Musc
Jeices aod drpees {3
B Ve o 2
oy AL Local DiskC New Velurne (D VD Cvees (E
@ OrcDrrve - -] (5]
- - 4 - -~ ve ot -
3 Thes P
P 10 Otjects
B Destvop
DeCurraney

& Cowricads

 Mac

= Putures

B Vs

= Locet Dk (C)

- New Yolume (D)
- New Volume (O

@ Network

10 e -
S06 P
n £ Type bere 10 search AR

Hinh 31: Ma hoa dir liéu trén Windows 10 (15)

Phin 2: Mi héa cho 6 D — khong yéu ciu may phai c6 chip biao mat TPM

Thuc hién tir Buée 1- dén Budce 3 nhu huéng dan & trén.

Budc 4: Trong BitLocker Drive Encryption, chon phan ving 6 D bam Turn on
BitLocker.

e Setocker Drve Encryption

+ B¢ o Cortrot Pamel + Syrtem and Securtty + Balocke Drve Encryption

Control ¥ aral Home o

BitLocker Drive Encryption

Help prosect poun Ties and (oiders Hom unauthorded s00ess By protecting youwr Grives with Balocher

Operating system drive

I
.
-~

Fixed data drives

Removable dna drives - BatLocker To Go

Q TOLA Adrrerettsation
9 Thed Mang jesmert

Privacy statemant

n L Type here 10 search

Hinh 32: Ma héa dir liéu trén Windows 10 (16)

Budc 5: Nhap mat khau s& st dung mdi khi ngudi dung khai dong Windows dé
mé khoa 6 cung va nhép vao Next dé tiép tuc (dam bao tao mat khau manh bao gém
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chit hoa, chir thuong, sé va ky hiéu).

=3

W Betocker Dowe Encryption (D o

Faerter your priteced | sasesess

Use oy 3rnart cand 10 unlock the drive

You ¥ need 1o rnent your smant card. The smant card PIN will be reguired when you uricck $he deve

Hinh 33: Ma hoa dir liéu trén Windows 10 (17)

Budc 6: Nguoi dung s& duoc cung cip cac lya chon dé luu khoa (key) khoi phuc
trong trudng hop quén mat khau. Néu nguoi dung quén mat khau thi khoa khoi phyc 1a
chia khoa duy nhét dé c6 thé mé dugc dit liéu. Néu mat ca 2 thi s& mat dir liéu vinh vién.

e Save to your Microsoft account (Luu vao tai khoan Microsoft)

e Save to a USB flash drive (Luu vao thiét bi két ndi ngoai USB, 6 ciing di dong)
e Save to a file (Tao file luu)

e Print the recovery key (In khoa khoi phuc)

Luu y: Khuyén nghi nén Iya chon Save to a file, mat khau s& duoc luu dudi dang
file .txt. Nguoi dung chon noi luu khoa khoéi phuc, khong luu vao phén vung dang ma
hoéa bitlocker. Vi khi quén mat khau mé bitlocker thi viéc truy cép vao phan ving d6 dé
1iy khoa khoi phuc 1 khong thé. Dé an toan hon ¢6 thé Iuu 1 ban khoa khéi phuc file .txt
1én Google Drive, Onedrive ... xong bam Next dé tiép tuc
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+ B o ControtPamel + Syrtem and Securtty » Balocker Drive Encrypticn

Control 7 arel Homra Bt ocker O - :
BaLocker Drve Encrypto
4 € By Setocke Drve Incryption (D

Help profect pouw Ties snd (piger

How do you want to back up your recovery key?

Operating system drive

© Some semings s managed by your rystem adniatinor

M yOu f0rget your PassAed o4 KOse yOur Smart Card, YOU CHN Uie your 1ecavery kiny B0 CCess yOur drve

Lol
om
- - Sy osoft o !
- 0
Fixed data drives .
-p ¥ ! L ey &

Removable dna drives - |

G 1t asmenatiston
© Dk Mansjemert

Prrvacy tatement

n £ Type bere 10 search

Hinh 34: Ma hoa dir liéu trén Windows 10 (18)

Budc 7: Tuy chon kiéu mé hoa phu hop, xong bam Next dé tiép tuc:

- Encrypt used disk space only (faster and best for new PCs and drives). C6 nghia
chi mi hoa dung luong 6 cting da sir dung (nhanh hon va phit hop cho 6 cling méi)

- Encrypt entire drive (slower but best for PCs and drives already in use). C6 nghia
14 mé hoa toan bd 6 climg (chdm hon nhung phu hop cho 6 cing di sir dung)

»

+ By o CortrotPanel + Syntem and Securtty + Bitocker Drive Encryption v
& °
Control ¥ aral Homma - 2 y :
BitLocker Drive Encryption & B¢ Belocker Divve Encryption (D
Help prosect youe des snd foiden
Choose how much of your drive 10 encryt
Operating system drive o
P ng 5y = W you've setting up Balecker 6 & new dewe of & ew PO, you 0nly need 10 entrypt the pant of the dive

that s cumently beng ueed. B2 ocher encrypts new dets sutommatically as you add &

¥ you're erabling Balocker on o PC or deve It s aleady 1 une, Contadier encryping The entre drrve.
Encrypting the entire drive encures that ol data is prodected-even dats that you deleted but that might 128
Contan retrivable nfs

18
-~

[ & Encrypt used Sek space ondy (Taster and best for naw PCs and drves) ] - Q

( Ayt erty we (3 et § ready -
Fined dats drives Encrypt erfire deave (siower But Sest for PL1 and dovet Sready in use)

Removable dsta drives - §

ittocd

Hent Cancel

§ I admeratistion
© 0us Mansgen

Privacy statement

n L Type here 10 search

Hinh 35: Ma hoa dir liéu trén Windows 10 (19)

Budc 8: Chon ché d6 ma hoa phu hop, xong bim Next dé tiép tuc:
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- New encryption mode (best for fixed drives on this device) — Ché d6 ma hoa méi
(phu hop cho cac 6 cimg cb dinh trén may tinh). Ché do ndy an toan hon nhung chi hd
trg trén Windows 10 phién ban 1511 tr& 1én. Néu cac phién ban windows cii hon thi
khong hd tro giai ma dir lidu.

- Compatible mode (best for drives that can be moved from this device) — Ché do
tuong thich, phtt hop vé6i 6 cting két ndi ngoai hodc khong nam cd dinh trén may tinh,
ngudi ding c6 thé chuyén 6 cimg sang may tinh khac dé mo.

v

.- t W Commitee Sytem and Secesty + Balocker Dive Entnpten v ')

cotct P arel Morma

Birlocker Drive Encryprion € By Setecker Orive Encryptien (O
Help pretect your Hies and folden

Choose which encryption mode to use

Operating system deive
¥ iy Windows 10 (Verson 1511) miioduces 8§ new dak encryption mode (EI%-ALSL Tha mode peovide:

sddional itegety muppent, Bet & @ nct computibie with clder veruons of Windows

¥ s 5 2 romoveble deve Nt youre gowg 10 wie o0 alder versan of Windowa, you showld (hoete
Comgottie moie

.-

=

- ¥ 6 i 3 4 0d G 00 g drivie will oy B Used 00 dvices renvieng ot st Wandows 10 (Vson
1511} o lamer, yon thoukd Choome The rew ancrypton mode
Fived data drives ) New encryption mode et do¢ foed dives on e device I v

lo Cormpatiie mode et bor drrves that can be maved hoe tha devce ]

Removable data drives - £

¥
= o

Hinh 36: Ma hoa dir liéu trén Windows 10 (20)

Budc 9: Chon Start encrypting dé tién hanh ma hoa.

+ B¢+ ControlPanel + Syrtemn and Securtty + Belocke Drve Excryption v O P
00l § aral Mo = - - 4
BitLocker Drive Encryption & By BaLecker Drive Encrypeion (D)
Help prosect youe fdes aad {piger
Are you ready 10 encrypt this drive?

Operating system drive
P ng 5y Veu B Be able 19 unkeck thas ive uing # priswend
Ercryphen meoht take & whie depending on the soe of the drve

Ut encryption o Complete, your fes win't be piatected

I
i
-~

Fixed data drives

Removable dsa drives - £

tLock
L2
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Hinh 37: Ma hoa dir liéu trén Windows 10 (21)

Budce 10: Qua trinh mé hoa két thac > Close > khoi dong lai may tinh

+ B o ControtPamel + Syrtem and Securtty » Balocker Drive Encryption v o p

Control 7 arel Homra - .
Balocker Drive Encrypton

Help prosect pous Ties and (oiders Hom unauthorded s0Cess By protectng youwr Grives with Balocher
Operating system drive
Bl ecies Dvve Encrypaon x

% Enaryption of O is complete
v

1 ®
-

Fixed data drives

Removable dna drives - BatLocker To Go

L

0 TP Adrrarettration
O Dk Mansgement

Prrvacy tatement

n £ Type bere 10 search

Hinh 38: Ma héa dir liéu trén Windows 10 (22)

Budc 11: Sau khi khai dong lai may tinh, tim kiém 6 dia da thyuc hién ma hoa ta s&
thiy biéu twong 6 khéa (dang dong). Nhan chon 6 dia, tién hanh nhap mat khau da thiét
1ap xong bam Unlock, dé truy cap dir liéu bén trong 6 dia.

] v Manage
h ol View . OssaTaeok BitLocker (D) o

+ B Darc v £ /
Enter paisword 10 uniock thes drive
* Qi v L ]
W Cesirap ’ 30 Otjecty Desitcp Decuments

& Oowriceds  # | 4 P @

More options

Docurnerts ’ Mhatnt Proderes o Videos
Ehows ¢ B — / 5]
-fors : / m
Devices and drves (3
B Ve

- ; Lecal Dok (D) OVD Crwve (E
@ OreDrive . == J

3 e
P 10 Otjects
W Ceavop

Douwrranty

& Oownicads
d Masic
= Putures
B Ve
&= Locel Dak (C)
- Lot Duk D)

- LocH Duk ©

@ Network

10 terrsy fem yebected
n £ Type bere 10 search

Hinh 39: Ma hoa dir liéu trén Windows 10 (23)
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Sau Unlock 6 dia, ta s& thiy biéu tuong 6 khoa (dang mo).

BitLocker (D)

= v Viagt
Compiw  View  OwenTooh ® .

+ B DR v = /
Enter passwoed 1o unlock this drive
# Quick access o l ’l
W Ceirop ’ 3O Otjectsy Desitcp Documents

$ Dowriceds More options of.’
Decurrarts ’

Mt Prvwres o Videos
= e . ._' - . ’
Mo /
J Devices and drves (3
B Ve
Lol Disk (€0
N ——

. Local Dok (D) OVD Dves ()
@ OreDrive L. J

@3 s P
P 10 Otjects
W Desarop
DeCurrarey
& Oownicads
D Mesc
= Puctures
B Ve
& Locel Dak i)
- Lot Duk D)

- LocH Dk

@ Network

10 tervsy S yebected -
n L Type here 10 search AR L

Hinh 40: Ma hoa dir liéu trén Windows 10 (24)

Sir dung khéa khdi phuc dé mé khoéa 6

Trong trudng hop ngudi ding quén mat khau mé khoa hodc vi bat ky 1y do gi ma
khong thé truy cap vao 6 duoc ma hoa, ngudi ding c6 thé mé khoa 6 bang khoa khoi
phuc.

Budc 1: Mé file chira khoa khoi phuc sau do copy khoa Recovery key.

Balocker Recovery Koy SOBBEAAS. 663 A20E B S 2ECOFFFITSED « Noteped
e fde fomat Vs Hep

PBitLocker Drive Encryption recovery key

To verify that this is the correct recovery key, compare the start of the following identifier with the identifier valoe displayed on your WX,
Identifier:

COBIEAAS - 3663 -421E-B5F4 - 2ECOFFF 37563
If the adove Ldentifier matches the one displayed by your P, then use the following key to unlock your drive.

Kecovery Key:

- 9
[t‘!)}i')—l-3816*79--“3443-6%378-47‘?4)-3811?&-!4379? 475836 l

If the above identifier doesn™t match the one displayed by your PC, then this Isa’t the right key to unlock your drive.
Try another recovery key, or refer %o Mttps://go.microsoft,com/ fwlink/ M inkID=260589 for adcditional assistonce,

nt Col? 0% Windews (CRLF) UTF- 18 LE
n £ Type bere 10 search ol =k

Hinh 41: Sir dung khéa khéi phuc @é mé khéa 6 (1)
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Budc 2: Chudt phai vao 6 duoc ma hoa tir File Explorer, sau d6 chon Unlock Drive.

v Manage Tha - o x
Computer rw Dot Faois (2]
- + B, DarC v & .
# Quick sccess o
W Cesimop ’ 3O Otyecty Desitcp | Decuments Oownloads
§ Downiceds  # y | @ <
Docurrarts ’ Mt Pimeris 0, Yioos
Ehww  + B ' ’ =
D M - Q/
Devices and dnves (3
B Ve R /
g lsewDukEH  Locel Dok 2 £D Crive (E)
@ Orelrrve sa -]
- 8 free -~ | Usbock Orive— ||
3 e Open
P 10 Otyects Open n new wendom
B Destrop P 1o Quack sccess
Doouwerenty Oven Avtolay.-.
$ Downloads (3 Scan wits Microscht Defender..
d Masic Gove accens ¥
= Putures Peftere prenous verem
B Vs nchode o Whrary >
“ Pin 1o Sat
&= Locel DakC)
- Lot Duk (D) Foomat
- Loc Duk @) Creste docn
@ Network
Ao elected -

10 tervsy
n £ Type bere 10 search

Hinh 42: Sir dung khéa khéi phuc dé mo khéa 6 (2)

Budc 3: Cira s6 Bitlocker xuét hién chon More options

E v Manage
Cempeter i Dwwe Foohy B’tLo{ker (O) "

+ B DarC

Enter password %0 uniock this drive

B Cesivop
& Dowriceds

JO Otyectsy Desitop 3 Documents

e
» -
Whatod Prtures Videos (4]
= Pture J\ - . 2
D Mus

Devices and drves (3 m
B Ve

B  Locs 0ot @ £D Ovwve (E3

@ OreDrive L

Docurrants

SR o ML

'

3 e
P 10 Otyecns
W Desatop
Doouwrranty
& Dowricads
d Masic
= Puctures
B Ve
= Locet Dak ()
- Lot Duk D)

- Loc Duk @)

P Newod

fen yelected -

10 terrs e
n p Type here 10 search

Hinh 43: Sir dung khéa khéi phuc @é mé khéa 6 (3)

Budc 4: Chon tiép Enter recovery key.



= Ptures
D M
B Ve
@ Orelrrve
3 s P
P 20 Otjects
B Desatop
[
& Cowricads
D Masc
= Putures
B v
= Locet Dak ()
- Lot Duk D)

- LocH Duk @

@ Network

10 ey fem yelected
n £ Type bere 10 search

»
J\ Mt Priveres

-
- € ad
L J Lecal Dek (D
-
- -

V0 Cvwe (£

F] v Vieaot
h cmpute o BitLocker (D0)
.- By e
T Enter password to unlock this drive
# Quick sccens oie ! *
B Destirop ¢ 30 Objecty Desbtcp Decuments
S = -
Docurrarts ’

o

Hinh 44: Sir dung khéa khéi phuc dé mo khéa 6 (4)

Budc 5: Nhap key di copy vao 6 chira, nhan Unlock dé mé khoa.

# Quack sccess

W Cesizop ‘
$ Dowriceds

Docurrarts ’

& Pawre v
D M

B Ve

@ OrcDrrve

@3 s P
B 10 Otyects
W Desarop
DeCurraray

& Oownicads
D Mec

= Puctures

B Ve

& Locel DakiC)
- Lot Duk (D)

- LocH Duk

@ Network

10 search

10 tersy fem yelected
| = EREES

3O Otjectsy Desitop

»
) Mtae Provwres

i

} Local Dak (0

Decuments.

. Videcn

V0 Cvve (B

@ BitLocker (D))

°/
Enter the 48-digtt recovery ey 1o uniock ths drive
Yey ID: DBAEAAS) /

[-}f/ﬁ‘»li\E'I:‘iruw}'fﬂﬁ’é'i)l-&l:'.\i".'1‘3-“437;343;5‘3(- X l

— =3

Hinh 45: Ma hoa dir liéu trén Windows 10

1.1.3. Thiét 1ap chinh sach ddi véi tai khoan va mat khau

Thiét 1ap chinh sach tai khoan va mat khau giup ban quan 1y dugc tai khoan di cép
trén may tinh nhu sb 14n ding nhap sai, thoi gian bi khoa tai khoan sau khi nhap sai qua
nhiéu. . .Ngoai ra, n6 giup giam thiéu dugc cac mdi de doa ddi véi mat khau nhu mat
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khau qua ngén, dd phuc tap ctia mat khau khong nhiéu.

Tuy nhién ddi v6i may tinh ca nhan, viéc thiét 1ap chinh sach d6i véi tai khoan va
mat khau khong thuc sy qua can thiét, do vay ban cling c6 thé bo qua muc nay.

Céu hinh chinh sach vé mét khiu:

Budc 1: Tai biéu trong tim kiém trén Windows > nhap Local Security Policy.

Qo ﬂ

Search the web

Local Security Policy

L local security policy - See web resu

L
,
Open

R a1 sdrrenstiance
‘. Open e locabon
T Pato Rt

=P o askbar

o

¥

O Local Security Poscyl

Hinh 46: Cdu hinh chinh sach vé mdt khau (1)

Budc 2: Tai muc Local Security Policy, Security Settings > chon Account
Policies > chon Password Policy > bam chudt phai vao chinh sach mat khau can thiét
1ap > chon Properties
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B Locsl Securky Pobicy
File Acon View Help

oo XD Bm
Jy Securty Settings
e et
nlnvm-ﬂ °j

Windows Defender Frewall with Adve
MNetaork Lot Manager Poboiey
Pubihc ey Pokcies
Software Restrction Pokoes
Appication Control Policien

B 1P Securty Polcies en Lecal Compune
Advenced duda Pebcy Confupuratipn

< >

£ Type bere 10 search

OV PASTAONS B¢
MArrrom pasinotd pge
Mevrrram pazTmced ength

JAMamam pastaces wngth sudt

Passwond Must (et Comples By tequaremanty

3 Reten menervorm patmerd fervgth koot
Sote paizacedi uteg reventle encnpicn

Opers the properties daleg bos for the (urent telecton

Q/ 1

0 deys
0 chaeacten
Not Oefinad
Oviabied
Net Defired
Ditabled

©

Hinh 47: Cdu hinh chinh sach vé mdt khau (2)

Budc 3: Chinh sira cac thong s thiét 1ap > xong bAm Apply > chon OK

[}
File Acn View MNeb
- o X B
B Securey Setings
v ) Actount Poloer

3 Passwond Pokay

A Accowns Lockost Pobcy

4 Locst Pobicie

Network Lot Manager Poboies
Pubhc ey Pokcies
Software Restrction Pokces
Apphecation Control Pokcien

B 1P Securty Polcies en Local Compune
Advanced dada Pebcy Conlupuratspn

>

<
n £ Type bere 10 search

Windows Defender Frewall with Adve

Polcy
R (rdcece pacswond hesory
< Macaviam pasiactd sge
MArrvem pastmotd sge
Mrwrrram pesrwced length
T Memem pastmced ength sudt
Pasw0nd st (et COmpies By 1o emanty
3 Reten mnerrem paimeord lenvgth ke
Dore pritacedi uteg recentle encrphon

Secunty Settng

0 pastwords remambered
L dops

0 Geys

0 chaeacten

Not Oefirad

Oviabied

Net Defred

Disabled

(ol crce passwond Meptiry Propenes
Locel Securty Seting  Eplan

'f Erborre sprwmin] Wit ory
s apseind Pebiry b
————tere:

G..,‘

Hinh 48: Cau hinh chinh sach vé mdt khau (3)

Vi du: Chinh sach ngudi dung khong dugce stir dung lai 4 mat khéu cii
Tham khéo thong s thiét 1ap theo chinh sach an toan thong tin trong muc Password

Policy

(")

I~




Policy
Enforce password history
Maxirnum password age
Minimurn password age

Minimum password length

Password must meet complexity requirements

Store passwords using reversible encryption

46

Policy Setting

4 passwords remembered
90 days

2 days

8 characters

Enabled

Disabled

Hinh 49: Théng s6 nén thiét ldp doi véi chinh sach mdt khdu

Trong do:
TT | Policy Setting | Ghi chu
Nguoi dung khong duoc st dung lai 4 mat
1 Enforce password history 4 g; ~u 8 8 que Hhe ’
khau cti
Thoi gian st dung mat khau truéc khi bi
2 Maximum password age 90 R ? 2. 8 M '
yéu cau thay doi
. Thoi gian c6 thé thay doi mat khau sau lan
3 Minimum password age 2 2. a2 A ’
do61 mat khau gan nhat
Minimum assword . , ,
4 P 8 | Do dai téi thidu cho mat khiu
length
5 Password must meet Enabl Mat khau phai c6 do phuc tap (chit hoa,
nable
complexity requirements thuong, ky tu dic bi¢t)
Store passwords usin N
6 P 8 Disable | Luu trit mat khau bang ma hoa ngugc

reversible encryption

Chu hinh chinh sach vé tai khoan:

Budc 1: Tai biéu tuong tim kiém trén Windows > nhap Local Security Policy.
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R sy ﬂ

Search the web

Local Security Policy

L local security policy - See web resu

L
‘/
Open

R a1 sdrrenstiance
Open fie focaton
S #ato St

=P o askbar

L

¥

O Local Security Poscyl

Hinh 50: Cdu hinh chinh sach vé tai khodn (1)

Budc 2: Tai muc Local Security Policy, Security Setttings > Account Policies >

Account Lockout Policy > bam chudt phai vao chinh sach tai khoan can thiét 1ap > chon
Properties

B Local Securty Policy
File Acin View Meb
PN 4 2 u -

B Securey Settngs 0/ Poscy
v ) Actount Poboer x 2

°>
/ > Secunty Setting .i/!
Mot Zoph sbie ,

0 wwalkd logon sttesmpes

<, Reset 2CCount Jocheutt Counter Mty Net Zophable '

Windows Defender Frewall with Adve i
Network Lot Manager Poboiey
Pubhc ey Pokcies
Software Restrction Pokces
Apphecation Control Pokcien
B 1P Securty Polcies en Local Compune
Advanced dada Pebcy Conlupuratspn

< >
[Opers the properties dhalog bov for the Current selecten

£ Type here 10 search

Hinh 51: Céu hinh chinh sdch vé tai khoan (2)

Budc 3: Chinh sira cac thong sd thiét 1ap > xong bam Apply > chon OK
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owrt lockout dunton

% ko threshold

LU JCh et COunter aftey

0 wrvald logan smempts Locl Seosty Seang  Baglan

Net Aophable

Lscourt lockaut Breshekd Frepeten

'r Accourt lockout Sveshold

Hinh 52: Céu hinh chinh sdch vé tai khoan (3)

Lockout Policy:

Policy

| Account lockout duration
| &ccount lockout threshold

| Reset account lockout counter after

Vi du: Chinh sach ngudi ding dang nhap that bai 5 1an sé& bi khoa tai khoan
Tham khao thong s6 thiét 1ap theo chinh sach an toan thong tin trong muc Account

Paolicy Setting
30 minutes
5invalid logon atternpts

30 minutes

Hinh 53: Cdu hinh chinh sdach tai khodn (4)

Trong do:
TT | Policy Setting | Ghi chu
Thoi gian khoa tai khoa khi nhap sai
1 Account lockout duration 30 fn %lin oa a1’ oaf sau KAt ihap sal
qué so0 lan cho phép
S6 lan déng nhap that bai dan dén khoa tai
2 Account lockout threshold 5 © fm ang fiap Hat bat dan den £hoa tat
khoan
3 Reset account lockout 30 Thoi gian thiét 1ap lai s6 lan dang nhap
counter after that bai

1.1.4. V6 hiéu hoa cac thu muc chia sé khong can thiét

Chia sé thu muyc trén may tinh 1 cach tuyét voi dé chia sé dir liéu v6i may tinh

khac trong cung mdt mang thay vi phai gui qua email hoac st dung USB. Tuy nhién

cach nay ton tai rat nhi€éu moi nguy hi€ém, boi vi thu muc dugc chia sé trong mang nén

bat ky ai ciing c6 thé truy cap dé xem. Hon nita cac thu myc chia sé trén mdy tinh c6 thé

l1a Iy do 1am 19 lot dir li€u trén may tinh hoac Hacker co thé tan cong vao may tinh cua
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ban qua cac thu muc chia sé nay. Néu khong sir dung ban c6 thé vo hiéu héa cac thu
muc chia sé di.

Cac budc thuc hién nhu sau:

Bude 1: Tai biéu tuong tim kiém trén Windows > nhap Command Prompt va chon
Run as administrator.

H Best match

'."': . Command Prompt -

Sodrch the wed

Command Prompt

W Command Promgnt
command prompt ademin > 0
command prompt adeinistrator
) command prompt commands
) command prompt windows 10
) command prompt hacks

) command prompt executable
location

A command prompt administratoe 10
Setnegs
1T Manage app execumon alases

& Replace Command Proespt with
Windows FowerShedl in the Win «

Hinh 54: V6 hiéu héa cdc thw muc chia sé khéng can thiét (1)

Budc 2: Nhap net share dé tim kiém céac thu muc dugc chia sé trén may tinh

Hinh 55: Vé hiéu héa cdc thu muc chia sé khong can thiét (2)

Vi du: Trén may tinh nay c6 thu myc demo dang dugc chia sé
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Budc 3: Tién hanh vé hiéu hoa thu muc duoc chia sé véi ch phap nhu sau: NET
SHARE sharename /DELETE

Hinh 56: V6 hiéu héa cdc thw muc chia sé khéng can thiét (3)

Vi du: Ca phép x6a thu muc chia s¢ demo: net share demo /DELETE

Luu y: Trong truong hop ngudi dung can phai chia sé¢ thu muc can bat tinh ning
Password protected Sharing (Chia sé dugc bao vé bang mat khau), dé nhitng nguoi co
tai khoan, mat khau dang nhap mai co thé truy cap dugc thu muc chia sé.

Budc 1: Nhan phim Windows + I ¢é mo Settings va click vao Network & Internet

LeTings

Get even more out of Windows

R Nguyen Van A

Let's gol

(1)
O -L: . !‘] @ N )
F A 0O) =\
(.4 = v Pl AP
?(’ Gam £ )

Hinh 57: Vé hiéu héa cdc thu muc chia sé khong can thiét (4)
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Budc 2: Trong muc Status > chon Network and Sharing Center

n L Type bere 10 search

Serings
) Home Status
1a [ g EthemenD 758 MB
Network & beternet Dot
L) pue e
G Status /
@ Show avaiable networks

2 fthernet ot

® Dalep Advanced network settings °
-

. VEN Q Change adagier 0pUOns /

® Proy

% Network and Sharng Center

A Network troubleshooter

Hinh 58: Vé hiéu héa cdc thi muc chia sé khéng can thiét (5)

Budce 3: Chon Change advanced sharing settings

S5 Network and Shaneg Certer > =
4+ 55 0 ControlPamel + Network and intermet + Network and Shaving Center v o p
- o View your basic networek indormation and set up Conmections
Faral Hoava
‘ View your actne networts
Network Accen type itesret
Pubic network Connectons § Etharmet

reemet Optons

Wndows Detender Favnall

n £ Type bere 10 search

Change your rataodong senngs
& =
St op 2 Decaciiand, dul-up. o VPN Connecony o Jet Up 8 10U OF SC0RIE POt
-
by

Duagnoce and repan network prcbiems, or get brocblethooting infoomat.on

Hinh 59: Vé hiéu héa cdc thu muc chia sé khong can thiét (6)

Budc 4: Chon All Networks > trong muc Password protected Sharing > chon Turn
on password protected sharing > chon Save changes dé luu thay dbi.
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P4 Lo aeced thacen; senng - o x

4 *4 ) CortrotPanel + Network andintemet + Network and Shadng Center + Advanced thasng seftngs

~
5 — b
22 Netwarts
Puble folder harng

When Public folder thanng i 6, pecpie 0n Bhe network, INChuding homegeoup membrs, <
sccess Nles m the Pubie folden
Tum o shareg 10 armyone with netwod 8Cceis Con read and wrie Bles i The Publc foiden
@ Turn o Pubiad folder sharng (gecpie gged 0 10 Ths Cemputer Can sl a((e54 Thete
feiders)

Meda stresmng

When meda i2eaming i o, pecpie and SOcet On Bhe NEtwork Can JCCNt prturm, M, and
wiess On 1 Comgauner. TR COmpater Can M50 find mada on The Aetaork

Fle tharng commecon
Windows uses 123-bt encryption 10 Belp pectect fille shanng concections. Some Sevices don't
PPt 12804 enlrypon and must irie &0 v 36 Dt encrption

& Use 125-bt encrypron 25 help protect fle charng connecions [recemmended)

Enable fie shanng for devices hat ute 80« or 56- bt encrnypbon
Fazimcrd sectected tharng

When pastwons prctected thasng 1 6n, 0oy people mho heve & wser BCCCUN 008 2astwond On Tha
computier can accest shared files, printiers attached 1o this computer, and the Pubic foldens. To gave
(0} cther prople SCCRE, You Must Burn ol parwond protected thaneg o

,/\‘

@ Tumn oo patswond pectecied thaneg

n L Type here 10 search

Hinh 60: Vé hiéu héa cdc thu muc chia sé khong can thiét (7)

1.1.5. Kich hoat tuong Itra bao vé trén thiét bi

Mot trong céc tac vu du tién can thuc hién sau khi cai dat may tinh 1a thiét 1ap cac
co ché bao vé co ban cho thiét bi. Tudong ltra 14 bién phap co ban dé phong tranh céc
nguy co mat an toan thong tin. Hién nay, hau hét cac hé diéu hanh da tich hop tuong lira
c4 nhan nham bao vé may tinh khoi cac tn cong co ban. Do do, can kich hoat phin mém
tuong lira ndy trude khi két ndi may tinh dén bat ky mang may tinh nao nhu Internet,
Wifi hay LAN.

Dé kich hoat tuong Itra thyc hién nhu sau

Buée 1: Tai biéu tuong tim kiém trén Windows > Control Panel va chon Open.



Beal match

bﬂwm
bzl

Settings
2 System
5 Tankbar rosfication area

@ See ff you have a 32-b0t or 64-bit
version of Windows

Sench the web
£ Cortrol Panel - See wet result
£ contol panel windows 10
R control panel open

2 conteol paned settings

53

Control Panel

=~

o) Open He locaton
S Peto Rt

P 1o kb

)
-~

£ Control Parel

Hinh 61: Kich hoat twong lira (1)

Budce 2: Chon System and Security.

f=3 Corenci Banet

* 8 ComolPane

n PR

Adjat c e

Syste User

B0 a 0 :

ﬁ Appe o ad Pery

‘ Network a - —

Vi NRouds Clock and Rex

J Hacdware and Sound & v -

‘:' o ooy g @ Ease of Acces
S Progeams -
6]

Hinh 62: Kich hoat twong lira (2)

Budc 3: Chon tiép vao muc Windows Defender Firewall.
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% Systern and Secerity

¢ « 4 Q1 CortrodPamel + Syntem and Securty »

Control Fanel Homma

o System and Secwing

Mletwor and Interrat

Hardese and Sound
Progeams

Usar A

S COunty

Aopesanie and
Personalation

Chock and Pageon

Eae of Accens

i BitLocker Drive Encryption
S Manage Betocke
Storage Spaces

n p Type here 10 search

e sece MACh temcle p1satance
Eaisove e » Fde )

nyoun doiees | ) Conte a0t oot hand G4k parte

Hinh 63: Kich hoat twong lira (3)

Budc 4: Sau do, chon tiép vao muc Turn Windows Defender Firewall on or off &

bén trai man hinh.

[PV rdon: Delender Fremst

Control ¥ arel Homa

2low a app or festure
Bucugh Wirdows Defender

Fuenat 5 .
Privane networks

B (harge nothicsmon semng:
L e rae—

O the Wntermet o & Patwark

© Tun Wndows Defendes
Furwall on ce ot

eikoce defasts

A amced sellrmgn \

°. Windows Defender Fernal cte
Houblashoat sy AdTaind =4
: Incomng connechon

Actve publc netwerks

Notfication state

Secunty and Mantesance

Network and Shanng Center

n £ Type bere 10 search

¢ « 4 @+ CortrolPanel + Syttem and Securtty » Windows Defender Fremsll ¢
Help protect your PC with Windows Defender Frewall

Windown Cafender FurwsS can help prevent hacker or maboout thtaars from garung sccest to your PC

Netwerks o pubied ploces Suih o6 srpons o collee hops

Not connected

Connected

On
Block o connections 8o spps that sse not on the fnt
of allowed appt

Netwceh

Netity me when Windows Defender Freewall Blochs »
new 5P

Hinh 64: Kich hoat twong lva (4)
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Budc 5: Lua chon bat hodc tat tuong lira trén thiét bi c4 nhan
o Turn on Windows Defender Firewall: bat tuong lira
o Turn off Windows Defender Firewall: tit tuong lira
Lua chon bat tuong Itra va nhan OK dé hoan tit cai dat.

& Cuttornce Settmg o

t @ + ControlPamel + Syrtem and Securty » Windows Defender Fremall » Cutomze Setting:

Yous (v w each type of
o E Tum on Windows Defender Fremall I -

TEC<E M NCOming CORRICTONT, INCuSng Those in the ket of sloeed spps

A Notdy me when Windows Defender Fronsl biochs & new app

ot Defendes Fornal (Al retomserended

n dilselremrooceri

Hinh 65: Kich hoat twong lira (5)

1.1.6. G& b6 cac chuong trinh khong can thiét

Céc thiét bi ca nhan thuong dugc nha san xuat cai dit sdn cac chuong trinh quang
c4o, gidi thiéu hodc ban dung thir ciia cac phan mém khac. Cac chuong trinh nay co thé
an chtra cac nguy co gdy mat an toan thong tin ma Hacker c6 thé loi dung ngay trong
qua trinh str dung lan dau tién hodc 1am giam hiéu ning cua thiét bi.

Ngoai ra c6 nhiéu tng dung ban chi sir dung mot thoi gian, sau d6 khong ding
nira. Ban nén thao g& cac chuwong trinh khong can thiét trén may tinh phong tranh cac
nguy co mat an toan thong tin ciing nhu lam ting hiéu ning cua thiét bi trong qua trinh
st dung.

Pé thao gd cac chuong trinh khong can thiét, ngudi dung c6 thé sir dung chire nang
quan 1y chuong trinh da dugc cai dit trong may tinh dé liét ké tat ca cac chuong trinh
da duoc cai dat. Tir do, 1an luot xem xét cac chuong trinh dang c6 sdn dé thao g0 céc
chuong trinh khong can thiét khoi hé thong theo nhu cau.

Ban c6 thé lam theo cac budc sau:

Budc 1: Vao muc tim kiém trén Windows > Control Panel va chon Open.
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Bast mutch

s

Settings

Control Panel
& System 2

S Taskbar notificanon area

@ See if you have a 32-bit or 64-bit - O

version of Windows
v Open fle lxason

Search the web "
& PntoSan

Control Panel - 2ee web sesuit € 50 1o taekber

control pane! windows 10

control pane! open )
L

control pane! settings -~

Controf Panel

Hinh 66: G& b6 cdac chwong trinh khéng can thiét (1)

Budce 2: Chon vao muc Uninstall a program.

2l Cortrod Pace - o x

+ B Cortrol Panel v & <ot . . »
Adjust your computer’s settings a0 stegory *

System and Security

e

fack
Network and internet
o,

J Hardwi >

View devces pad preter

3d 3 devce 0_)

i;rr. s /
5]

@
U
!

u £ Type bere 10 search

Hinh 67: G& b6 cdc chirong trinh khéng can thiét (2)

Budc 3: Nhan chudt phai vao chuong trinh can g& bé va chon Uninstall.



57

I3 Programs and Festures

T B ¢+ CortrolPanel » Programa + Programa snd Festuses

Control F arel Hoema

Uninstall or change a program

View matafied updates Yo uminstall 3 program, select i from the kat and thes chck Unmatall Change, or Repae

@ Tum Wndows festures on or

" -
Unimitall  Change

Organice =

Pubbanes
Mecrpsoft Comporation

Magrasa?t Conpovatron WENE 21, 50.0808.0000

219 Redembatable (160 Wicresch Corperation BAN8 14
2099 Pedetnbutable 196 Microwolt Corporation DIME 140275081
SOAMNE 1100 1N

)

m VWasare. e 1ve L0 MMM oty Buld
. 010

n £ Type bere 10 search

Hinh 68: G& b6 cdc chwong trinh khéng can thiét (3)

1.1.7. Cap nhat hé diéu hanh

May tinh c6 thé sir dung phién ban hé diéu hanh c6 nhiéu 16 hong bao mat chua
duoc cap nhat ban va, ban c6 thé thiét 1ap ché do tu dong cap nhat hé diéu hanh va céc
phén mém khac. Ban c6 thé chon ché dd tu dong cap nhat theo nhu cau dé dam bao

khong bi gidn doan cong viéc. Cac budc thuc hién cu thé nhu sau:

Budc 1: Mo Settings va click vao Update & Security (Windows + I dé md)

R Nguyen Van A Get even more out of Windows

Let’s go!

System ;f_- Devices

D Phone

Perscrakzation

T

R N(g-vu-.‘,l . (Aa?

anes

&

Eave of Accens

|®- Gaming Oy /O Search EJ

/oJ

- Update & Secunty

n £ Type bere 10 search L)

Hinh 69: Cép nhdt hé diéu hanh (1)

@ Network & Intermet

Time & Language

Privacy
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Budc 2: Trong Windows Update > Chon Advanced options

« Latings o *

0 Home Windows Update

Find 3 satting ] You're up to date
Last checied: Today. 852 AM Looking for info on the Latest updates?
Update & Security 9) Learn more
—— , Check for updates

?
?

Felated boks

sl update
o

heck Saceage

@ Paute updates for 7 days

¥
|

6\-\@ Cnange active howrs

Tt @ Gl
2 ® View ufaofe. M'fy .U F'g v feedbi
& Racovery L3 Advenced options 1

© Actwation

& Find my device

i For deveiopens

|
|
{

n £ Type here 10 search

Hinh 70: Cép nhdt hé diéu hanh (2)

Budc 3: Bat cac option dé tu dong cap nhat h¢ diéu hanh va cac phén mém

€ temeg o X
@ Advanced options o
Update options /

Note: Windows Update mght update
Recerve updates 10r other Microsoft products when you update Windows Rself automatically first when chaciing

for other updates.

@ o

Downioad updates aver metered connections (extra chacges may apphy) Configure automatic device setup
after an update under the Privacy

Q On Sechon in Sign-n opt

Restart thes Gevice 35 500N as possible when a restart & required %0 nstall an update. Windows will display a rofice bedore the restart. and the device must
be on and plugged in,

@ o

@ Getheip

Update notifications

Show 3 notification when your PC requires 3 restart to finiah updating

@D on

Pause updates

Tempoeacly poute updates from beng ingtalled on this device for up 10 35 days. Whan you reach the pause lent, your device wit
Need 1O get new uPdates Belorne yOu Can Paute Agan

Pause untl

Select date

n £ Type bere 10 search

Hinh 71: Cép nhdt hé diéu hanh (3)

Budc 4: Quay lai Windows Update > Check for Updates
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€« Lamags - g
0 Home Windows Update
Find » Sating | You're up to date
Last checied: Today. 852 AM Looking for info on the Latest updates?
Update & Security — ()
-
T Windows Update Related boks
£1 Dedvery Optimization @ Paute updates for 7 days
@ Windows Security
@“o Change active howrs
T Bscup i - >
View update haso r
Py @ ww update “ Y
a R S Advanced cptons
© Actwation
& Find my device
B For deveiopen
B Windows Insider Program

Hinh 72: Cdp nhdt hé diéu hanh (4)

Luc nay, h¢ thong s€ ki€ém tra phi€n ban hién tai ma Microsoft dua ra véi phién

ban hién tai trén may tinh cua nguoi dung, déng thot tu dong tai vé ban cap nhat can

thiét.
PR 0 X
0 Home Windows Update
I Find 3 seft ] @ Checking for updates... G i G
Updata & Securty

@ Paure updates for 7 days
Q@ Change active howes Related boks

® View update hatory

T Advanced opbons @
o | ) s andaat

Hinh 73: Cdp nhdt hé diéu hanh (5)

Sau khi c@p nhat xong, bam Restart dé khai dong lai may tinh.

1.1.8. Cau hinh mang
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Hién nay dia chi IPv4 dang déan can kiét, do d6 dia chi IPv6 ra doi nham muc dich
thay thé dan dia chi IPv4. Ké tir Windows Vista trg di IPv6 duoc kich hoat theo mic
dinh, tuy nhién nhiéu thiét bi, hé théng mang khong hd trg IPv6. Ngoai ra, giao thirc
IPv6 dugc st ciing ton tai nhidu 16 hong bao mat giy maét an toan thong tin cho thiét bi.
Do vay nguoi dung c6 thé v6 hiéu hoa giao thirc IPv6 trén may tinh.

Budc 1: Nhéan t6 hgp phim Windows + R, sau d6 nhap ncpa.cpl va nhan OK.

Yype the name of » program, folder, document, of Internet
resonrce and Windows will opan & for you.

L Type bere 1o search

Hinh 74: Céu hinh mang (1)

Budc 2: Chudt phai vao Network Adapter dang st dung, chon Properties

£ Networ Conmectionn - o

+ P ControtPanel + Network andinteret + Network Connectionn +

(-] wiX

Ongarize Dicablie tha netwock device Dugncse the consection Fename thes connection View statun of this coonection Change wttings of tha consection = O

.Om

Hinh 75: Cdu hinh mang (2)

Budc 3: Tiép theo trén cira s6 Properties, click chon thé Networking, tai ddy ban
b6 tich tiry chon Internet Protocol Version 6 (TCP/Ipv6), xong bam OK.
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!»
o Control Panel + Network and intermnet + Network Connections
Onganize v Dcable P netwock devce Dragrose tha coneection Fename tha conrection View siatus of this connecson Range wttngs of tha consecton -+ ™ ©
&“. EM v Emmesrat) Pripenes
E Nemoding
Corred umeg

@ Fealfl) 22578 Gigabe Netwod Connecton
Cortpre

° ¥ 005 Packat Scheduw -

T Correcion e e Solosry tems

2t oY Dacewery R

¥ 4 Unkdayw Topclogy Decowery Mapper LOOmew v

< >
ot

Dwsompton

TOPP wermon € The latest verson of e irtemet pectocel
e

et woh o,
#
.

rem elected

1 ioer
n £ Type bere 10 search

Hinh 76: Cdu hinh mang (3)

1.1.9. Sir dung tinh nang co ban ciia Windows Defender

Windows Defender 13 mot trinh diét virus mién phi di kém vi Windows 10, phién
ban madi hién nay co6 tén goi Windows Security

Khi nguoi dung khéi dong Windows 10, Windows Security s€ dugc bat va chu
dong bao vé may tinh bang cach quét cac phan mém ddc hai, virus, ciing nhu cac mbi
de doa bao mat khac.

Bat Window security dé bao vé may tinh:

Nhéam Start > chon Setting > chon Update & Security > chon Windows Security >
chon Open Windows Security.
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Security at a glance
J &0 e

Vieus & Creat prosecton

H Acooust pestection

AN @ 2 3

I App & Browser conarol Virus & theest protection ALCOUN POOBNChION Feewall & network

PIOtECTOn
&l Device secunty .

7 Device pecformance & hesth

App & trowser control Device seounty Devce performance &

health

sk

Famly cpbons

n oyt _

Hinh 77: Bat Windows Security dé bao vé may tinh

Kiém tra kha ning bao mat ctia mdy tinh:

Windows Security danh gia kha ning bao mat trén may tinh thong qua ba mau sic
tuong Gng v4i ting cap do canh bao khac nhau:

- Mau xanh lyc: may tinh dang dugc bao vé day du ciing nhu khong co bat ky mbi
de doa ndo. Ban khong phai trién khai thém bét cir thiét 1ap bao mat nio.

- Mau vang: may tinh thiét 14p thém céc cai dit an toan

- Mau d6: canh bao c6 su xuat hién cta rii ro bao mat, can phai kiém tra lai ngay.

Quét mi doc bang Windows Security:

Trong Window security, chon Virus & threat protection > trong muc Current
Threats, chon Quick scan

O Virus & threat protection

Wirows Commurey waeos

' & eat Drosecton l % Current threats

Mave 3 question?

 Firewal & fatwack geotecion
AGD B Do Owrier COMICH ¢
Wh's protecting m
N .
& Device performance & heath

0. oty comicns Hedp improve Wiedows Secury

% Virus & threat protection settings

Change your peivacy settings

nd change ¢

Setsinos w Virus & threat protection updates

m o9

Hinh 78: Quét ma déc bang Windows Security (1)



63

Tién trinh quét Virus dang dién ra

Wndomt Secw n, 3
Q Virus & threat protection
Protecton 4 SeACe SQNIGE threat Windows Communty wdeos

@ Home

l O Vieut & Dveat peotecten S Current theeats

B Account prosection Quick $can nenning Have a quesson?

Estimated bme remaning: 000102
Frewall & setwior protection 12573 Ses scanend
) 2pp & browser conticd _
Wha's protecting me?

Bl Dewce seourity Cancet

T Devce perdormance & health Feel fee 20 keep woriong whrke we SCcan your device.

ey caa ) Help impeove Windows Security
L") y
e Virus & threat protection settings Change your privecy SVER0s

@ Settogs s Virus & threat protection updates

Hinh 79: Quét ma déc bang Windows Security (2)

Ngoai ra, chiing ta c6 thé Iya chon céc tily chon chuyén sau hon dé quét Virus ¢
muc Scan option.

O

Change your privacy settings

2 Home

l U Virus & wvest protection N
R Accoent geotection
O Futi
Frewall & netecrk protection
Aop & browser control
A Dewce secunny

T Device performance & health

O Custom scan
hoose whch files and locations you want 0 check

@ Famiy cptice

O Windows Defender Offiene scan

Hinh 80: Quét ma doc bang Windows Security (3)

- Quick scan: Chi kiém tra cdc thu muc trong hé théng noi ma thuong bi de doa
tan cong.

- Full scan: Quét toan bo file trong hé thong. S& mat nhiéu thoi gian dé quét.

- Custom Scan: Chi quét file hoac thu muc ban mudn.

- Windows Defender Offline scan: quét va g& bo mot sb phén mém doc hai dic
biét. Can mot khoang thoi gian du 1au va sé can khoi dong lai may tinh.
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Sau khi Iya chon cach quét Virus, click vao “Scan now” dé quét.
1.1.10. Cap nhat Virus va cac mdi de doa bang Window Security

Trong Window Security, chon Virus & threat protection > trong Virus & threat
protection updates, chon Check for updates

Wendows Seown,

peotecting me

Qusck sean

@ Home Help mprove Windaws Securiy

4 ALount protecton

% Virus & threat protection settings

Change your privacy setengs

T Frewsl & network protecton
ApD & browsey Control
i Dewvice security

& Virus & threat protection updates

Ransomware protection

B  Semngs

Hinh 81: Cdp nhdt virus va cdc méi de doa bang Windows Security (1)

Chon tiép Check for updates, dé tién hanh cap nhat

Wndowt S ®

< Protection updates

Have a queston?

l wi & theeat peoted
Threat defindtions Help imgrove Windonws Security
R A protec
Fuveal & netwe achon
- Aop Lr vy '}

Change yout prvacy wtings

B Devce security

7 Deace pedormance & heath

B Famiy options

Hinh 82: Cdp nhdt virus va cdc méi de doa bang Windows Security (2)

1.1.12. Bat tinh ning ti dong bao vé thiét bi theo thdi gian thuc trén Window
Security
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Trong Window Security, chon Virus & threat protection > trong Virus & threat
protection settings, chon Manage settings

Windows Securty o

Q Virus & threat protection

Totecton for your dewce aganst threat Windows Community wdeos
) Hoow
J O Vs & wveat protection S Current threats
M Account pecsection Have a question?
' Frewall & retwork protection
B Ao & browser centrel
Who's peotecting me?
B Oevice security Quck scan
7 Device perioemance & heath
{elp improve W
A Family options " Help impro

% Virus & threat protection settings

Change your prvacy settings

S .,

@ Settngs & Virus & threat protection updates

| o 9

Hinh 83: Bdt tinh nang bdo vé thiét bi theo thoi gian thuc trén Windows Security (1)

Bat tinh nang, ON trong muc Real-time protection

Windows Seourty 2 o

Real-time protection

Melp mprove Windows Securnty

Q@ Mome
Change your privady settngs
J O Vieus & theest prctoction @ o
oW Ind Chande prvacy Setnng
R Account protecton O JOUE Veeionw Jevice
1t Frewal & neteork protecton Cloud-delivered protection

05 App & browser comteol
H  Devce secunty
& Dewce performance & health Q On

A Family options

Automatic sample submission

Hinh 84: Bdt tinh nang bao vé thiét bi theo thoi gian thuc trén Windows Security (2)
1.2. Qudn ly tai khodn trén mdy ngwoi dung
1.2.1. Tao tai khoan riéng trén Windows cho muc dich giang day, hoc tap

Windows 10 cho phép tao hai loai tai khoan: tai khoan quan tri vién
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(Administrator) va tai khoan nguoi dung tiéu chuan (Standard).

Ban nén tao riéng tai khoan (Standard) cho muc dich gidng day, hoc tap. Pac biét
v6i may tinh c6 nhiéu ngudi dung (vi du cac gido vién sit dung chung may tinh cia nha
truong dé giang day, cha me c6 2 con em cung hoc trén mot may tinh trong cac khung
g10 khéac nhau).

Tai sao nén tao riéng tai khoan cho muc dich giang day?

- Nguoi dung khong nén st dung tai khoan quan tri vién trong qua trinh hoc tap,
giang day, vi viéc hoc tap, giang day truc tuyén khong yéu cau phai c6 quyén quan tri
vién. Pic biét cac em hoc sinh néu khong can than trong qué trinh st dung tai khoan
quan tri vién c6 thé vo tinh tai va cai dat ma doc cai cam trong cac (mg dung khong tin
cay.

- Néu dé may tinh khong khoa, bat cir ai cling c6 thé truy cip vao mdy tinh va thyc
hién thay doi trai phép ma khong c6 su cho phép ciia chii s hiru.

- Mdi ngudi co thé ty sap xép dir liéu cia minh ma co ban khong bi ngudi khac
1am thay doi.

- Khong lam anh huong dén cac tng dung, dir liéu ciia cha me luu trén mdy tinh.

Cich 1: Tao tai khoan bing Windows Settings.

Budc 1: Nhan phim Windows + I dé m& Settings va click vao Accounts.

[ Srstem :;:] Devices H Phone @ Netaork & Intemet
f — 3 & A
A e o & o ., &

w4 t = (L ™ e -
'K Gaming 7o  Easeof Access & Privacy TN Update & Security
\J/ w_/

fr\- Search
VL

Hinh 85: Tao tai khodn nguwoi ding tiéu chudn (1)

Budc 2. Chon Add a family member, trong muc Other Users chon Add someone
else to this PC.
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Setings
R Home
Accounts
AR Your info
2 Emalt & accounts
Q, Sign.in options
2 Access work or school
R, Famiy & other users

Q

n £ Type here 10 search

SHNC your setungs

Family & other users

Your family

S N with a Mrosoft a00ount 10 see your famdy here of 300 any few
b iy, Famdy members get ther o gn-in and

help Gds stay safe with appeopnate webstes. tee

v games.

Other users

Alow peopie Who e NOt part of your [amily 10 S5 in With theif own

2ccounts. Ths won't 30d them 10 your famly

= Add someone else to this PC

Set up a kiosk

g Asugred access

Hinh 86: Tao tai khodn ngwoi ding tiéu chudn (2)

Budc 3. Click vao I don’t have this person’s sign-in information va chon Next

n £ Type here 10 search

Setings
R Home
Accounts
A% Your info
2 Emalt & accounts
Q, Sign-in options
2 Access work or school
R Famiy & other users
Z sync your sattings

Mucroselt sccount ®

B® Microsoft

Create account

Terms of Use  Privacy & Cooldes

Hinh 87: Tao tai khodn nguoi ding tiéu chudn (3)

Budc 4. Click vao Add a user without Microsoft account.
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Setings Micronelt socout §
2 Home
Accounts

=“ Microsoft
A% Your info
Create account
2 Emalt & accounts

Q, Signein options

2 Access work or school

e

R, Famiy & other users [ :

W Sync your setungs

Terms of Use  Privacy & Cooldes

u D _

Hinh 88: Tao tai khodn nguwoi ding tiéu chudn (4)

Budc 5. Nhap tén nguoi dung va mat khau, tra 101 3 cdu hoi bi mat, sau d6 bam

Next dé tiép tuc.

setng Microselt sccout X
R Home
Create an account for this PC
Accounts If yOU Want 10 e § PasSWOrd, Chodse sometheng that will be easy for you 10 remember
Bt hard for others 1o Quess.
AL Your indo Wha's going 1o use this PC?

Nouyen Van B
£ Emalt & accounts e

. Maike it secure.
S Signein options

2 Access work or school

R, Famiy & other users

o Syncyour setungs
“
u s wlrorbdemin _

Hinh 89: Tao tai khodn nguwoi ding tiéu chudn (5)

Ban c6 thé bo qua Budc 6 va budc 7 néu khong mudn cap quyén quan tri vién
cho tai khoan giang day, hoc tap. Vi théng thuong chi can dung dén tai khoan

quan tri khi can cai dat, hoac g0 bo phﬁn mém, ung dung khoi may tinh.
Budc 6 (c6 thé b qua budc niy). Thay doi tai khoan nay tir nguoi ding tiéu chuan
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sang quan tri vién: Chon tén tai khoan > Change account type.

mep

B Home Family & other users

l Finxt 2 setting l Your family

Accounts S N with a Mrosoft a20ount 10 see your famdy here of 300 My few

. : members to your amily. Famidy members get thes own 5ign-in and
deskrop. You can help ods stay safe with appeopnate websted e

~ ) hts, apps. and games.

n wet 2 A L
=3 Emadl & accounts

Other users

€ sign.in options
9 Alow peopie who e not part of your (amily 10 990 in With thaif own
21 Access work or school accounts. Ths won't a0d them 10 your family
R, Family & other users: 1| 44 someone ese to s ¢
T Symc your settings

° Nguyen Van B

e

Set up a kiosk

n L Type here 10 search

Hinh 90: Tao tai khoan nguoi ding tiéu chudn (6)

Budc 7. Cap quyén quan tri cho tai khoan nay.

Sevings
0 Home Family & other users
i Your family
Accounts 5339 in Wit & MaCrosaft ACCount 10 sew wour famdy hete Of 333 a% ow
Thange sccount type
A% Your info

Change account type

3 Emadt & accounts Nguyen Van B
Local Account
Q  Signiin options
Account type
B2 Access work or school
R, Famiy & other users
~
o  SHNC your setings

Set up a kiosk

n 0P8 N s ) _

Hinh 91: Tao tai khodn ngwoi ding tiéu chudn (7)

Cich 2: Tao tai khoan bing Computer Management.

Budc 1: Tai biéu tugng tim kiém trén Windows > nhap Computer Management va

chon Open.
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App

, Computer Management *

Search the web

Computer Management

£ computer manasgement - Lee wet

£ computer management local user
-~

computer management user
Fun o adrrentrance

computer management local users T} Open fie lacason
groups

S Pnto S
computer management windows 10

= 9 10 Laskhae

computer management system tools
computer management 2

computer management 4

ingns

B View shvanced system settings

£ Computer Management

Hinh 92: Tao tai khodn ngwoi ding tiéu chudn (7)

Budc 2: Tai System Tools > chon Local Users and Groups > Users > man hinh bén
phai xut hién céc tai khoan ngudi ding trong Windows > bam chudt phai chon New
User.

& Computer Management - O x
File Action View Help
Lol AN] ol (NNEN 7|

;{' Computer Management (Local| Name Full Mame Description Actions
v i SY“TekaS"?d | B ADMIN Users =
’ = c_e L &Administrator Built-in account for administering... More Acti »
» {2 Event Viewer ore Actions
&jDefau\tAcco... A user account managed by thes..
> hared Folders .
&j Guest Built-in account for guest access t...
~v| & Local Users and Groups 1
= Users mn_y... A user account managed and use...

] Groups
> @ Performance
& Device Manager
v fﬁ Storage
= Disk Management
> ?Q Services and Applications

o2

Refresh

Export List...

View >
Arrange lcons >

Line up lcons

Help

< >

Refreshes the current selection.

Hinh 93: Tao tai khoan nguoi ding tiéu chudn (8)
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Budc 3: Nhap ddy du cac thong tin can thiét cho tai khoan mudn tao (tai khoan (1),
ghi chu tai khoan sir dung (2), mat khau cho tai khoan (3)) > Nhén Create dé tao tai

khoan.

2 Computer Management - O > ‘
| File Action View Help |
- (== — |
R L AWl RENEYN 7Hio: .
LT §omputerManagement(Lo(al Name Full Mame Description Actions
v it %;temToo\s B ADMIN Toor N
Task Scheduler . . L |
@ Event Viewer &Admmlstrator Built-in account for administering... Mare Actions N |
= &Defau\tncco... A user account manaaed by the s...
| Shared Folders N |
&Guest Jew User ? .
v ,k Local Users and Groups .
= Users #4 WDAGUrility... —
| Groups User name: I|Ngwen‘u’anﬂ I = 1 |
@ Performance Full name: Nguyen Van A
;.’.-_ Device Manager i2
v (23 Storage Description: tai khoan hoc truc tuyen _—
war Disk Management
:ﬂ(j Services and Applications
Password: sssssssssses
f— 3
Confirm -
[illsermust ehange password at next logan:
[] User cannot change password
[[] Password never expires
[ Account is disabled
Help Create Close
< >
5 ) 2 N A . n A
Hinh 94: Tao tai khoan nguoi dung tiéu chuan (9)
’,\ : /( :\ /4 3\ N\ 2 /( 4
Nhan ti€p Close, dé qua trinh tao tai khoan két thuc.
A& Computer Management — O *
File  Action View Help
e 20 6=
X FDmputerManagement(Local MName Full Mame Description Actions
v [} System Tools B ADMIN Usere N
® Task Scheduler &Administrator Built-in account for administering... More Acti
2] Event Viewer ore Actions
&Dafau\tﬁ\c(o... A user account managed by thes..

2| Shared Folders
v ,k Local Users and Groups
| Users
| Groups
@ Performance
& Device Manager
v l\g Storage
= Disk Management
:ﬂ(j Services and Applications

Built-in account for quest access t...
tai khoan hoc truc tuyen |

Guest
Ej MguyenVanA  Mguyen Van A
WDAGUtility...

A user account managed and use...

Hinh 95: Tao tai khodn ngwoi ding tiéu chudn (10)

Ban c6 thé bd qua Budc 4 dén Budce 6 néu khong mudn cip quyén quan tri vién
cho tai khoan giang day, hoc tap. Vi thong thudng chi can dung dén tai khoan quan tri
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khi can cai dit, hodc g& bo phan mém, tng dung khoi may tinh.
Budc 4: Dé thém quyén quan trj vién cho tai khoan vira tao, trong Local Users and
Groups > chon Groups > chon Administrators > chon Add

3

File Acon Yiew Help

o X

v 1 Syen Toch
() Task Schedhier
Wl Cont Varmar
i Paces Folden

Lol Users and Groups

A Devce Manager

v 1 S

7 Ok Mansgemere

L3 Sarviom and Agphcstions

n ,D Type here 10 search

& Computer Management (Lecal)

Descrigtion Action
Mamten of tha group <an remctoly Quiry suthorcation sttributes and peemsu | Gronagn -
ASTarestgton Mave Complete and Unrestiited K Cess B9 the (Cmputer Soman Moss Actions »
Adminctiston Propertes ? X pon
Advunclaton -
|
B Oevice Onnens Gerersl Move Actaes »
& Custriduted COM Usen o th
£ Evernt Log Readens .h P )
L . bt
anecrn pot
Descrgton A W) Farve Compiets 00 Urev@ndied s006w
= e comoter doman
sefigustcn Opesstees ook
B Petzrmance Log Unen Veters fole b
B Pedormance Mossce Usen [ S —— notely
8 Power Users B nguyen Van A frren,
B Pemcte Deshteg Unen
B Remcte Munsgemert Uters ok (x
& Rephcace
B Syem Maraged Accounts Group
& e e

Changes 12 & Laer's grocp membant
e ot @ ehve Ul Tt e T
user logs on

Carcel e )

Hinh 9

6: Tao tai khoan nguoi dimg tiéu chudn (11)

Budc 5: Nhap tén tai khoan vira tao > badm OK

3

File Acon Yiew Help

& Computer Management (Lecal)
v 11 Symen Tock
() Tk Schedvier
Wl Cont Varmar
# Paces Folden
v ¥ Local Users and Groups
Users
e
S- Perdcermance
A Device Manager
v 52 Seotege
7 Ouk Mansjesnert

L3 Sarviom and Agphcstions

n ,D Type here 10 search

e X 7]

Norva

N
% Access Control Asustance Operaton

MW rsmnsinan
& Bochup Operaton

B Cryprogaphe Cperon

B Oevice Oncens
& Ovstridueed COM Usen
B Evernt Log Readens

& Guests
& wus

B et Coefigusnion
B Petzrmance Log Unen

B Pedormance Mossse s
B Ppmer Users
B Remcte Desbrcg Usen

B Remcte Mansgemere Us

& Rapicator

B System Managed Accounts Greup

& Dsen

Description Actions
Mamten of tha group can remctoly Quiry suthorcation sttributes and peemsy | Gromagn -
ADTHn 0N APt COMPIOte 103 URESDICTES BG5S B0 The (CMmpater doman Mosy Actions »
wion
| Admunctiton -
Sabect Urany X Move Actaas
Sefect e sbpect hpe
Ubers or 5L 0 secuety pancipan Otsect Typen
From Pus locaten
DESKTOP SSU10K Locators
Operntees
rter e ctunct names 43 wlect lpurnie
sen t;q,- VB ' - o Oreck Names

— © —w CE) o
Changes 12 & Laers rocp membentp
Aa o0t @B etve Ul Tt tve T

user logs on

o Carxcel et "

Hinh 97: Tao tai khodn nguwoi ding tiéu chudn (12)

Budc 6: Bam Apply > chon OK dé tai khoan dugc thém quyén quan tri vién
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LR
L&
Fle Acon View Mel
- " X u
& Computer Management (Lecal) Norva Descriptson Actom
v §1 Symen Tock

Mamten of S group <an remotoly guiry suthorcation attributes and peemsy Goronpn -
Tash Schedde )

B Tvert Viemar ASTarat20n Mave COmpiete #nd Umeted K Cess B0 the (Cmputer doman Mose Actions
"\' < = Admematiszn Properten ? ) S
- S Admuncteston -
2 B Cevic Gorarel Move Actuoa
& Dutrivuted COM Usens bt
) Performance 5 Evernt Loy Readens .& Aywerw
LA B <= ’
A Devce Manager J st
v : * pot
> Descrgton Adwret Wir Farve Complete 840 Lrer@ated 8006
- s P compter Soman
= gonhy
* Varters ke &
L4 . [ potely
& Power Users B Noyen Vo A Wrren
B Remcte Desrep Unen B rigyen Ven §
B Rorcte Munsgermert Uters jobs (x
nae
Changes 12 8 Laer's raup membent
Aas ] % 1t B ecve el T feet e T

user s on

) o ) !

Hinh 98: Tao tai khodn ngwoi ding tiéu chudn (13)
1.2.2. V6 hiéu hoa céc tai khoan khong can thiét

Pé dam bao van dé an toan thong tin, cic tai khoan khong can thiét hoic khong
duogc str dung dén nén dugc vo hiéu hoa. Phan nay sé hudng dan ban vo hiéu hoa nhiing
tai khoan khong sir dung thay vi phai x6a chiing di. Vi viéc xo6a tai khoan s& lam mat di
liéu va khong thé khoi phuc.

Vi du véi trudng hop cac em hoc sinh quay tré lai co sé gido duc dé hoc binh
thuong thi cha me c6 thé tam thoi vo hiéu hoa tai khoan da cap cho cac em dé hoc truc
tuyén trude day.

Pé vo hiéu hoa tai khoan da tao, thuc hién cac bude dudi day.

Budc 1: Dam bao tai khoan bi disable khong phai 1a tai khoan nam trong nhém
quan tri administrators (cAn c6 it nhat 1 tai khoan duoc cdp quyén trong nhém
administrator dé quan tri, cai dat ing dung trén may tinh).

- Vao muc tim kiém trén Windows > Computer Management > Open.
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Bost sunch

Search the web
Computer Management
L computer management - See

computer management local user

SUIPRTSS e Bun it adrrenmtiante
computer management local users
Qroups

Open He locabon

& piato Start

computer management windows 10

= 1o askbar

computer management system tools

computer management 2
O computer management 4
Settings

B View advanced system settings

O Computer Management

Hinh 99: Vé hiéu héa cdc tai khodn khéng can thiét (1)

Budc 2: Chon Local User and Groups > Group > bam chudt phai vao nhom c6 tén
Administrators > Properties

& Computer Management - O x
File Action View Help
2| aEXE= B

;{l Computer Management (Local|| pame Description Actions
v [fh System Tools
3 @ Task Scheduler
» [2] Event Viewer

= Access Control Assist..  Members of this group can remot... Groups -

3 T ——— More Actions N

Administrators

# Backup Operato “Edd to Group... bverride se...

» &z | Shared Folders %‘Cac :Ip pehra E P ;:m T-:E — N
118 Local Users and Group Typregraphic All Tasks y [ toperor...

- = Users %‘Dewce Owners can chang... Mare Actions »
G| 2 & Distributed COM Delete 5 launch, ...
> @ Performance %‘E"’E”t Log Reade Rename can read ..,
% Device Manager & Guests - 4 ccess as m...
v {g Storage %‘HypEr-VAdmini d have com...
= Disk Management %‘HSJUSRS Help nternet Inf...

Services and Applications ék‘ MNetwork Configurano—mwrempersmrems group can haves...
%‘ Performance Log Users  Members of this group may sche...

%‘Performance Meniter... Members of this group can acces...
%‘ Power Users Power Users are included for back...
ék‘ Remote Desktop Users  Members in this group are grante...
EEI Remote Management... Members of this group can acces...
%‘ Replicator Supports file replication in a dem...
%‘System Managed Acc... Members of this group are mana...

%‘U;ers Users are prevented from making ...
éE‘ KLAdmins Kaspersky Security Center 12 Adm...
%‘ KLOperators Kaspersky Security Center 12 Oper...
ék‘_vmware_ VMware User Group

< >

Contains actions that can be performed on the item.,

Hinh 100: Vé hiéu héa cdc tai khodn khéng can thiét (2)
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- Kiém tra cac tai khoan can disable c6 thudc nhom quan tri hay khong. Néu tai
khoan khong sir dung nam trong nhém quan tri, ¢6 thé phan quyén cho 1 tai khoan khac
dang sir dung 1am tai khoan quan tri cho may tinh (Bwéc 4 dén 6 Muc 1.2.1)

2 Computer Management — O > ‘

File Action View Help

e | 2T XE | HE |

A Computer Management (Local|| Name

- Description Actions
v i 5Y¢;ka;15d | 8 Access Control Assist..  Members of this group can remot... Groups - ‘
@ e e & Administrator Administrators Properties ? * More Acti »
2] Event Viewer 5 Backup 0 P ¢ are Actions I
| Shared Folders @C“ tup Pehm General Administrators -
~ @ Local Users and Groups YplogEphig
| Users @Dewce Ouneg 1 Meore Actions
| Groups %Dwstributed Cq %f Administrators
@ Performance gE\rent Log Rea
A Guests
- iy Device Manager ék‘ H -V Ad Description: Administrators have complete and unrestricted access
v (53 Storage YpEr s lo the computer/domain
= Disk Management %JIIS_IUSRS

:ﬂ(j Services and Applications éki Metwork Conf| ~ Members:
@PerformanceL AADMIN
%Performancel‘ &Jﬂdministratcr
@Power Users
ékJRemUte Dreskt:
ékaemnte Mana |
@Rep\icator |
%System Manag

%J Users

& KLAdmins
ékl KLOperators Changes to a user's group membership
ékx_\.rmware_ Add... Remove are not effective until the next time the

user logs on.

Cancel Apply Helfy

Hinh 101: Vé hiéu héa cdc tai khodan khéng can thiét (3)

Budc 3: Chon Local User and Groups > Users > bam chudt phai vao tai khoan
mudn v6 hiéu hoa (Vi du: Administrator) > Properties

[& Computer Maragement - o x
Flle Acn View Melp

0
e 2H X5 BE ‘/

& Computer Management (Lecal)
v {1l Symen Teols

) Tesk Sonedher

W Gvert Viewar

Full Name Descrpton Actiom

Bu - accourt for admenteTng Phe COmputee doman

i

| & rer account managed by the system,
P Guent AR Totks ¥ | B account Sor quest access 10 The computen demmn

o Paces Folden
BTTTTeTeTTT) | B Mo n A Admuncane
;[T = . :
. Pgayen Van § 0 Move Acton »
Uiy * | ove Actasns
T P WOAG RS bccoum Faname [ A uner account mansged and vsed by the system for Windows Defender Appistion Goard 1cenmnos.

U Pedcemance
A Device Manager \
A \
P s ° ol I
2 Ok Nanajemers
B Senvicmn and Apphcations

»

pOpers the properties dhaleg bov Mof the Current telecten

£ Type bere 10 search

Hinh 102: Vé hiéu héa cdc tai khodan khéng can thiét (2)
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Budc 4: Tai Muc General tich chon Account is disable (Tai khoan bi v6 hiéu hoa) >
Apply > OK, dé v6 hiéu hoa tai khoan

File Ao VYiew MHelp
s X VB
& Computer Munagerent (Local]l || sigme o Name Descrghon A(
v 1l Symen Teols : thons
! Task SOhedber WP Adimistestoe Sgrrancitimer Propenes y w [doman | Usen
Bl Cverdt Viemar B Oetauriccount Mose Actions
Goert o ¢ O
. Shates Folden ;‘ R, Gorersl  Momtac Of  Profle pidee |
2 , Van A
v B Local Urers and Groupa v A AT | Admunctuor
Urers B tigayen Van 8 Arewax oo Auan
Gooups P, WOAGRI 0w . 1 for Wirdoms Defender Appin stion Guard 1censnes
) Pedcemance
A Devce Manager il e
v 2 Sotege 2 i

£ Ouk Munsgement
13 Serviom and Apphc stions

Bk o account Sor admnatenng the
Compaar

[ Uner cannat change passwont

] P asmwort rever expoey 0/

)

(1)

i P
)

n £ Type bere 10 search

Hinh 103: Vé hiéu héa cdc tai khodan khéng can thiét (3)
Tai khoan sau khi d3 bi v6 hiéu hoa, s& c6 thém biéu twrong miii tén di xudng, diéu
nay thé hién tai khoan dy di bi vo hiéu hoa thanh cong.

L& Corputer Maragement

File Acn

View  Help
e nm H

& Computer Management (Local) £l Name

O Pedcemance
A Device Manager
v B2 Seoage
7 Ok Mansjement
5 Servicen and Apphcations

n £ Type bere 10 search

A e 4 Court mansged nd vied by the pystem For Wandows Defender Apgia staon Guard 1ceninas

Hinh 104: Vé hiéu héa cdc tai khodan khéng can thiét (4)

Descrgton Actioms
~ 1 S,-z::‘:.-:s » Bu-n account for adminatenng the computes/ domain Users
C Sredler -
e e vaiina o om
. Pares Folden ) z - L A .
v B Locel Users and Grouga
O B tigayen Van 8 Pgayen Van B
e, P WoAG ey ccoum

Lam tuong tu dé vo hiéu hoa cac tai khoan khac (Vi du: DefaultAccount, Guest...)
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1.3. Sir dung irng dung Internet an toan trén mdy tinh Windows

Ung dung Internet an toan (Visafe) 1a ung dung mién phi danh cho nguoi dung
Internet Viét Nam dé ty bao vé minh trén khong gian mang trude cac trang web lira déo,
trang web c6 chtra ma doc, cac quang céo va dudng dan nguy hiém, doc hai. Ngoai ra
khi sir dung Visafe, ngudi dung c6 thé sir dung chirc ning bao vé tré em dé han ché cac
trang web khong lanh manh, cic quang céo, duong link nguy hiém khong phu hop véi
Itra tudi.

Visafe do Trung tim Gidm sat an toan khéng gian mang qudc gia (NCSC) xay
dung, van hanh va trién khai mién phi huéng dén canh bao va bao vé moi ngudi dan
trén khong gian mang trudc cac nguy co, trang web doc hai da phat hién ra.

bé su dung Visafe trén may tinh chay h¢ diéu hanh Windows thyuc hién theo céc
budc sau:

Buée 1: Tai xudng ban méi nhét cta Visafe trén trang chu https:/visafe.vn hodc
tai Github https://github.com/VisafeTeam/VisafeWindows/releases/latest

() Release VisateWindows v1.10

“— ) C # github.com

Hinh 105: Cai dat vwng dung Visafe trén Windows (1)

Budc 2: Chay file cai dat VisafeWindows-installer.exe va lam theo hudng dan
dudi day:

- Tich chon “Create a desktop shortcut” néu mudn tao shortcut Visafe. Chon Next
dé tiép tuc.
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Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing VisafeWindows, then dick Next.

Additional shortcuts:
Create a desktop shortcut

Hinh 106: Cai dat ung dung Visafe trén Window (2)

- Tiép theo, chon Install dé bat dau cai dit Visafe.

Ready to Install
Setup is now ready to begin installing VisafeWindows on your computer.

Click Install to continue with the installation, or dick Back if you want to review or change any settings.

| Additional tasks:
Additional shortcuts:
Create a desktop shortcut

o[ ] [ con

Hinh 107: Cai dat vwng dung Visafe trén Windows (3)
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- Sau khi hoan tét qua trinh cai dat, chon Finish dé két thuc.

Completing the VisafeWindows Setup
Wizard

Setup has finished installing VisafeWindows on your computer. The
application may be launched by selecting the installed shortcuts.

Click Finish to exit Setup.

Launch VisafeWindows

Hinh 108: Cai dat ving dung Visafe trén Windows (3)

Qua trinh cai dat hoan tat, Visafe s& duoc kich hoat va hién thong bao nhu sau:

VISAFE X

Visafe da duagc kich hoat, ban dang dudc bao vé khoi cac mai
de doa trén khdng gian mang

Hinh 109: Cai dat ung dung Visafe trén Windows (4)
2. My tinh sir dung hé diéu hanh MacOS
2.1. Sir dung tinh ning bdo mdt c6 sin trén MacOS
2.1.1. V6 hiéu hoa tinh nang dang nhap tu dong

Mac dinh, khi ban khéi dong lai hodc bat mdy, ban s€ dugc hdi thong tin dang nhap
trudc khi cho phép ban sit dung macOS. Véi tinh ndng dang nhép ty dong, ban co thé
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b6 qua budc nay, nhung diéu nay dong nghia véi viée bat ky ai ciing ¢ thé truy cap vao
may tinh ctia ban. Pé v6 hiéu hoa tinh ning thyc hién nhu sau:
Budc 1: Vao System Preferences > Users & Groups

@ iiii System Preferences Q

hoang viet a -—

Apple ID, iCloud, Media & App Store
Apple ID Family
Sharing

X

— W s AR 9 Q

General Desktop & Dock & Mission Siri Spotlight Language Notifications
Screen Saver Menu Bar Control & Region
@ & I w @
Internet Users & Accessibility Screen Time Extensions Security
Accounts Groups & Privacy
e @ T - -
Software Metwork Bluetooth Sound Printers & Keyboard Trackpad Mouse
Update Scanners
mE ., % B e I
v 5 it
Displays Sidecar Energy Date & Time Sharing Time Startup
Saver Machine Disk
Java

Hinh 110: Vo hiéu hoa tinh nang dang nhap tw dong (1)

Budce 2: Nhap vao 6 khoa ¢ dudi cung bén trai
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f o9 0 { » i Users & Groups Q search 1

Password  Login ltems

NCSC P
@Mcms;nc ° NCSC PS5 ~ Change Password... |
g
edit

Other Usars

Guest User
Off

Current User

Contacts Card: Open...

[ Allow user to reset password using Apple ID

{a} Login Options
+]—|

| Allow user to administer this computer

a Click the lock to make changes.

Hinh 111: V6 hiéu hoa tinh nang dang nhdp tw dong (2)

Budc 3: Nhap thong tin dang nhap, va chon Unlock

n System Preferences is trying to unlock Users &
 Groups preferences.

Enter your password to allow this.

User Name: NCSC P5

Password: | eeeses| |

Hinh 112: Vo hiéu hoa tinh nang dang nhdp tw dong (3)
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Budc 4: Chon Login Options trong danh sach nguoi dung
[ ] < iiii Users & Groups Q

Password  Login ltems
. NCSC P5
Admin

Guest User
Off

NCSC PE Change Password...

Contacts Card: Open...

Allow user to reset password using Apple ID
{a} Login Options

+

i~

Click the lock to prevent further changes. ?

Hinh 113: Vo hiéu hoa tinh nang dang nhdp tu dong (4)

Budc 5: Tir menu tha xudng Automatic login, chon Off dé tat tinh ning dang nhap
tu dong.

2.1.2 Kich hoat tuong lra trén MacOS

Hé diéu hanh MacOS c6 tuong lira nhung méc dinh khong bat. Pé kich hoat tuong
Itra thuc hién nhu sau:
Budc 1: Vao System Preferences > Security& Privacy > Nhép chon Firewall

[ ] < iiit  Security & Privacy Q

General FileVault | Firewall | Privacy

A login password has been set for this user  Change Password...

Require password immediately B after sleep or screen saver begins

Hinh 114: Kich hoat tuong lira trén MacOS (1)
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Budc 2: Nhép vao vao 6 khoa & dudi cung > Nhap thong tin ding nhap > Turn
on Firewall

@ < i Security & Privacy Q

General FileVault = Firewall = Privacy

Firewall: Off Turn On Firewall

This computer's firewall is currently turned off. All incoming connections to this
computer are allowed.

Hinh 115: Kich hoat tuwong lvra trén MacOS (2)

Nhép vao Firewall Options néu ban mudn diéu chinh cai dit tudng lira

® < it Security & Privacy Q

General FileVault = Firewall = Privacy

@ Firewall: On Turn Off Firewall

The firewall is turned on and set up to prevent unauthorized applications, programs, and
services from accepting incoming connections.

Firewall Options...

Hinh 116: Kich hoat twong lva trén MacOS (3)
2.1.2. Kiém soét viéc cai dat ung dung

Apple c6 toan quyén kiém soat nhiing ing dung dua vao App Store, nén viéc chi
cai dat mg dung trén App Store giam duoc kha nhiéu rii ro cai dit phan mém gia mao,
doc hai. Tuy nhién c6 nhiéu tng dung (thudng 13 cac tng dung ma nha phat trién khong
pho bién rong rii) vi nhiéu 1y do c6 thé s& khong dwa 1én App Store, ma ngudi dung van
mudn sir dung, thi khi cai dat ing dung d6 co thé thay doi lai thiét lap dé cai dat.

Dé kiém soat mic dinh chi cai dit tmg dung trén App Store thuc hién nhu sau:

Budc 1: Vao System Preferences >Security & Privacy > General> Bim vao 6
khoa
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@ 4 ittt Security & Privacy Q

General FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

Require password immediately a after sleep or screen saver begins

Allow apps downloaded from:

[' Click the lock to make changes. ?

Hinh 117: Kiém soat viéc cai dat ung dung trén MacOS (1)

Budc 2: Nhap thong tin dang nhap > Chon Unlock > Duoi Allow apps downloaded
from, chon App Store
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® < i Security & Privacy Q

General FileVault Firewall Privacy

A login password has been set for this user  Change Password...

Require password immediately e after sleep or screen saver begins
Show a message when the screen is locked

Disable automatic login

Allow apps downloaded from:

App Store
© App Store and identified developers

[l Click the lock to prevent further changes Advanced... ?

Hinh 118: Kiém soat viéc cai dat ung dung trén MacOS (2)

Cai dit tmg dung khong c6 trén App Store: ngudi dung can hét sirc can nhic khi
cai dat g dung khong c6 trén App Store. Khi cai dat ung dung khong co6 trén App Store
can luu ¥:

- Tai tng dung tir trang chinh thdng ctia nha phat trién. Vi du déi véi Microsoft
Team chi tai Ung dung to website cua Microsoft Team tai
https://www.microsoft.com/en-us/microsoft-teams/download-app

- Chuyén ché do cho phép cai dat tir “App Store and identified developers”. Sau
khi hoan tat cai dit img dung chuyén vé ché do “App Store”

Dudi day la hudng dan cai dit tng dung Microsoft Team

Budc 1: Tai tmg dung tir ngudn tin cay

https://www.microsoft.com/en-us/microsoft-teams/download-app

Budc 2: Chuyén ché d6 cho phép cai dat “App Store and identified developers”

System Preferences >Security & Privacy > General> Bim vao 6 khoa>Nhap
thong tin dang nhap > Chon Unlock > Duoi Allow apps downloaded from, chon App
Store and identified developers


https://www.microsoft.com/en-us/microsoft-teams/download-app
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Security & Privacy

General FileVault Firewall Privacy

A login password has been set for this user | Change Password...

v Require password | 5 minutes ¢ after sleep or screen saver begins

Show a message when the screen is locked

Allow apps downloaded from:

App Store
® App Store and identified developers

B Click the lock to prevent further changes. Advanced...

Hinh 119: Cai dat ving dung khong co trén App Store (1)

Budc 3: Mo file cai dat ing dung da tai vé (trong bude 1) > Continue va theo ting
budc dé hoan thanh qua trinh cai dit.
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® & Install Microsoft Teams a8

Welcome to the Microsoft Teams Installer

® Introduction You will be guided through the steps necessary to install this
software.

Continue

Hinh 120: Cai dat vrng dung khong co trén App Store (2)

Budc 4: Chon Install for all users of this computer > Continues> Install> Nhap
thong tin dang nhap, va chon Install Software

—~ Installer is trying to install new software.

o=}
'%"l Enter your password to allow this.

User Name: NCSC PS5

Password:

Cancel Install Software

Hinh 121: Cai dat rng dung khong co trén App Store (3)

Budc 5: Chon Close dé két thuc qua trinh cai dat
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[ N & Install Microsoft Teams

The installation was completed successfully.
¢ Introduction

¢ Destination Select
¢ Installation Type
¢ Installation

® Summary

The installation was successful.

The software was installed.

Hinh 122: Cai dat wng dung khong co trén App Store (4)

Budc 6: Sau khi hoan tét cai dit img dung chuyén vé ché do “App Store”

® O < i1 Security & Privacy Q searct§

General  FileVault  Firewall Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes a after sleep or screen saver begins
Show a message when the screen is locked
Disable automatic login

Allow apps downloaded from:

© App Store
App Store and identified developers

Hinh 123: Cai dat ung dung khong co trén App Store (35)
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2.1.3. C4u hinh quyén riéng tu

Quyén riéng tu trong cai dit bao mat cta hé diéu hanh MacOS 13 mét bang diéu
khién quyén. Tai day, ban c6 thé xac dinh ung dung nao co thé thuc hién mot sb viée
nhét dinh, chéng han nhu truy cép micro, xem vi tri hién tai cua ban.

Dé cau hinh quyén riéng tu thuc hién nhu sau:

Budc 1: M6 System Preferences > Chon tab Privacy

7 < it Security & Privacy Q

General  FileVault  Firewall | Privacy

A login password has been set for this user  Change Password...

Require password immediately e after sleep or screen saver begins
Show a message when the screen is locked

Disable automatic login

Hinh 124: Cau hinh quyén riéng tu (1)

Budc 2: Trong menu bén trai, cudn qua cac danh muyc khéc nhau va chon mdt tinh
nang dé thiét 1ap > Chon vao 6 khoa
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@D { > i Security & Privacy Q search

General  FileVault  Firewall Privacy

=
_ Allow the apps below to access data like Mail,
w Microphone Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this
% Speech Recognition Mac.

Accessibility

; Full Disk Access i
a Files and Folders
@ Screen Recording

Media & Apple Music
Q HomeKit

Click the lock to make changes.

Hinh 125: Cau hinh quyén riéng tir (2)

Budc 2: Nhap thong tin dang nhap, va chon Unlock
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System Preferences is trying to unlock Security &
Privacy preferences.

Enter your password to allow this.

User Name: NCSC P5

Password: | ee |

Cancel

Hinh 126: Cau hinh quyén riéng tir (3)

Budce 3: St dung cac nit cong va trir dé thém hoac x6a quyen
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] < iiif  Security & Privacy Q

General FileVault = Firewall Privacy

——
Allow the apps below to access data like Mail,
H' Microphaone Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this
|||||| Speech Recognition Mac.
Accessibility com.microsoft.autoupdate.helper
=== Input Monitoring com.oracle.JavalnstallHelper
- e . sshd-keygen-wrapper
Files and Folders @ Java 8 Update 301
@ Screen Recording
+ —
n Media & Apple Music
Q HomeKit
2
Advanced... ?

Eﬁ Click the lock to prevent further changes.

Hinh 127: Céu hinh quyén riéng ti (4)
2.2. Tao tai khodn riéng trén MacOS cho muc dich giang day, hoc tip

Pé tao tai khoan tiéu chuin mdi thuc hién theo cac bude sau:
Budc 1: Truy cap vao System Preferences > Users & Groups > Nhap vao 6 khoa
& dudi cung bén trai >Nhép thong tin ding nhap > Unlock > Nhap vao nat dau cong

dué6i danh sach nguoi dung dé thém tai khoan
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@0 < > i Users&Groups Q serch NCSCX
= Password Login Items
Qm Imin ] Change Password...
‘ Guest User !
Off
_ Allow user to reset password using Apple ID
l G] I.ogin il v Allow user to administer this computer

\\
H ‘\‘ Click the fock to prevent further changes. &
5 [

Hinh 128: Tgo tai khoan moi cho muc dich hoc tdp (1)

Budc 2: Pién thong tin nguoi ding vao cac truong Full Name, Account Name, and
Password, va chon Create User.
Nén dit tén theo tirng nguoi st dung

New Account:
Full Name:

Account Name: giangvien
This will be used as the name for your home folder.

Password: eeesssscee i

Verify: Iooooooooo.l

Password Hint:
(Recommended)

Hinh 129: Tqo tai khoan maoi cho muc dich hoc tdp (2)
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Budc 3: Lua chon loai tai khoan. Pam bao trong menu tha xudng New Account c6
hién Standard

Administrator

Newaccount (TSR |

Sharing Only
Group _"

Account Name: giangvien 4
This will be used as the name for your home folder.

Full N

Password: eeesssscese 1

Verify: eeesssccce

Password Hint:
(Recommended)

Create User

Hinh 130: Tao tai khoan moi cho muc dich hoc tdp (3)

2.3. St dung ikng dung Internet an toan trén hé diéu hanh MacOS

Dé thiét 1ap img dung Internet an toan (Visafe) trén hé diéu hanh MacOS ban khong
can cai dat phdn mém riéng chi can thyc hién cau hinh trén may tinh nhu sau:
Budc 1: Tai ung dung Visafe tir trang chu: https://visafe.vn.

Dung trinh duyét web truy cap vao trang chii > Tim dén phan Tai v&> Chon muc
MacOS dé tai vé tap tin cau hinh.

TAIVE

Tu bao vé minh ngay hém nay

Visafe c6 thé dugc cau hinh trén Router Wifi dé bao vé toan b6 thiét bi trong
mang hoac c6 thé cai dat dé bao vé néng cao ting thiét bj riéng biét

Windows MacOS Android ioS
Windows 7 trd ién MacOS Big Sur trd lén Android 44 trd lén i0S 12 hodc iPadOS 12 trd Ién
]

NCSCx

Hinh 131: Tdi file cai dat Visafe trén MacOS


https://visafe.vn/
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Budc 2: Kich dup chudt vao file vira tai vé
Budc 3: Cau hinh dé sir dung Visafe.
Vao System Preferences > Profile

iiii System Preferences

Apple 1D, iCloud, Media & App Store

General Desktop & Dock & ssion Sin Spotlight Language

Screen Saver Menu Bar ( ) & Region

internet Users & ty Screen Time Extensions

A

t

0 ': .'
Bluetooth Sound

?

Energy Date & Time

Hinh 132: Cai dat Visafe trén MacOS (1)

Budc 4: Chon Install dé cai dat Visafe



Visafe Private Secure DNS
Visafe Private Secure... - . o :

1 sotting

I0S Team Provisionin._. escription Adds different encrypted DNS
cpires 8/6/22 configurations to Big Sur and iOS 14
based systems

TO’S tham.?rO'fisloniﬂ od Apple Distribution: NATIONAL CYBER
hd Expires 5/10/2 SECURITY CENTER (PPZBY7NWSF)
I0OS Team Provisionin Received Oct 5, 2021 at 3:35 PM

DNS Settings

DETANS
DNS Settings
Visafe DNS over HTTPS

Hinh 133: Cai dat Visafe trén MacOS (2)

Budc 5: Nhap thong tin ddng nhap, va chon OK

1€

Visafe Private Secure DNS

@ Visafe Private Secure...
1 sotting

iOS Team Profiles/MDM wants to make changes.

.I i0S Tearr | Enter your password to allow this.

User Name: I

I0S Team
N2 Expirn Password: eesssssse

Visafe DNS over HTTPS

instaling profile

Hinh 134: Cai dat Visafe trén MacOS (3)
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Budce 6: Cong cu Visafe sau khi cai dat hoan tat s& duoc bat, nham dam béao an
toan thong tin cho ban trén mang.

Visafe Private Secure DNS

Visafe Private Secure...
1 sotting

’ Adds different encrypted DNS
i0S Team Provisionin configurations to Big Sur and iOS 14
g ‘ based systems
i Apple Distribution: NATIONAL CYBER
SECURITY CENTER (PPZB8Y7NWSF)

1 Oct 5, 2021 at 3:35 PM

iOS Team Provisionin
I0S Team Provisionin
DNS Settings

STANS
DNS Settings
Visafe DNS over HTTPS

Hinh 135: Cai dat Visafe trén MacOS (4)
3. Pién thoai sir dung hé diéu hanh Android
3.1. Huéng diin cai dit thiét bi Android vé cai dit géc

Thiét 1ap cai dat géc trén thiét bi s& xda bo tat ca dit liéu c4 nhan cta ban trén thiét
bi, va dua thiét bj vé trang thai ban dau khi chua qua st dung. Vi¢c nay cling s€ hitu ich
trong trudong hop dién thoai ctia ban co dau hiéu bi lay nhiém ma doc nhung khong co
chuyén gia ho trg.

Cac budc thuc hién:

Budc 1: Chon muc Cai dit trong thiét bi va gb vao 6 tim kiém tir khoa “reset”, giao
dién s& hién thi cac loai cai dit reset thiét b

Budc 2: Chon Khéi phuc cai dat goc > Dit lai

Budc 3: Nhap mat khau trén thiét bi (néu dugc yéu ciu) dé xac thuce qué trinh cai
dat

Budc 4: Chon Xéa hét va doi cho qua trinh cai dat lai hoan tat.

Hinh anh minh hea cac budc cai dat:
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1236mon LSO | 1237monQ X T e

‘ < JIeset.
NCSCX% p
' ' Quin ly chung » Bat lal N C S C \fg

Xoba cac cai dat

Céi d‘ét Khéi phuc tat ¢a cal dat vé méc dinh

Judn ly chung

Dat lai

-_— Cal dit cho ngudl phat trién

Q D | batlsigistri mac dinh

Pa c6 ban cap nhat phdn mém

Quién ly chung > 841 lal

Khot phyc cat dat goc cua dien thoal. Qua trinh nay sé
x6a 141 ca dir Iy, bao gdm file vé ung dung 48 1di vé
Két noi

Wi-Fi, Bluetooth, Ché d6 Mdy bay, St dung di
li¢u Quan Iy chung > Dat lai

Khoi phuc cai dat mang

D&t lai Wi-F), Bluetooth va cac cai dit mang khac vé mac
dinh

a ,))

«) Am thanh va rung
Ché d4 &dm thanh, Nhac chubng, Am lugng
Quin ly chung > Bjt lai

Théng bao Dat lai cai dat hé tro

- Kh b £t ha tra vib }
@ Thong bdo (g dung, Thanh trang thdl, Khong Khol phyc cai dit ho trg vé mjc dinh

lam phién

Cai dit cho ngudl phat trién

- Man hinh Dat lai gigi han cudc goi API ShortcutM...

£d sang. Loc dnh sang xanh, Man hinh chd

Cai dat khoa bao mit
Man hinh nén Ty dong khéi phuc cai dat goc

B Hinh nén man hinh ché, Hinh nén man hinh

Ul @ < I (@) <

Hinh 136: Pua thiét bi Android vé cai dét goc (1)

Chon muc Cai dat va tim kiém tir khoa “reset”



99

‘237.0 B '&?-.M.ol |
< oatla NCSCX
Xoba cdc cai dat

Khoi phyc 18t ca cai djt vé mic dinh

Khoi phuc cai dat mang
DAt lal Wi-Fi, Bluetooth va céac cai dat mang khac vé mac
dinh

Dat lai cai dat ho trg

Khol phyc bl dit ho trg vé mic dinh

ps s o
Khoi phuc cai dat goc

Khol phuc cbl dat gbc cua dién thoal. Qua trinh ndy sé
x0a tat ca dir liéu, bao gom file va ung dyng da tail vé

Tu khaéi dong lai =
Dién thoal cua ban s& wy dong khoi dong lai e
trong vong 1 gids ké tir thol diém ban dit

I O <

CXF am

NCSCH

1239 wonQ

Khoi phuc cai dat
goc

Tat ca dir liéu sé bi x6a khoi dién thoai cla ban,
bao gom:
+ Tai khodn Google
« Dir ligu hé thong va ing dung
« Caidat
+ Ung dung da téi vé
* Nhac
+ Hinh dnh
* Tat ca dir liéu ngudi dung khac
* Ung dung va ndl dung cia nha cung ¢dp dich
vu
+ Khoa gidi ma cho file trén thé SD
(Ban sé khong thé sir dung file da ma hoa trén
thé SD sau khi khéi phuc cai d&t mic dinh cla
thiét bi.)

Ban hién da dang nhap vao cac tai khoan sau:

G_

1] @) <

Hinh 137: Pua thiét bi Android vé cai dét goc (2)

Giao dién tuong tng khi chon Khéi phuc cai dit gbc
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12379 mo Q8 EXToan 1233mo 8 EXToam

< Khéi phuc cai dat goc < Khoi phuc cai dat goc

@ Tat cd thong tin ca nhan cla ban va ing dung da
tdi vé sé bj x6a va khong thé khoi phyc.

®
D liéu da sao luu vao thé SD sé khong bj x6a

ﬁ Ban co thé khoi phuc dir liéu thé SD bang Smart
Switch sau khi dat lai
L {

:

Céc ung dung sau sé bi g& cai dat. Mot sd ing
dung co thé dugc cai dat lai sau khi dat lai thy
thudc vao nha cung cép dich vu cta ban.

ﬂ May ghi am
May tinh

@
O Samsung Notes
& Anh

Goiy
Ban co6 thé sir dung Smart Switch dé sao luu

dir liéu vao thé SD hodc thiét bi luu trir USB
trudce khi dat lai dién thoai cua ban.

1} O < 1} O <

Hinh 138: Puea thiét bi Android vé cai ddt doc (3)
Chon Dat lai va Xoa hét rdi cho qué trinh cai dat lai hoan tat
3.2. Cai dat ban ddu cho thiét bi Android

Sau khi mua méi hodc thiét 1ap cai dat géc trén thiét bi Android, ban nén thuc hién

mot sb cai dit ban dau cho thiét bi bao gém:
3.2.1. Cai dat mat khau cho thiét bi

Ban nén thiét 1ap mat khau dé bao vé cac thong tin c4 nhan va thiét bi cia minh.

Mat khau c6 thé sir dung béng doan ki tu, hinh v&, sinh tric hoc (déu van tay, khuén
mat...)

Dé cai dit bao mét cho thiét bi, vao phan Cai dit > Cai dit man hinh khoa > Kiéu
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khoéa man hinh. Giao dién s& hién thi cac tuy chon bao mat ma ban co thé chon dé khoa
man hinh cho thiét bi. Ban c6 thé chon bat ky tity chon bao mat nao va lam theo chi dan
trén man hinh dé hoan tit thanh cai dat.

Duéi day 1a hinh minh hoa mot s6 cai dit bao mat cho thiét bi

2027+ 88 BT A4E 2027 +8 08 BT AE

< Kiéu khéa man hinh < Kiéu khéa man hinh

Vuot Vuot

Mau hinh Mau hinh

PIN PIN

Mat ma Mat ma

£ 10, Kiéu khda hién tal t 10, Kiéu khda hién tal

Khéng dung Khéng dung

Sinh trac hoc Sinh trac hoc

Khuon mat Khuon mat

Van tay ) Van tay )
1] (@) < 1] (@)

Hinh 139: Cac tuy chon bao mat cho thiét bi
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L B P

202+@ 8

Dat méau hinh

Hay nhé mau hinh nay. Néu quén, ban sé phai
dat lai dién thoai va tat ca dir liéu sé bi xda.

Tha ngén tay khi hoan tat,

° L] o

L] ° L]

@ ® (e}
Thoat Tiep tuc
"l O <

TF M.

2051@+@ -

Dat mau hinh

Hay nhéd mau hinh nay. Néu quén, ban sé phai
dat lai dién thoai va tat ca dir liéu sé bi xoa.

Méau hinh mé khéa cia ban da dugce dat lam;

Thoat Xdéc nhan

1 O <

Hinh 140: Cai ddt bao mdt bang mdu hinh (VE mau hinh)
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20508+ @ - CF dia

D4t mau hinh N C S C 3’&:

Hay nhd mau hinh nay. Néu quén, ban sé phai
dat lai dién thoai va tat ca dir liéu sé bi xoa.

Vé lai mau hinh dé xac nhan.

L L] L]
] ® L
@ ® [}
Thoat Xac nhan
i O <

Hinh 141: Cai dat bao mdt bcfng mau hinh (Xdac nhan lai mau hinh)
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TTAdaa

NCSCX

Nolor

2030+S8

bat ma PIN

al Cyber Secunity Centar

Hay nhd ma PIN nay. Néu quén, ban sé phai
dat lai dién thoai va tat ca dir liéu sé bi xoa.

M3 PIN phai c6 it nhat 4 chir s6.

1

2051@+@ -

bat ma PIN

NCSC

Nationol Cyber Securnity C

Hay nhd ma PIN nay. Néu quén, ban sé phai
dat lai dién thoai va tat ca dir liéu sé bi xda.

Nhap lai ma PIN dé xac nhan.

- e P

e

-
VN

() X&c nhdan ma PIN ma khong cham OK

Thoat Tiép tuc

Ul (@) <

Thoat OK

1] (@)

Hinh 142: Cai ddt bao mdt bang méd PIN
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2034+80 < A P

Pat mat ma

Hay nhé mat ma nay. Néu quén, ban sé phai
déat lai dién thoai va tat ca dir liéu sé bi xoa.

Mat ma cua ban phai chira it nhat 4 ky ty, bao
gdm it nhat 1 chir céi.

I )

L B

2034+Q0

bat mat ma

Hay nhé mat ma nay. Néu quén, ban sé phai
dat lai dién thoai va tat ca dir liéu sé bj xoa.

Mat ma cua ban phai chira it nhat 4 ky ty, bao
gdm it nhat 1 chir cai.

I )

Thoat

Tiép tyc

]l O <

Thoat

Tiep tuc

1 O <

Hinh 143: Cai ddt bao mdt bang mdt khau
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20:35 ¢ E = am

&

Nhan dién khudén mat

F= T F™

& > ;
" W & 8 .
\‘,\ 1\ > 1 Vi
S S e s VIN

< xS

4

Cdch thuan tién dé md khoda dién thoai va xac
thuc danh tinh cia ban trong céc Ung dung. Dir
lieu khuon mat cia ban dugc Knox bao mat.

Thong tin thém vé nhan dién khuén mat ~

* Tinh nang nhan dién khuon mat bi coi la kém
bao mat hon so vai cac kiéu khoa khac bai ai
do co6 khuon mat giong ban hoéc sir dung anh
khuon mat ban co6 thé ma khoa dién thoai cla
ban.

» Hay chac chan rang khuén mat cua ban dugc
nhin thay ro rang trong qua trinh dang ky.
bung deo khau trang, kinh mat hoac mu che
mat.

+ Hay nhé rang tinh nang nhan dién khuon mat
co thé khong nhan dién duoc ban néu ngoai
hinh cta ban ¢é nhimg thay ddéi dang ké nhu
trang diém dam, déi kiéu rau hodc deo kinh.

1 ® <

Hinh 144: Cai dat bdao mat bcing nhan dién khuon mat

3.2.2. Cai dat tai khoan Google

Khi thiét bi & trang thai cai dit gbc, nd s& yéu cau ban dang nhép tai khoan Google
(tai khoan Gmail) hoic tao mdi néu chua c6. Budc nay gitp thiét bi dong bod véi cac
dich vu Google cua ban nhu Email, lich, ban dd ...
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Cac buoc thuc hién:

Budc 1: M6 tng dung Cai dat trén dién thoai.

Budc 2: Nhin vao muc Tai khoan. Néu ban khéng nhin thdy muc "Tai khoan", hiy
nhan vao Nguoi dung va tai khoan.

Budc 3: O dudi cung, hiy nhan vao Thém tai khoan.

Budc 4: Chon Google

Buéc 5: Thiét bi co thé yéu cAu x4c nhan dé tiép tuc qua trinh cai dat

Budc 6: Dang nhap bang Tai khoan Google hodc Tao tai khoan néu chua co.

Budc 7: Lam theo huéng dan trén man hinh dé hoan tat qué trinh cai dat.

Luwu y ddi v6i tai khoan Google, cin thiét 1ap xac thuc 2 buéce dé dam bao an
toan cho tai khoan.

Dé thiét lap xac thyc 2 budc cho tai khoan Google thuc hién nhu sau:

Budc 1: Vao phan quan 1y tai khoan Google

Mo Tai khoan Google bang cach truy cap
https://www.google.com/account/about/?hl=en-US hodc nhap vao biéu tuong dai dién
tai khoan & géc bén phai trinh duyét.

* % 9

) GitHub ) GitHub » Danh sach doc

Gmail Hinhanh 338 ‘

Hinh 145: Thiét lgp xdc thuc 2 bude cho tai khoan Google (1)

Sau d6, bAm chon Quan 1y Tai khoan Google cua ban.


https://www.google.com/account/about/?hl=en-US

108

Gmail Hinh anh 3 .

I Quan ly Tai khoan Google cta ban I

&+  Thém mét tai khoan khac
Dang xuat khai tat ca tai khoan

Chinh sach quyén riéng tw * BDiéu khoan dich vu

Hinh 146: Thiét lgp xdc thuc 2 bude cho tai khodan Google (2)

Buéde 2: Chon muc Bao mat, tim dén muc Xac minh 2 bwée > Chon Pang tit.

Tinh ndng dang nhap béng quy trinh Xac minh 2

3 3 >
@ Trangchu budc da bi tat
[£5) Théng tin ca nhan
C® Duligu va quyén riéng tu
B Baomat . ——
Dang nhap vao Google
2, Moi ngudi va chia sé
ol i (m
@ Gidithieu Mat khau >
Str dung dién thoai dé dang nhap @ Tt >
Ixéc minh 2 budc @ Tt I >
Cac cach ma chuing téi co thé xac minh ban
chinh la chti s& hitu tai khoan
Quygnriéng tu  Didukhodn  Tro gidp Céc thy chon nay c6 thé dung dé dam bdo rang ban chinh 1a ngudi
dang nhap hogc dé lién hé véi ban néu c6 hoat dong dang ngé trong tai
Gioi thieu khoan ctia ban

Hinh 147: Thiét lgp xdc thiee 2 bude cho tai khoan Google (3)

Budée 3: Chon Bit ddu > Nhap mat khau cia ban > Chon Tiép theo.
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& Xac minh 2 bude

Google

Bao vé tai khoan cla ban bang Xac minh 2 budc

Mai khi ban dang nhap vao Tai khodn Google cia minh, ban s& can mét khau va ma xac . v
minh. Tim hiéu thém

. DE tiép tuc, trudc tién, hay xac minh danh tinh ctia ban
E Thém I6p bao mat bd sung

Nhap mét khau va ma xac minh duy nhét dugc gui

dén dién thoai ctia ban. Nhap méat khau cda ban

Tranh nhig ké x&u ra [ Hién matkhau

v
. K& cé néu ai 6 lay dugc mét khau cla ban thi cing

s& khong du dé dang nhap vao tai khoan cta ban.
="

Ban quén mat khau? Tiép theo
< - I
BAT AU |

Hinh 148: Thiét lgp xdc thuc 2 budc cho tai khoan Google (4)

Budée 4: Chon Tiép tuc > Ban mudn nhin ma bing cich niao? ban c6 thé chon 1
trong 2 cach nhan mi xac minh bing Tin nhin vin ban hoic Cudc goi dién thoai >
Nhan Gibi.

& Xac minh 2 budc & Xac minh 2 budc

Gan xong roi! Hay thém mot tly chon du phong

Su dung s dién [hoai cla ban lam budc thit hai dé’ déng nhép Néu ban méi dién thoai hodc budc thir hai khdng cé san, thi ban sé can mét tly chon dy
phong dé gitp ban truy cap vao tai khoan ctia minh.

Sau khi ban nhap mat khau, hé thong sé qui 16i nhac clia Google theo phuong thirc an

toan dén moi dién thoai mé ban d& dang ahp. Ban chi can nhan véo thdng béo dé xem

|0i nhac va dang nhap. B o84

Céc thiét b nay co thé nhan 16i nhac o
Google sé chi sir dyng s& nay dé bao mét tai khoan,
Khdng sir dyng s Google Voice.

ﬁ Phitin nhén hodc dif liéu c6 thé &p dung

do R o i ;o
Ban khdng thay thiét bi cua minh Ban mudn nhn mé bang cach nao?

@ Tin nhan van ban O Cudc goi dién thoai

SU'DUNG MOT TUY CHON DU PHONG KHAC m

Hién thém tity chon

TIEPTUC

Hinh 149: Thiét lgp xdc thiee 2 bude cho tai khoan Google (5)

Budc 5: Nhap ma xac nhan vira dugc gui vé dién thoai > Chon Tiép Theo.
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& Xac minh 2 budc

Xac nhan so dién thoai cé hoat dong

Google vira glri mot tin nhan van ban ¢6 mot ma xac minh téi
Nha

Khéng nhan dugc? Hay gui lai

QUAY LAI | TIEP THEO

Hinh 150: Thiét lgp xdc thuc 2 bude cho tai khoan Google (6)

Budc 6: Nhin Bat dé hoan tt qué trinh thiét 1ap.

& Xac minh 2 budce

Bat Xac minh 2 budc?

Budc thir hai: Google prompt (méc dinh)
Tuy chon du phong:  Tin nhan vin ban hodc tin nhan thoai

Ban s& van duy tri dang nhép vao trén céc thiét bi nay:
Ban c6 thé bj dang xuat khi cac thiét bj khac ctia minh. D€ dang nhap lai, ban can su

dung mét khau va budc thir hai.

BAT

Hinh 151: Thiét ldp xdc thuc 2 bude cho tai khodn Google (7)
2.2.3. Cai dat mot sb ung dung can thiét

Pé cai dit thém cac ung dung trén thiét bi, ban c6 thé thuc hién theo cac budc sau:
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Budc 1: Mo chuce nang Cira hang Google Play (CH Play)

Budc 2: G& tén mg dung mudn tim tai thanh tim kiém ciia ung dung

Budc 3: Ung dung can tim s& hién ra (néu c6)

Budc 4: Nhan Cai dat dé thuc hién va chd cho dén khi qua trinh cai dat hoan tt.

Budc 5: Sau khi tmg dung duoc cai dit, ban c6 thé mo nd va thiét 1ap cac cai dit
cho ung dung.

3.3. Sir dung irng dung Internet an toan trén hé diéu hanh Android

Ung dung Internet an toan (Visafe) 1a ung dung mién phi danh cho nguoi dung
Internet Viét Nam dé ty bao vé minh trén khong gian mang trude cac trang web lira déo,
trang web c6 chtra ma ddc, cac quang cdo va dudng dan nguy hiém, doc hai. Ngoai ra
khi sir dung Visafe, ngudi dung c6 thé sir dung chirc ning bao vé tré em dé han ché cac
trang web khong lanh manh, cac quang cdo, dudng link nguy hiém khong phu hop véi
Ira tudi.

Visafe do Trung tim Gidm sat an toan khong gian mang qudc gia (NCSC) xay
dung, van hanh va trién khai mién phi huéng dén canh bao va bao vé moi ngudi dan
trén khong gian mang trudc cac nguy co, trang web doc hai da phat hién ra.

Dé st dung Visafe trén thiét bi chay hé diéu hanh Android thuc hién theo cac budc
sau:

Buéc 1: Truy cap Google Play va tim kiém Visafe. Sau d6 cai dit ing dung Visafe
- Internet an toan
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E’j Visafe - Internet an
toan

National Cyber Security Center of
Vietnam

Caidst

Bai danh gia ctia ban
Viét Hoang
L2 8 8 & SN
Chinh sia bal dénh gia cda ban

Thong tin lién hé cla nha phat trién

Vé ing dung nay >

@

50% )

Hinh 152: Cai dat ving dung Visafe trén Android (1)

Buéc 2: Truy cap Gng dung Visafe dé hoan tat qua trinh kich hoat va st dung
Visafe theo hudng dan duéi day.

- M6 ng dung Visafe da duoc cai dat trén thiét bi. BAm chon “BAT DPAU NGAY”
dé truy cap vao man hinh chinh.
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Chong lira dao, ma dac,
tan cong mang

Phong tranh nguy co, thiét hai o
L tan cong mang, lra dao truc tuyén

(P T

Hinh 153: Cai dat ving dung Visafe trén Android (2)

- Giao dién chinh cua trng dung nhu hinh duéi day:
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ARl il 55% @ 0439 @ © QAR il 55%

NCSCw Visafe NCSC..

Yéu cau két ndi

Visafe dang xin phép thiét lap két noi
VPN dé c6 thé theo doi luu lugng mang
Chi cho phép néu ban tin tudng nguodn.

MGt biéu tugng sé hién thi & dau man
hinh khi VPN dang dugc su dung. Cho
phép?

Bam dé bat tinh nang bao vé

Thoat OK

Hinh 154: Cai dat ung dung Visafe trén Android (3)

“Bat tinh ning bao vé&” dé kich hoat Visafe. O 1an dau tién bét, chon “OK” dé dong
y tao VPN Visafe trén thiét bi.
Sau khi kich hoat thanh cong man hinh thiét bi s& hién thi nhu sau:
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04390 W © e @ N R llall 54%m

Eﬁ Visafe NCSCw

b3 duogc bao vé

Hinh 155: Cai dat vwng dung Visafe trén Android (4)
4. Pién thoai sir dung Hé diéu hanh iOS
4.1. Tit cdc dich vu, tinh ning khéng cin thiét

Pé giam thiéu rui ro cho thiét bi va dir liéu trén thiét bi ban nén vo hiéu hod cac
dich vu tuy chon khong st dung dén, vi cac dich vu nay c6 thé bi loi dung dé gui, nhan
dtr 1iéu ddc hai.

4.1.1. Tat Airdrop

Airdrop cho phép giri va nhan cac hinh anh, video, s6 lién lac va cac tap tin khac
tlr moi nguoi trong ving 1an can. Trudce day, Airdrop c6 xu huéng dé bi khai thac tir xa
va xam nhap.

Dé tit Airdrop thyuc hién theo cac budc sau:

Budc 1: Kéo xudng tir phia goc trén bén phai ciia man hinh d¢ mo Trung tim diéu
khién.

Budc 2: Nhan giit hodc cham va giit thé cai dat mang & phia goc bén trai, sau do
nhan Airdrop.
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Budc 3: Sau d6 chon Khong nhén dé tat Airdrop

il Viettel &

..). ((T))

3

O g AirDrop

Khong nhan

Chi Danh ba

Moi ngudi

,,;::" fkién va canh ma ban thém vao Nha
sé xuat hién tai day.

(o8| m]

Hinh 156: Tt Airdrop

4.1.2. Tit Bluetooth

Viéc luon bat Bluetooth c6 thé ting kha ning bi tin cong. Néu ban khong thuong
xuyén str dung Bluetooth thi nén tit di. Dé tat Bluetooth thuc hién nhu sau:

Budc 1: M6 tng dung Cai dat

Budc 2: Chon Bluetooth

Budc 3: Gat nat sang vi tri Tat dé tit hoan toan Bluetooth.

Luu ¥: Viét bat tit Bluetooth trong Trung tdm diéu khién chi tam thoi ngit két ndi
thiét bi, no khong tat hoan toan Bluetooth.
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16:16 w T - 16:16 -

Cai dat < caidst Bluetooth
Gy ve 1 Appie -

Bluetooth
Ché dd may bay
AirDrop, AirPlay, Tim va Dich vu dinh sU dung Bluetooth.
Wi-Fi
B Bluetooth Bat
09 Dpidong At

Théng bao
Am thanh & Cam (ing
Khéng lam phién

B Thdi gian st dung

Cai dat chung o
@ Trung tadm diéu khién

Man hinh & D6 sang

B8 man hinh chinh

Trd nang

Hinh nén

Hinh 157: Tdt Bluetooth
4.1.3. Tat Piém truy cip c4 nhan

Diém truy cap c4 nhan cho phép céc thiét bi khac chia sé két ndi dit liéu di dong
ctia ban. Str dung tinh ning nay cho phép thiét bi ctia ban trd thanh Piém Truy Cap Wifi
ma cac thiét bi khac c6 thé két nbi vao va truy cap Internet. Tat Diém truy cap ca nhan
dé han ché viéc tiép xtc cua cac thanh phan véi cac thiét bi khong dang tin cay.

Budc 1: Mé Car dat

Budc 2: Chon Dt liéu di dong hodc Di dong

Budc 3: Chon Diém truy cép ca nhan

Budc 4: Nhan vao thanh truot dé tat
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Cai dit
kS

Ggiy vé ID Apple (2]

Ché dé may bay

118

16:49 al T =

< Caidat Di déng
DU liéu di déng

Tuy chon d{ liéu di dong Chuyén vung: Bat
Diém truy cap C4 nhan Bat

TAt dif lidu di d8ng d8 truyén tat ca dif liéu qua Wi-Fi, bao
gém email, duy:

veb va thong béo push

16:49 ol T )

{ Didéng Diém truy cadp C4 nhan

Diém truy cap ¢4 nhan trén iPhone c6 thé ¢

g cdp quyén
truy cp internet cho cac thiét bj khac dug
tai khoan iCloud ma khdng y&u céu ban nhap

nhap vao

Cho phép ngudi khac két néi

Mat khau Wi-Fi

Wi-Fi
VIETTEL
Cho phép ngudi diing hoic thiét bi khac khéng dude ding
Blueteot it i nhap vao iCloud tim kiém mang dudc chia sé “Cindy” khi ban &
uetoo! At Lua chon mang Viette trong cai dt Diém truy cap c4 nhan hodc khi ban bat trong
Trung tam diéu khién
Di déng Tat Cudc goi Wi-Fi Bat

Mang Dif liéu Di dong

Théng bao >
Dich vu nha cung cap

Am thanh & Cam (ng
PIN cua SIM

Khéng lam phién

OGeE® 800

Thdai gian sif dung Thém géi cuéc di déng

Cai dit chung &
DU LIEU DI DONG

Trung tam diéu khién Thdi gian hién tai 26,0 GB

>

Manthinhiaig sang Chuyén vuing TG hién tai

BOEBE

Man hinh®mme =

Hinh 158: Tat Diém truy cdp cd nhén
4.1.4. Tat chuyén tiép cudc goi trén céc thiét bi khac

Cac thiét bi i0S c¢6 thé duoc ciu hinh dé chuyén tiép cac cudc goi dén céc thiét bi
Apple khac (nhu MacBooks va iPads). Dé tit chuyén tiép cudc goi dén thiét bi khac
thuc hién nhu sau:

Budce 1: Mo tng dung Cai dat

Budc 2: Chon Dién thoai

Budc 3: Chon Cudc goi trén thiét bi khac

Budc 4: Tit tiiy chon Cho phép cudc goi trén thiét bi khac. Cac cudc goi clia ban
s& khong duoc chia sé truy cap véi cac thiét bi Apple khac.
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13:04 4 o T @ 13:04 7 o F @
< Caidat Pién thoai < Quay lai Cubc goi trén thiét bi khac
S6 clia toi Cho phép cudc goi trén thiét bi kh... O
SUr dung tai khoan di déng trén iPhone ctia ban dé thuc

goi tr

CUOC GO n iCloud cua ban k

Cudc goi Wi-Fi
CHO PHEP CUOC GOI TREN

A . A 1P . . K] . an L z
Cudc goi trén thiét bi khac ni gan ban MacBook Pro (Mac)

Phan hoéi bang tin nhan iPad (iPad)
Chuyén cudc goi

Chd cudc goi

Hién ID ngudi goi cua toi

Tat tiéng cudc goi khdng rd T4t
Chéan cudc goi & ID
Lién hé bi chan

Bdo cdo SMS/cudc goi

H& trd quay s6 C

finh tién t6 qUBE hOag

HO trd quay so6 tu ddéng xac (

dia phudng chinh xac

Hinh 159: Tat chuyén tiép cudc goi trén thiét bi khdc
4.1.5. Tit chuyén tiép tin nhan vin ban

Khi tinh nang Chuyén tiép tin nhan vin ban (Text Message Forwarding) duoc bat,
tin nhan SMS/MMS méi trén iPhone c6 thé xuét hién trén thiét bi khac khi trong ciing
mang Wi-Fi. N6 c6 thé duoc st dung dé theo dbi trai phép ciing nhu danh cép dit liéu
nhay cam (Vi du ldy ma OTP).

Budce 1: Mo tng dung Cai dat

Budc 2: Chon Tin nhén

Budc 3: Chon Chuyén tiép tin nhin vin ban

Budc 4: Xem xét danh sach thiét bi va vo hiéu héa thiét bi khong thich hop
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13:03 7 ol T @) 13:03 7 ol T @)
< Caidit Tin nhin £ Chuyén tiép tin nhan vin ban

Chia sé tén va anh Tat

iPad (iPad)

Pugc chia sé véi ban Bat
MacBook Pro (Mac)

S S5 . a ‘,‘:’ N
Hién thi anh lién hé Q!

Chuyén tiép tin nhan van ban

GUfi théng bao da doc

S i
GUi dudi dang SMS &j )

Nhan tin MMS

Hinh 160: Tat chuyén tiép tin nhdn van ban
4.1.6. Tat theo ddi qua tng dung

Viéc theo doi truy cap dugc st dung boi hau hét cac nha ban 1é dé theo ddi s¢ thich
va cac 1an mua sam ctia ban qua web. Ho thudng st dung moi k¥ thuat c6 san dé theo
ddi ban, bao gom cookies, tracking pixels, cic URL tuy chinh va hon thé nita.

Apple cung cip tinh ning theo ddi cho cac tmg dung va chiing ta cé thé tit no.

Budc 1: Mé ung dung Cai dat

Budc 2: Pi dén Quyén riéng tu

Budc 3: Chon Theo doi

Budc 4: Chon tit & Cho phép tng dung yéu cau theo ddi

4.1.7. Tat tinh ning tai hinh anh email tir xa

Theo mic dinh, tmg dung Mail s& tai va hién thi nhitng hinh anh tir xa. Tat cac
hinh anh tir xa s& ngin nglra cac email spam va quang c4o biét ban dang mé thu cua ho.
Dé tat tinh nang nay c6 thé thyc hién theo cic budc sau:
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Budce 1: Mo tng dung Cai dat
Budc 2: Kéo xudng dudi va chon Mail
Budc 3: Chon tit & Tai hinh anh tir xa

01:09 awll B 01:09 =0
Cai dst < caidst Mail
[ Face D & Matma Ngén ngif

ED soskhancap

¢ Tai khoa

:@®: Thoéng béo tiép xtic alinoan

@ Pin DANH SACH THU

D Quyén riéng tu Xem truéc 2 déng

Hién thi nhan Dén/Cc

& App Store Tuy chon vust
E) Matknau "
Hoi truéc khi xéa
I ! Mail
Tai hinh anh tir xa
| Danh ba
} a
-—
i@ Lich TAO LUONG
Stichi Sép xép theo ludng ()
L&i nhéc Thu gon céc thu da doc ()
n Ghiam Thu gén day nhat trén dau
= X Ludng hoan chinh C
L Dién thoai
. Tac vu ludng da tit thong bao Danh dau'la @
Tin nhan ?
()

T chan nonXTe T ARER T o HAR

Hinh 161: Tat tinh nang tdi hinh anh email tir xa
4.1.8. Tat quang cao dua trén vi tri

Iphone cta ban gui vi tri, bao gdm ca tbc d6 va hudng di chuyén dén Apple dé
cung cap cho ban quang céo trén Apple News va trén App Store lién quan dén vi tri dia
1y. V6 hi€u hoa dich vu Apple Ads dua trén vi tri.

Budc 1: Mé ung dung Cai dat

Budc 2: Chon Quyén riéng tu

Budc 3: Chon Dich vu dinh vi. Tai budc nay néu Dich vu dinh vi dang tat thi tat
ca cac tiy chon dudi ciing da tat hét.

Budc 4: Cudn Xuéng dudi cung va chon Dich vy hé théng

Budc 5: Tat Apple Ads dya trén vj tri



wil VinaPhone & 14:39

Cai dat

@ 9 47%

@ Man hinh & B sang
Hinh nén

Siri & Tim kiém
Touch ID & Méat ma
D soskhancap

i{®: Thoéng béo tiép xuc
) Pin

M quyénrieng tu

iTunes & App Store
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. wil VinaPhone % 14:a8 @ 7 46%
< Quay lai Dich vu dinh vi
& Trang web Safari
Viber 1
¥ Vietcombank
a ViettelPost
B walet
2 Zalo :
(%) Dichvuhéthéng 1

Mii tén rong cho biét réing mét muc cé thé
nhén dudc vi tri clia ban véi cac diéu kién
nhat dinh

7 Mi tén mau tia cho biét rang mét muc da

stf dung vi tri ctia ban gan day.

7 Mi tén mau xam cho biét réng mét muc

da sur dung vi tri cia ban trong R4 ©ig qua®

' il VinaPhone & 14:45

< Quay lai

@ 7 46%

Dich vu hé théng

|

66668

/

Apple Ads dua trén vi tri

4

Cai dat Mui Gio
Canh bao Dua trén Vi tri
Chia sé vi tri cua toi

Cudc goi khan cap & SOS

</

Ggiy dua trén vi tri

H.chinh Di chuyén & Q.dugng 7 {

4

Hiéu chinh La ban

HomeKit

AAAA

<
A0

K&t néi mang Wi-Fi

Hinh 162: Tat quéang cdo dwa trén vi tri

4.1.9. Tét chia sé dit liéu Siri

Apple sir dung mot lugng nho cac ban ghi Siri an danh dé cai thién tinh chinh xac

va dang tin cay. Diéu nay c6 thé dan dén viéc tiét 10 nhiing thong tin bi mat, thong tin

dinh danh cta nguoi dung. Apple cho phép nguoi dung co thé tit tinh nang thu thap cac

ban ghi cua Siri va Poc chinh ta, va xo4 lich su. D¢ tat chia sé dir li¢u Siri thuc hién cac

budc sau:

Budce 1: Mo tng dung Cai dat

Budc 2: Chon Quyén riéng tu

Budc 3: Kéo xudng dudi cung va chon Phan tich va cai tién
Budc 4: Tat Cai tién Siri va Poc chinh ta



123

01:24 ! 01:24 =
< Caidt Quyén riéng tu ¢ Quaylai  Phantich & Cai tién
® Amh ‘
@ siuetoon Chia sé Phan tich iPhone [ @
Mang cyc bd DI liéu Phan tich
Micrd ;
1 y
i 4mt
Nhan dang 18i néi Jay. Phan tich & Quyén riéng tu
! Camera . .
| Chia s& vési nha phat trién O
¥ Sickhée T
Dif liéu cam bién & sif dung ctia Nghié... ! A thor b
Phan tich (ing dung & Quyén riéng tu.
HomeKit
Cai tién Siri & Poc chinh ta
Phucng tién & Apple Music
B Tépvathumuc " Ua ban tir thiét Cai tién Siri va Doc chinh 13 &
| Quydn riéng tu
Di chuyén & thé chat
| Chia sé Phan tich iCloud [ @)

ing dung yéu cu truy cap, chiing s& dudc thém vao

cac danh my

ch iCloud & Quyén riéng

Phan tich & Cai tién e
Quang céo cua Apple
Cai thién S.khoe & Hoat dong

S8 e a1

Hinh 163: Tat chia sé dir liéu Siri (1)

Pé x04 lich sir, chon Xo4 Lich st Siri & Doc chinh ta. Viéc lam nhu thé nay khong
anh huong dén do chinh xac caa Siri

Budce 1: Mo tng dung Cai dat

Budc 2: Chon Siri & Tim kiém

Budc 3: Chon Lich st Sir1 & Poc chinh ta

Budc 4: Chon Xoa Lich str Sir1 & Poc chinh ta

01:27 T 01:27 ) 01:27 =
Cai azt < caidat Siri & Tim kiém < Quay lai Lich sir Siri & Doc chinh ta
Théng bao .
Cho phép Siri khi bi khéa [ @) AT =
Amthanh&cém(mg Xéa Lich su Si % Doc chinh &
Ngén ngt Tiéng Anh (Hoa K
Khéng 1am phién
Giong néi clia Siri N
Thdi gian st dung
Phan héi cla Siri
[5) cai st chung Py Théng tin ctia t6i

g Trung tam diéu khién Lich sir Siri & Boc chinh ta

Man hinh & D6 séng

GOIY CUA SIRI

BB man ninh chinh
Trg niing
Hinh nén

Siri & Tim kiém

iy trong khi tim kiém [ @)
Ggi ¥ trén Man hinh khda [ @)
GG § trén Man hinh chinh [ @)

— R Goi y khi chia sé
Face ID & Mat méa

¢ ths dra ra

SOS khén cép

i®: Thong bao tiép xtic
2 ein

0 Quyénriéna il :

@ Ung dung thu nho

& 1098 cam
Hinh 164: Tat chia sé dit liéu Siri (2)
4.2. Swr dung cdc tinh ning hitu ich

4.2.1. V6 hiéu hoa Trung tdm diéu khién khi khoa dién thoai
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Mic dinh, Trung tim diéu khién c6 thé dugc truy cap trén man hinh khoa va c6 thé
dan dén rui ro vé an toan thong tin nhu thay doi trai phép cai dat trén thiét bi. Dé vo hiéu
hoa Trung tAm diéu khién khi khoa thiét bi, thuc hién nhu sau:

Budc 1: Mé Cai dat

Budc 2: Chon

- Touch ID&Mat ma néu Touch ID dugc ciu hinh

- Face ID& Mét ma néu Face ID dugc ciu hinh

Budc 3: Nhap mat ma cua ban

Budc 4: Kéo xudng dén muc Cho phép truy cap khi bj khoa

Budc 5: B chon Trung tim diéu khién

B0 chon ca cac phan khac néu khong st dung

00:02 ol % 00:03 3

Cai dat < caidat Face ID & Mat ma
- e ——— 2

09 «nong lam phién

Thisi gian st dung Quay sé bing giong néi (>

Khéu 1énh cho Nhac ludn dugc bt
Cai dﬁt chung o CHO PHEP TRUY CAP KHI Bl KHOA. .
p— Ché d6 xem Hém nay ()
Trung tam diéu khién

Trung tdm théng bao g
Man hinh & D6 séng

Trung tam diéu khién
B wan hinh chinh

Siri @
Trd néng

Tra I8i bing tin nhén @)
Hinh nén y

Bidu khién Nha [ @)
Siri & Tim kiém

Wallet ()
@) racep &matma

Goi lai cudc goi nhd c

SOS khan cép
Phu kién USB
{®: Thong bao tiép xtic
2 Fin

D Quyén riéng tu Xéa dif ligu

X6a tat ca di figu trén iPhone nay sau 10 IafpRal s& maTma.

M3 khéa iPF
qua hon mé!

Bdo vé dir lidu dudc bat

PR Ann storS—

Hinh 165: V6 hiéu héa Trung tam diéu khién khi khéa thiét bi
4.2.2. An ban xem trudc thong bao khi dang khoa dién thoai

Ban c6 thé xem nhanh céc thong bao gan day tir man hinh khoa khi cam thiét bi.
Mic du thuan tién nhung né ciing cho phép nguoi lan can ciing c6 thé thay thong bao,
bao gém tin nhin vin ban, cic ma dung mot 1an hodc cac tin nhin nhay cam. Ban c6 thé
tit tinh ning dé 4n viéc hién thi cac tin nhin khi dang khoa may nay nhu sau:

Budce 1: Mo tng dung Cai dat

Budc 2: Chon Thong bao

Buéc 3: Chon Hién thi ban xem trude

Budc 4: Chon Khi dugc mé khoa
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00:12 =1
Cai dat

B Bluetooth
Di déng Tt

Théng bao
Am thanh & Cam (ing
Khéng lam phién

Thdi gian str dung

Cai dét chung o
Trung tam diéu khién

Man hinh & D3 sdng

B8 Man hinh chinh

Trg nang

Hinh nén

Siri & Tim kiém

Coyo)] a ~
L] Face ID Suiviiimiimmm—
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16:08 ol

£ Quay lai Dich vu dinh vi
TR

Siri & Doc chinh ta Khi diing
SmartBanking Khi dung
9 Thaitét Khi diing
TikTok

&) Tim Khi ding

2 Trang web Safari Khi diing

Viber Khi diing
B walet Khi diin
(= zalo (i diine
(& zalopay Khi ditine

{1 Dich vu hé thang 7

00:13 20

< Quaylai  Hién thi Ban xem truéc

Ludn luén
Khi dugc md khoa v

Khéng

Hinh 166: An ban xem truéc théng bdo khi dang khéa mdy

4.2.3. Str dung ché do Han ché USB

Ché d6 Han ché USB ngin cac phu kién USB cim vao cong Lightning dé thyc
hién két ndi dit liéu voi iPhone, iPad hoic iPod Touch néu thiét bi i0S bi khod hon mot
gid. Su thay doi nay gay kho khin cho ddi twong x4u khi mubn dot nhap hon vao thiét

Céc budce thue hién dé bat ché do cho phép han ché USB:
Budc 1: Mé ung dung Cai dat

Budc 2: Chon Face ID&Mat ma
Budc 3: Nhap mat ma hién tai ciia ban
Budc 4: Kéo xudng phan Cho phép truy cap khi bi khoa
Budce 5: Bo chon Phu kién USB
Ciing nén bo chon cac phan khac ma ban khong st dung.
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00:02 il %) 00:03 2

Cai dit < Ccai st Face ID & Mat ma
Khéng lam phién

Quay s6 biang giong noi
Thai gian str dung

e

Khau Iénh cho Nhac luén dudc bat

CHO PHEP TRUY CAP KHI Bl KHOA:
Cai dét chung o

Ché d6 xem HAm nay
Trung tam diéu khién

Trung tam théng bao
Man hinh & D6 séang

Trung tam diéu khién
Man hinh chinh

Siri
Trg néng

Tra I8i bang tin nhan
Hinh nén

Diéu khién Nha

Oe@B@®

Siri & Tim kiém
Wallet

Face ID & Mat ma

000008008 8

Goi lai cudc goi nhd
SOS khan cap

Phu kién USB
Théng béo tiép xtc

O

M3 khéa iPhone dé cho phép céc phu kién USB két ndi khi da
qua hcn mét gid ké tif khi iPhone clia ban dudc khéa
Pin
2 Xoba dif liéu
Quyeén riéng tu ®
Xba tét ca dir lidu trén iPhone nay sau 10 I4Mph 3P S&LmETma
Bao vé dir liéu dudc bat

p

Ann Store

Hinh 167: Bdt ché dg han ché USB
4.2 4. Sir dung tinh nang SOS khén cap

SOS khan cép v6 hiéu hoa Touch ID va Face ID cho dén khi nhap mat khau da cai
dat. Tuy truong hop, nd co thé goi dich vu khan cép mot cach ty dong.

Mic dinh, man hinh Khan cép xuét hién sau khi ban nhan va gilt nat nguén va co
thé 1a nat 4m luong trong 3 gidy. Ban c6 thé thiét 1ap cho phép cai dit Goi bang nut
suon. Khi Goi bang nut suon dugce thiét 1ap, nhan nit swon 5 1an sé& kich hoat tinh ning
SOS khén cép. Ngoai ra c¢6 thé thiét 1ap ché do Ty dong goi, thiét bi s& tr dong lién hé
911 hay s dién thoai dich vu khan cép cua dia phuong khi SOS khén cip duoc sir dung.

Budce 1: Mo Cai dat

Budc 2: Chon SOS khén cip

Budc 3: Cho phép Goi bang nit swon

Budc 4: Co thé chon Tw ddng goi

Bén canh do, ban c6 thé cho phép SOS khan cap hién thi s6 dién thoai dich vy khan
cép béng cach chon Tao lién hé khan cép trong Strc khoé.
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0018 wll T

< Cai dit SOS khén cap

A 5 &
Tu dong goi ¢ & )

Tao lién hé khan cap trong Stic khoe

Am thanh dém ngugc «)

Hinh 168: Cdu hinh tinh nang sir dung SOS khan cdp
4.2.5. Str dung tinh nang cho phép Tim

Tinh ning nay s& hitu ich khi thiét bi bi mat hoic trom cip. Mot chiéc Iphone bi
kho khong thé sir dung ma khong cé thong tin dang nhap Apple ID — ngay ca khi dién
thoai bi xoa va da duoc cai dat lai phé”m mém.

Cac budc thiét 1ap tinh nang Tim:

Budc 1: Mé ung dung Cai dat

Budc 2: Chon Tén cta ban

Budc 3: Chon Tim

Budc 4: Cho phép Tim iPhone va Giri Vi tri Sau cung

Néu ban dugc yéu cau dang nhap, nhap thong tin ding nhip Apple ID cta ban. Khi
ban thiét 1ap Tim, cac tng dung ghép két nbi nhu Apple Watch hay AirPods ciing duoc
thiét 1ap tuong tu.



00:30 =i4
< caidat ID Apple
»
Tén, S6 dién thoai, Email
Mat khau & Bao mat
Thanh toan & Giao hang
Dang ky
% iCloud
Phuong tién & Muc mua
@ Tim
= Chiasé trong gia dinh Tim hiéu thém

Ping xuat
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00:30

< Tim Tim iPhone

Tim iPhone

at lai thiét bi n

an. Tim & Quyén riéng tu.

«©

Mang Tim

Vigc tham gia vao mang Tim cho phép ban dinh vi iPhone nay
ngay ca khi thiét bi ngoai tuyén.

G Vi tri Sau cung

«©

Ty ddng gufi vi tri cua iPhone nay dén Apple khi sép hét pin

Hinh 169: Bdt tinh ndng cho phép Tim kiém
4.2.6. Bat tinh nang tu dong cap nhat

Tu dong cap nhat bao dam rr?mg thiét bi luon st dung phién ban iOS moi nhat va
an toan nhat. Str dung phién ban iOS 15i thoi khién thiét bi d& bi tn cong hon.

Budc 1: Mé ung dung Cai dat

Budc 2: Vao Cai dat chung

Budc 3: Chon Cap nhit phin mém

Budc 4: Chon Tw dong cap nhat
Budc 5: Cho phép Tai vé ban cap nhat i0S va Cai dat ban cap nhat i0S

b C0D+*0E00BEB00E OG6I

Khang lam phién

00:02 4 22:57 S 22:57 R 22:57 =i
Cai dat < caidat Cai dit chung { Quaylai  C&p nhat phan mém < Quay lai Ty ddng cdp nhat
T DONG:

Gidi thigu i0s14.8 -
I Apple Inc. Téi vé ban cép nhatios )
Thai gian sif dung . @ PpIS Ing: P «©
Cap nrgt pid mém o a1o8 iPhone 5 8 g t8 vl che b c3p B qua WF
BAn c3p nhit nay cung cép céc ban cip nhat bio :
mét quan trong va dugc dé xuat cho tat ca ngudi
Cai dt chung @ dung. Cai d3t ban cap nhat i0S [ @)
AirDrop
Dé biét thdng tin vé ndi dung bao mét cla cac ban d u khi

Trung tam diéu khién
Man hinh & D6 sang
Man hinh chinh

Trg ndng

Hinh nén

Siri & Tim kiém

Face ID & Mat ma

AirPlay & Handoff
Hinh trong hinh

CarPlay

Dung Iugng iPhone

Lam méi ting dung trong nén

SOS khin cap Ngay & Gig
Théng bao tiép xic Ban phim
Phéng chif

Pin

Quyén riéng tu

Ann Star®

Ngén ngir & Ving

Tur dién

cap nhat phan mém cda Apple, vui Iong truy cap
trang web nay:
https:/fsupport.apple.comfen-vn/HT201222

Tim hiéu thém

Tai vé va cai dit

Ty déng cap nhat

Hinh 170: Cai dat tinh nang tw dong cap nhdt iOS
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4.2.7. Khéi dong lai thiét bi dinh ky

Dinh ki khoi dong lai thiét bi c6 thé bao vé ban khoi cac khai thac tir xa bang cach
1am cho ké tAn cong kho duy tri quyén kiém soat thiét bi, khi ban khoi dong lai dién
thoai ké tan cong s€ phai tan cong ban lai tu dau. Ngoai ra viéc dinh ky khoi dong lai
thiét bi ciing co thé gitip dién thoai chay nhanh, 6n dinh hon.

4.3. Swr dung wrng dung Internet an toan trén dién thoai Iphone

Budc 1: Truy cap vao App Store trén thiét bi, va tim kiém Visafe Internet
an toan. Sau d6 cai dat img dung Visafe - Internet an toan

wll VisaPhone ¥ 2048 ¥ O 05%

Visafe © Huiy

Visafe - Internet an toan
2 2 2 A

Hinh 171: Cai dat ving dung Visafe trén iOS

Buéc 2: Truy cép tmg dung Visafe dé hoan tat qua trinh kich hoat va st dung
Visafe theo hudng dan dudi day.
- M& tmg dung Visafe da duoc cai dit trén thiét bi. Lan lugt chon “Cho phép’

b

dé nhan dugc thong bao tur Visafe, va “Bét dau” dé truy cap vao man hinh chinh.
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wil VinaPhone ¥ 20:47 v U 95%

“Visafe" Mudn Guri
Théng bao cho Ban
Théng béo c6 thé bao gém
canh béo, &m thanh va biéu

tugng. Ban ¢d thé dinh ciu
hinh ching trong Cai dat.
T : Chéng lira dao, ma déc,
Tif chéi Cho phép tin cong r';lang

Phong tranh nguy co, thiét hai W
céc cude thn cdng mang, ira ddo tryc tuyén

Hinh 172: Sir dung wrng dung Visafe trén iOS (1)

- Giao dién chinh cua ting dung nhu hinh duéi day

all VinaPhone &

Eﬁ Visafe

Bam (1) dé bat tinh n&ng bao vé

Hinh 173: Sur dung wng dung Visafe trén iOS (2)



- “Bat tinh nang bao v&” dé kich hoat Visafe. O 1an dau tién bat, 1am theo
hudong dan trén ing dung dé tao VPN Visafe trén thiét bi. Lan luot chon “OK” ->

“Allow”, dé dong ¥y tao VPN Visafe.

all VinaPhone & 20:49

Mot VPN sé dudc tao
VPN la can thiét dé thiét 1ap cai
dat DNS tuy chinh. VPN dugc
tao la cuc b, cé nghia la luu
lugng truy cap cuia ban sé
khong dudc chuyén qua bat ky
may chu nao.

Chuing t6i khong thu thap bat

“Visafe" Would Like to
Add VPN Configurations

All network activity on this
iPhone may be filtered or
monitored when using VPN.

ky di liéu nao khi ban stf dung
ho sd VPN nay. Allow Don't Allow

Huy oK

Hinh 174: Sur dung wng dung Visafe trén iOS (3)

Man hinh thiét bi s& chuyén sang man VPN ctia Cai diit. Thém VPN bang
cach str dung cac phuong thirc xac thue theo hudng dan. Vi du nhu dudi day la
xac thyc bang van tay.

Touch ID
Add VPN Configurations

Huy

Hinh 175: Su dung wng dung Visafe trén iOS (4)
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- Sau khi kich hoat thanh cong man hinh thiét bi s& hién thi nhu sau:

@ Dang dugc bio v

Hinh 176: Sir dung vng dung Visafe trén iOS (35)
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CHUONG 3: HUONG DAN SU DUNG AN TOAN CAC PHAN MEM
1. Huéng din cho gido vién
1.1. Luu ¥ chung dé bdo dim an toan khi day hoc trie tuyén

Déi véi gido vién, sau khi da biét cach bao dam an toan cho thiét bi sir dung dé
giang day, gido vién can luu y thém viéc str dung nhiing tinh ning an toan ctia phin mém
dang sir dung dé giang day truc tuyén.

- Chi tai va cai dit phan mém tir dia chi tin cdy (thong qua kho tmg dung hoic
trang chu ctia nha phat trién)

- Lu6n dit mat khau cho 16p hoc néu phﬁn mém c6 tinh nang dat mat khau.

- Gtri thong tin dé truy cap 16p hoc truc tuyén (nhu dudng dan dé truy cap 16p hoc,
ID, mat khau dé vao 16p hoc s...) cho cac em hoc sinh/cha me hoc sinh qua cac kénh
riéng nhu nhom trao d6i gitta gido vién va hoc sinh, cha me hoc sinh.

- S dung tinh nang phong cho va xéc thuc, phé duyét hoc vién khi vao 16p hoc
néu phan mém c6 hd trg cac tinh nang do6.

- Khoa phong hoc khi di day da hoc sinh.

- Thiét 1ap mac dinh dé tit Mic va chia sé man hinh cta cac thanh vién. Khi nao
hoc sinh can str dung dén méi mo.

- Danh thoi gian dé kiém tra va cap nhat phan mém day hoc truc tuyén khi c6 phién
ban méi. Bdi véi trudng hop sit dung trinh duyét web trén may tinh hodc dién thoai dé
tham gia 16p hoc, can luu ¥ cap nhat phién ban trinh duyét web. DPbi v6i phan mém cai
trén dién thoai di dong viéc cap nhat phién ban phan mém c6 thé thuc hién thong qua
App Store (Iphone), CH Play (Android). Khi c6 phién ban phan mém méi, nguoi ding
s& duoc thong bao dé cap nhat. Pi véi may tinh, thong thuong cac phan mém ciing s&
bao khi c6 phién ban méi, c6 thé cap nhat ngay hodc dé sau. Tham khao cap nhat phan
mém trong muc “Kiém tra va cip nhat phan mém” tai myc 2 ctia chuong nay.

Ngoai ra c6 thé két hop sir dung 6 nén tang day va hoc truc tuyén Viét Nam gém:
VNEdu, ViettelStudy, MobiEdu, Onluyen, Hocmai, Misa EMIS.

1.2. Day hoc an toan trén phan mém Zoom
1.2.1. Pat mat khau cho 16p hoc

Tinh ning mat khau cho 16p hoc gitp bao dam an toan thong tin. Han ché viéc truy
cap mao danh hodc truy cép tir cac di twong khong can thiét.

Mat khau Zoom gitip don gian va thuan tién hon trong cong viéc quan Iy cac 16p
hoc va budi hoc truc tuyén.

Cac budc thue hién:

Budc 1: Tai giao dién chinh ctia phin mém, bAm chon vao thé “Meetings”.
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] : 0

Home Chat Meetings Contacts

New Meeting ~ Join

s

Apps

14 PM

oy, September 14, 2021

Hinh 177: Bat mdt khau cho 16p hoc (1)

Budc 2: Tai giao dién cu hinh ID cho tai khoan, bim “Edit” dé chinh stra thong

tin.

2 Search  Cod+F
Home

Upcomeng

324 385 0446

324 385 04i6

... T

My Personal Meetng (D (PMI)

My Personal Meeting ID (PMI)

& Edit

Hinh 178: Bat mdt khau cho 16p hoc (2)

Budc 3: Méc dinh, Zoom sé tu dong dat mat khau cho ID ctia ban. Néu mudn thay

do61 mat khau, hay tich chon va nhap mat khau muodn cai dat.



https://softvn.vn/zoom-meeting-co-dinh-id-cua-lop-hoc-va-cuoc-hop-truc-tuyen/

Sench CuleF

My Personal Meeting ID (PMI)
nezsonss O

[ s | Personal Meeting ID Settings

Persenal Mesting ID

Upgrade %o Pre 1o Change
Video
Hee on O o Parcparts 0s © o
Advanced Options

Hinh 179: Bat mdt khau cho 16p hoc (3)

Budc 4: Nhan luu lai va cung cdp ID va mat khau 16p hoc cho ngudi tham gia dé

truy cép 16p hoc.

Sench  CuleF

ome et Mertng {ortaty Aops

My Personal Meeting ID (PMI)

ezmsons O

m Personal Meeting ID Settings

Persanal Meeting ID

Upgrade %o Pre 8o Change
Video
Hae on O ow Pasicparts | 0a © o8
Advanced Options

Hinh 180: Bdt mdt khdu cho 16p hoc (4)
1.2.2. Xac thuc hoc sinh tham gia vao 16p hoc

Budc 1: Bang nhap Zoom.

Budc 2: Trong bang diéu huéng, nhap vao Settings.

Bude 3: Trong phan Security, xdc minh “Only authenticated users can join
meetings”

Néu cai dit bi tit, hdy nhap vao nit chuyén doi dé bat. Néu hop thoai xac minh
hién thi, chon Turn on dé xac minh su thay ddi.

Luuy: Néu cac tuy chon chuyén sang mau xam, n6 da bi khoa & cép nhom hoac
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cap tai khoan. Ban can lién hé voi quan tri vién Zoom.
Néu chuwa dang nhdp vao Zoom, sé hién thi:

This meeting is for authorized attendees only

Click "Sign In to Join" to sign into Zoom with an email address
authorized for joining this meeting

Sign In to Join Leave

Hinh 181: Xac thuc hoc sinh tham gia vao 16p hoc (1)

Néu dang nhdp email khong hop Ié:

This meeting is for authorized attendees only

Click "Switch Account to Join" to sign into Zoom with an email
address authorized for joining this meeting

Switch Account to Join Leave

Hinh 182: Xac thuc hoc sinh tham gia vao 1op hoc (2)
1.2.3. Khéa 16p hoc

Khi 16p hoc di bét dau, hiy chuyén dén tab "Security” va chon "Lock Meeting”
16p hoc sau khi tit ca moi nguoi tham gia di vao. Piéu nay s& ngin nhitng nguoi khac
tham gia ké ca khi thong tin ID 16p hoc hodc thong tin truy cp bi 10 ri.

v Lock Meeting

Allow participants to:

Hinh 183: Khoa l6p hoc

1.2.4. Tat chia sé man hinh ctia hoc sinh

Pé ngin hoc sinh chia sé man hinh trong qué trinh giang day, nhap vao mili tén
bén canh “Share Screen” > “Advanced Sharing Options” > "Who can share?" chon
“Only Host” va dong cira sb.
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Advanced Sharing Options...

® ]

Hinh 184: Tat chia sé man hinh cia hoc sinh (1)

O Advanced Shanng Options...

How many participants can share at the same time?
© One participant can share at a time

Multiple participants can share simultaneously (dual monitors recommended)

Who can share?

All Participants

Hinh 185: Tat chia sé man hinh ciia hoc sinh (2)
1.2.5. Str dyng phong cho

Tinh ning Phong chd (Waiting Room) 1a mot cach dé loc nhitng thanh vién khong
phai cua 16p. Piéu nay ciing cho phép gido vién kiém so4t tét hon cac van dé trong phién
hop.

Please wait, the meeting host will let you in soon.

's Personal Meeting Room

Hinh 186: Swr dung phong cho

1.2.6. Loai bo ngudi khong phai hoc sinh cua 16p
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Néu nhén thiy ai d6 dang lam gian doan 16p hoc, gido vién co thé loai ra khoi 16p
Participants > chon ngudi muén loai khoi 16p > "More" > Remove.

Participants (2)

Hinh 187: Loai bo nguwoi khong phai hoc sinh cua lop

Gi4o vién c6 thé khong cho phép ngudi nay tham gia 16p hoc lai:
Settings: Meetings — Basic > Allow Removed Participants to Rejoin

Schedule Meeting

Mecting (I l Nonverbal feedback .\)

Join different meetings simultaneously on desktop ()

Allow removed participants to rejoin

o

Allow participants to rename themselves ()

Hinh 188: Loai bo nguwoi khong phai hoc sinh cua lop
1.3. Day hoc an toan trén phin mém Microsoft Teams
1.3.1. Str dung phong cho

Dé thiét 1ap phong cho trén Microsoft Teams thuc hién cac bude sau:
Budc 1: Sau khi tham gia vao 16p hoc, vao biéu tuong «...”
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Ajaay Srinivasan's Teams Meeting

Hinh 189: Cau hinh phong cho (1)

Budc 2: Chon Meeting options

= Meeting options

(3 Meeting notes

Invite people to join you

Hinh 190: Cau hinh phong cho (2)

Budc 3: Vao “Who can bypass the lobby” dé xem thém céc tiiy chon
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Meeting options

Who can bypass the lobby?
People in my organization and ...
Who can present?

Everyone

Hinh 191: Céu hinh phong cho (3)
Budc 4: Lua chon cai dat mdc dinh cho phong cho. Cac tuy chon nay s€ b1 gidi

han dya trén loai tai khoan cta gido vién.

‘! "‘ e leave Vv

Meeting options

Who can bypass the lobby?
People in my organization and ... v

Everyone

People in my organization, trusted

organizations, and guests

People in my organization and guests

Only me

Hinh 192: Cau hinh phong cho (4)

Budc 5. Nhip vao nat ‘Save’ (Luu) bén dudi dé xac nhan cac thay doi.



‘! "‘ e Leave

Meeting options
Who can bypass the lobby?
Everyone

Who can present?

Everyone

Hinh 193: Céu hinh phong cho (5)

Budc 6: Khi cac thay d6i duge luu, ngudi dung sé thdy thong bao ‘Done’ (Hoan

tat) bén trong thanh Meeting options.

Meeting options

Who can bypass the lobby?

Everyone

Who can present?

Everyone

Hinh 194: Céu hinh phong cho (6)

1.3.2. Han ché ngudi ding an danh tham gia 16p hoc
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Gido vién cé thé han ché nguoi dung an danh tham gia 16p hoc nhu sau:
Tat churc nang “Anonymous users can join a meeting”

Microsoft Teams admin center

Meeting settings

Meeting settngs are ued 10 control whether ancrymous pecple Can jon Teams meetings. what 5 induded in the meeting

BNt you < enabie Quainy S) 30 st the ports 0r real-1iene trafic. These 1ettings ae

used for ol Teams meetings that people schedule in your crganization

Participants

ANDNYIOUS USETS CaN 0w 3 Meetng L ] oN

Email invitation

Cuntomize meeting INVLations sent 1O pecpie That can indude your Organization’s logo. spedfic URLS and custom fodters that can indude statements

for privacy or secunty and phone numbers for technical support.

Hinh 195: Han ché nguwoi ding an danh tham gia I6p hoc
1.3.3. Str dung céc ID va link khéac nhau cho cac 16p

bé bao vé 16p hoc trén Teams, gido vién nén dam bao moi 16p hoc s€ dugc tao mat
v6i ID v6i mat khau (PIN) riéng.

Audio Conferencing £ Edit

Audio conferencing

On

Send conference info in email

Conference ID

2534815

Reset conference ID

PIN

Reset PIN

Default conferencing toll phone number

| -— — . -

Invites from this user can include toll-free number

Off

Dial-out permissions

Don't allow dial-out

Hinh 196: Sw dung cac ID va link khdc nhau cho cac lop

1.4. Day hoc an toan trén phin mém Google Meet
1.4.1. Sur dung phong cho

Khi str dung Google Meet, gido vién (nguoi tao 16p hoc) luon ludn phai xac thuc
ngudi truy cap vao.
Khi da xac thuc duoc gido vién cod thé Chép nhan hodc tir chdi hoc sinh tham gia
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Budc 1: Nhap vao Chap nhan hodc Twr choi yéu cau tham gia khi ndi dung yéu
cau tham gia cudc goi video xuat hién trong cura so.

Ai dé muén tham gia cudc goi nay
the lai

La ngudi té chire cudc hop, ban
0 co thé xda bat ky ai vao bat ky
lic nao gia

Tu choi yéu cau tham Chap nhan

Hinh 197: Str dung phong cho (1)

Budc 2: Nhap vao Xem tat ca khi co nhiéu nguoi dang cho tham gia. Gido vién
c6 thé chip nhan tirg ngudi hodc chap nhan tat ca nhitng thanh vién dang cho.

Chap nhan/tir chdi timg ngudi: Bén canh tén, hiy nhip vao Chap nhan hoic Tir
chdi dé cho phép hoic tir chdi lan luot tirng nguoi tham gia.

Chép nhan/tlr chéi tat ca: Nhap vao Chap nhén tat ca hoic Tir chdi tat ca dé cho
phép hoic tir chdi tat ca nguoi tham gia cung lic

1.4.2. Loai bo ngudi khdng phai hoc sinh cta 16p

Dé loai bé mdt nguwoi khoi 16p hoc: Chon biéu tugng Thao tac khac, ddu ba chdm
ngay tén ngudi mudn x6a)

Moi nguai

‘ Ghim vao man hinh

Trong
. ' l @ X6 khdi cude hop l

Hinh 198: Loai bo nguwoi khong phai hoc sinh cua lop

1.4.5. Thiét 1ap bao mit cho 16p hoc

Khi gido vién to chirc/khoi tao budi hoc, gido vién co thé diéu khién cac tinh nang
bao mat dé dam bao budi hoc dugc an toan va tranh bi 1am phién, thuc hién bang cach:

Budc 1: Chon nit B diéu khién ciia ngudi té chire sau d6 tuy tinh hudng c6 thé:



144

tat Chia sé man hinh (khong cho ngudi tham gia chia sé man hinh trir Nguoi to chiic)
va tat Giri tin nhin tro truyén.

An toan cudc hop

Quyén quin ly cua ngudi té chirc 1S5

Chia sé man hinh

G tin nhén tro chuyén

Hinh 199: Thiét ldp bdo mdt khéc cho 16p hoc
1.4.3. Tt tiéng cua tat ca hoc sinh
Gi4o vién co thé tit tiéng cta tit ca hoc sinh tham gia vao 16p hoc dé bat dau giang
bai.
Chon nut Hién thi tat ca moi nguoi sau do6 tiy tinh hudng c6 thé: Tit tiéng cia
tat ca hodc Tit tiéng ciia mot ngudi cu thé nao d6

Moi ngudi

Hinh 200: Tdt tiéng ciia tdt cd hoc sinh trong 16p
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1.5. Day hoc an toan trén phin mém Trans

1.5.1. Cai dat cho 16p hoc

Dbi v6i phan mém Trans, gido vién c6 thé cai dit cAu hinh phong hoc dé duyét
thanh vién tham gia phong hoc

Gido vién chon Ti¢n ich -> Cai dat phong -> Chon yéu cau xac thue véi nguoi
dung

Cai dat phong - TranS X

Chon ki€u phong ban mudn
O Bat ky khi nao @® Theo lich ® Lich chu ky

Chon yéu cau xac thuc vdi nguGi dung cua ban
® Vao tu' do ® Phai dang nhap O Phai dang ky trudc

B T3t tdt ca video cla ngudi vao du’

B T3t am ding dong khi ¢ ngudi mdi vao

Luu

Hinh 201: Day hoc an toan trén phan mém Trans (1)
+ Vao ti do: Ngudi dung chi can nhap ID caa phong 14 c6 thé tham du
+ Phai dang nhap: Nguoi ding phai cé tai khoan TranS méi ¢ thé tham du
+ Phai dang ky trude: Nguoi dung phai ¢o tai khoan TranS va phai dugc phé duyét
méi 6 thé tham du

1.5.1. Khoa 16p hoc

Gi4o vién chon niit Bao mat -> Chon Khéa cudc hop, ké tir luc nay khong ai co
thé tham gia vao dugc 16p.
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Khéa cudc hop

An anh dai dién

Cho phép ngusi tham gia:

+ Chias hinh

‘—, 3 see
N ) . Lcc] ©® K&t thiic

Bao mat Ngudi gia Ti Ch hinh Phu d&é rai Phan ing

Hinh 202: Day hoc an toan trén phan mém Trans (2)

1.5.2. St dung phong cho

Bam vao nit Bao mat (hinh khién nhu trong hinh) -> Kich hoat phong chog
J &

Khoa cudc hop

An anh dai dién

Cho phép ngudi tham gia:

o
® oo ] ° Ket thic

Phan dng

Hinh 203: Day hoc an toan trén phan mém Trans (3)

Nhitng ai vao sau thoi diém bat thi s& khong dugc vao thing phong ma s& duoc
TranS dua vao phong cho va cho gido vién phé duyét mai vao duge phong. Sau khi bat
ché do nay thi khi c6 nguoi vao giao vién sé& thay cira s6 thong bao nhu sau:

Phoéng chd (1) v Tin nhan
Nguyén minh [1](684839)
Trong cudc hop (1) v

(Rl Lai thanh Dat (6.. (Ngudi cha tri, toi) O [

Hinh 204: Day hoc an toan trén phan mém Trans (4)

Gido vién c6 thé bAm nut “Admit” dé ngudi d6 vao dugc phong hodc bim nut
"Remove" x04 nguodi dung khoi phong hop.

1.5.3. Quan ly hoc sinh tham gia vao 16p hoc

Viéc nay hd trg gido vién xem danh sach sinh vién/hoc sinh dang tham gia trong
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16p hoc, ngat/mé webcam cta nguoi tham gia hoc, ddy nguoi tham gia ra khoi 16p, ...
Nhan vao muc Quan ly nguwoi tham gia (Manager Participants) va thao tic cac
budc nhu hinh dudi day.

v Ngugi tham gia (2)
(Rl L ai thanh Dat (6.. (Ngudi cha tri, t6i) & [A

lai thé [1](684839) Y A

Mdi Tat tiéng Tat ca

Yéu cau tat ca bat tiéng
v Tat tiéng Ngudi tham gia khi vao cudc hop
v Cho phép ngudi tham gia tat tiéng chinh ho
Cho phép ngui tham gia déi tén chinh ho
Phat am thanh khi cé ngudi tham gia hoac rgi di
Kich hoat phong chd

Khoa cudc hop

Hinh 205: Quan ly hoc sinh tham gia l6p hoc
1.5.4. Tét chia sé man hinh cua hoc sinh

Pé tat chirc nang chia sé man hinh cta hoc sinh, chi c6 gido vién médi duoc phép
chia sé man hinh va trinh chiéu slide thuc hién cac budc sau:

Budce 1: Vao ph?m mo rong tai myc Chia sé man hinh (nit miii tén bén canh biéu
tuong Share), chon “Tuy chon chia sé nang cao...”

9
-

Ngudi tham gia 0 chuyén G di hon nhom Phan ing

Hinh 206: Tdt man hinh chia sé ciia hoc sinh

Budc 2: Tai ctra s hién thi, tich chon Only Host
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C6 bao nhiéu ngudi tham gia ¢é thé chia sé ciing lic?
© Mét ngudi tham gia cé thé chia sé tai mot thasi diém
Nhigu ngudi tham gia 6 thé chia sé ciing ldc (khuyén nghi man hinh kép) L N

Ai c6 thé chia s

T&t ca ngudi dy thinh

Ai 6 thé bat diu chia sé khi ngudi khéc dang chia sé?

- N az ~ . @ co ) as (-] =

at tiéng Bat dau Video Bdo mat Ngudi tham gia Tré chuyén  Ch inh Ghi Phudérgi  Phong theo nhém Phdn ting

Hinh 207: Tdt man hinh chia sé ciia hoc sinh
1.5.5. Mot s6 chte nang bao mat khac khi t6 chuc 16p hoc

Khi vao phong véi vai tro gido vién hodc chu toa sé c6 thém nut Security nhu hinh
dudi day:

v - al? . O) © Keét thic

0 tat tiéng Bat dau Video Ngudi tham gia Tro chuyén C an hinh Ghi Phu dé rdi 0 eo om Phan ung

Hinh 208: Chirc nang bao mat khac cua Trans

Khi bAm vao nat ndy s& c6 cac menu 1énh gom:

+ Rename Themselves: Néu tich chon nghia 1 cho phép ngudi ding ty d6i

tén (khuyén nghi khong tich dé nguoi dung khong tu sira dugc tén)

+ Chat: Cho phép sur dung tinh nang chat hoac khong cho chat (tich 1a cho phép)

+ Share Screen: Cho phép ngudi du chia sé man hinh (tich 1a cho phép)

+ Lock Meeting: Khoa phong -> Néu chon tich thi tir thoi diém nay thi khong ai
c¢6 thé vao phong. Gido vién luu ¥ nén chon sau khi da bat dau gio hoc 15 phut va sau
d6 chon tiép “Enable waiting room”

+ Enable waiting room: Bét ché d6 nhitng ai vao sau thoi diém bét thi s& khong
duogc vao thang phong ma s& duoc TranS dua vao phong doi (Waiting room) va chd GV
hoic chii toa phé duyét voi vao duge phong. Sau khi bat ché d6 nay thi khi c6 nguoi vao
GV/Chu toa s& thy cira s6 thong bao hién thi.

Gi4o vién/chu toa c6 thé badm niit “Admin” dé ngudi d6 vao duge phong hodc bam
nut "See waiting room" dé mo ctra s6 danh sach cac tai khoan dang doi nhu sau:

Bam Admin dé cho vao phong hoic Remove dé day ra ngoai. (Trong khi doi ngudi
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cho s& nhan dugc thong bao vui long doi dé dugce phé duyét vao phong).
1.5.6. Két thuc 16p hoc

Gi4o vién/quan 1y 16p hoc cin cha ¥ déng 16p hoc khi ca hoc két thuc dé tranh bi
chiém dung trén hé thong Trans 1am ngudi khac khong truy cap duoc.

Pé két thiic 16p hoc: Nhan vao biéu twong End meeting & goc dudi bén phai cia
giao dién phan mém > Ctra s6 thong bao hién thi, nhan chon vao End meeting for all.

1.6. Day hoc an toan trén phin mém Zavi
1.6.1. Pt mat khau cho 16p hoc

Tinh niang mat khau cho 16p hoc gitp bao dam an toan thong tin, han ché viéc truy
cap mao danh hodc truy cép tir cac doi tuong khong can thiét.

Cac buoc thuc hién nhu sau:

Budc 1: Tai giao dién chinh cua phén mém, Chon “Tao cudc hop”.

Tao cudc hop Dy cudc hop

Ché Nhjt, ngdy 19 théng 09 nam 2021

14/09/2021

g Hop vai xxxx 14:39

Hinh 209: Day hoc an toan trén phan mém Zavi (1)

Budc 2: Tai giao dién, mdc dinh Zavi s€ ty dong dat mat khéu cho ban. Néu muébn
thay d6i mat khau, hiy tich chon va nhap mat khiu mudn cai dat.
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Tao cudc hop

Chu de
test

Mt khau

Thém tuy chon Vv

Hinh 210: Day hoc an toan trén phan mém Zavi (2)
Budc 3: Nhin vao “Tao cudc hop” dé luu lai théng tin mat khau.
1.6.2. Khoéa 16p hoc

Khi s6 luong ngudi tham gia hoc da day du, ban co thé sir dung tinh ning Khéa
cudc hop dé gidi han nguoi tham gia. Khi ban kich hoat tinh nang nay cho 16p hoc truc
tuyén trén Zavi, nguoi khac s& khong thé tham gia 16p hoc du da co thong tin 16p hoc.

DPé khoa 16p hoc, ban nhén chon vao biéu tuong “Thém” hinh ba chdm trén goc
phai man hinh, chon “Khéa cugc hop”.
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Hinh 211: Khoa lop hoc trén Zavi

1.6.3. Loai bo ngudi khdng phai hoc sinh cta 16p

Bam vao biéu tuong “Thanh vién” & goc phai man hinh dé xem danh sach thanh
vién dang tham gia, dé kiém soat va loc nhitng ngudi la c6 thé truy cap vao 16p hoc

online.

Ngudi tham dy (1)

o

1At mic it ch

Hinh 212: Loai bo nguwoi khong phai hoc sinh cua lop trén Zavi

Dé mdi mot thanh vién ra khoi 16p hoc, trong danh séch thanh vién, bam vao biéu
tuong "Thém" bén canh tén thanh vién d6 > Chon "M&i ra khéi phong".

1.7. Day hoc an toan trén phian mém Jitsi
1.7.1. Dt mat khau cho 16p hoc

Budc 1. Trén giao dién 16p hoc, chon biéu twong Share -> Add password



Hinh 213: Bat mdt khau cho 16p hoc (1)

Budc 2. Nhap mat khau, réi gd phim Enter

Link: (D . comDemo

Password:

Hinh 214: Dt mdt khdu cho 16p hoc (2)

Budc 3. Sau khi tao thanh cong, gido vién sé thay nhu sau

@ share
Link: (D . comDemo

Password:

Hinh 215: Dt mdt khdu cho 16p hoc (3)
Khi d6, ngudi nao truy cap 16p hoc déu phai nhap mat khau ma giéo vién da tao.
Chii y: Gido vién c6 thé thay d6i hay x6a mat khau bat ctr luc nao bang cach chinh

stra mat khau hodc chon Remove password dé x6a bé mat khau.
1.7.2. Loai bé ngudi khong phai 1a hoc sinh cia 16p

Dé x6a mot nguoi dung ra khéi 16p hoc, gido vién cé thé 1am nhu sau:
Budc 1: Chon dau 3 chdm bén goc cia hinh dai dién ngudi dung
Budc 2: Chon Roi phong hop
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Hinh 216: Xoa nguoi dung ra khoi l6p hoc

2. Huémg dén cho hoc sinh va cha me
2.1. Lwu y chung déi véi cha me va hoc sinh

- Chi tai va cai dit phan mém tir dja chi tin cdy (thong qua kho Gng dung hoic
trang chu cia nha phat trién)

- Pbi voi cac em hoc sinh sir dung chung méy tinh dé hoc tap, cha me nén 1a ngudi
tao riéng tai khoan cho timg ban va cai dit chi cac phan mém can thiét, khong cho phép
cai dat, str dung cac phan mém khac; (co thé thiét 1ap theo chuong 2 cia huéng dan nay)
dé han ché viéc cac em lam 10 dit liéu trén may tinh cua cha me.

- Déi véi cac em con nho tudi, cha me can theo sat huéng dan cua gido vién va hd
trg cac em st dung cac phan mém dé tham gia vao 16p hoc trong nhirng budi hoc dau
tién.

- Cha me ciing nhu cdc em hoc sinh khong chia sé thong tin vé 16p hoc trén céac
kénh thong tin cong khai.

- Khi tham gia vao 16p hoc can dat theo tén cta hoc sinh, hodc dit theo huong dan
cua giao vién.

- Danh thoi gian dé kiém tra, cip nhat tng dung dang st dung dé hoc truc tuyén
khi ¢6 phién ban mdi, tranh cap nhat trong gid hoc ciia cac em. Dbi v6i truong hop sir
dung trinh duyét web trén may tinh hodc dién thoai dé tham gia 16p hoc, can luu y cap
nhat phién ban trinh duyét web. boi véi phﬁn mém cai trén dién thoai di dong viéc cap
nhat phién ban phan mém co thé thyc hién thong qua App Store (Iphone), CH Play
(Android). Khi ¢6 phién ban phan mém méi, ngudi ding s& dugc thong bao dé cap nhat.
Dbi v6i may tinh, thong thuong cac phan mém ciing s& bao khi ¢ phién ban méi, c6 thé
cap nhat ngay hoic dé sau.

- Canh giac, khong mé duong dan, va tap tin la khi xuat hién trén 16p hoc ma khong
phai do gido vién chia sé.

2.2. Hoc an toan trén phan mém Zoom
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2.2.1. Sur dung ID ngau nhién

Nguoi dung khong nén sir dung chung ID 16p hoc ca nhan ctia minh, vi diéu nay
c6 thé tao diéu kién cho nhitng ké tdn cong 1am gian doan cac phién hoc truc tuyén.
Thay vao do, hay chon mot ID duogc tao ngﬁu nhién cho cac 16p hoc. Ngoai ra, khong
nén chia s¢ cong khai ID ca nhan cua minh.

2.2.2. Tranh chia sé t€p tin

Can than véi tinh ning chia sé tép cta cac 16p hoc, dic biét néu ngudi dung khong
xéac dinh dang giri mot tép tin hodc lién két qua d6, nhing thir ndy cé thé chira virus.
Thay vao do, hay chia sé tai li¢u thong qua cac dich vu dang tin cady nhu Box hoac
Google Drive.

2.2.3. Kiém tra va cap nhat phién ban phan mém

Pé kiém tra va cap nhat phﬁn mém Zoom thuc hién nhu sau:

Budc 1: Kiém tra phién ban phan mém

Mo tng dung danh cho may tinh dé ban, chon profile & trén ciing bén phai va chon
"Check for updates".

L Search  CuleF [, ]

Home Chat Meetingt

00

New Meetng

Jon

Conttacts

Apps

op Features

Check for Updates

Ortrad View

BASIC

a n Switch to PO

Hinh 217: Kiém tra va cdp nhdt phan mém Zoom(1)

Néu phién ban 1a méi nhat chiing ta s& nhan dugc thong tin “You are up to date”



155

| @ Zoom Update = X

You are up to date

You are on the latest version 5.7.8 (1247). Release n91es

05:11 PM

Tuesday, September 14, 2021

Hinh 218: Kiém tra va cdp nhdt phan mém Zoom (2)

Budc 2: Cap nhat phan mém
Néu phién ban chua phai 1a méi nhét, ngudi dung s& nhan duoc thong tin "Update
Available!", nhan vao "Update" dé cap nhat ban méi nhét.

) Zoom Update X

Update Available!

New version 5.0.0 (23168.0427) is available. You have 4.6.12 (20613.0421).

Release notes of 5.0.0 (23168.0427):

Changes to existing features

-Prevent private chatting with channel members outside of Zoom account or
organization

-Copied URL will not include password if the web setting Embed password in meeting
link for one-click join is disabled

New and enhanced features

-AES 256-bit GCM encryption

Meeting features

-Report a user during a meeting

-Additional feedback options at the end of a meeting

-Enhancements to meeting end/leave flow

Hinh 219: Kiém tra va cdp nhdt phan mém Zoom (3)

2.3. Hoc an todan trén phian mém Microsoft Teams
2.3.1. Xac dinh dung thong tin lién quan dén 16p hoc can tham gia

Ban can x4c dinh diing thong tin lién quan dé tham gia 16p hoc. Dé tranh tinh trang
cac dbi tuong tan cong c6 thé gia mao giri cho ban 1 duong link doc hai dé ban truy cap
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thong qua email hoac zalo cua ban.
2.3.2. Canh giac voi cac duong link la va noi1 dung dugce chia sé

Ban khong nén chia sé thong tin lién quan dén 16p hoc clia minh ra bén ngoai, dac
biét véi ngudi la dé tranh nguy co bi danh cép thong tin cua 16p hoc. Dong thoi canh
gidc v6i cac dudng link hay noi dung la duoc chia sé trong 16p hoc, khong tiy tién nhin
vao néu khong c6 su cho phép hay huéng din va xic nhan cia gido vién/quan 1y 16p
hoc.

2.2.3. Kiém tra va cap nhat phin mém Microsoft Team

Pé kiém tra, cap nhat phﬁn mém Microsoft Team thuc hién nhu sau:

Truy cap vao menu Cai dat > Kiém tra ban cap nhat

Ca nhan

co¢ Caj dat

Thu phong (100%)

Phim tat
Gidi thiéu
Kiém tra ban cap nhat

Tai xubng Ung dung cho thiét bi di

dong
Hinh 220: Kiém tra va cdp nhdt phan mém Microsoft Team

Xuat hién thong bao “Chung t6i s& kiém tra va cai dat moi ban cap nhat trong khi
ban tiép tuc 1am viéc” xuét hién.

Chang i s8 kiém tra va cai d&t moi ban cdp nhat trong khi ban tiép tuc lam viéc.

Thanh thong bao “Chung t61 da cap nhat rng dung. Hay lam méi ngay bay gio” >
“Hay lam méi ngay bay gid” dé ung dung ti khdi dong lai. Nguoi dung chd tng dung
xudt hién tré lai dé hoan tat qua trinh su cdp nhat.

Chung tai da cdp nhét Ung dung. Hay lam mdi ngay bay gid.

2.4. Hoc an toan trén phin mém Google Meet

2.4.1. Xé4c dinh dung thong tin lién quan dén 16p hoc can tham gia
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Ban can x4c dinh diing thong tin ciia 16p hoc. Dé tranh tinh trang cac ddi tuong tin
cong co thé gia mao giri cho ban 1 duong link doc hai dé ban truy cap va cai cim ma
ddc hoac thu thap thong tin ¢4 nhan.

2.4.2. Canh giac vai cac duong link la va nd1 dung dugce chia sé

Khong chia sé thong tin lién quan dén 16p hoc ctia minh ra bén ngoai, dic biét véi
nguoi la dé tranh nguy co bi danh cip thong tin cta 16p hoc. Pong thoi canh giac véi
cac duong link hay noi dung la dugc chia sé trong 16p hoc, khong tiry tién nhan vao néu
khong co6 su cho phép hay hudng dan va xac nhan cia gido vién/quan 1y 16p hoc.

2.4.3. Kiém tra va cap nhat phan mém Google Meet

Google Meet 13 tng dung chay trén nén tang web, do vay ban ¢ thé cap nhat trinh
duyét web ban dang sir dung.

2.5. Hoc an toan trén phin mém Trans
2.5.1. Xac dinh dung thong tin lién quan dén 16p hoc can tham gia

Ban can xac dinh ding thong tin lién quan dén duong link tham gia 16p hoc, ID
16p hoc va mat khau dugc cung cap. Pé tranh tinh trang cac ddi tuong tan cong c6 thé
gia mao gui cho ban 1 dudng link doc hai dé ban truy cép thong qua email hoic zalo
cua ban.

2.5.2. Canh giac voi cac duong link la va nd1 dung dugce chia sé

Ban khong nén chia sé thong tin lién quan dén 16p hoc ctia minh ra bén ngoai, dic
biét véi ngudi la dé tranh nguy co bi danh cap thong tin cua 16p hoc. Pong thoi canh
giac voi cac duong link hay ndi dung la duge chia sé trong 16p hoc, khong tity tién nhan
vao néu khong c6 su cho phép hay huéng din va xac nhan cia gido vién/quan 1y 16p
hoc.

2.5.3. Kiém tra va cap nhat phan mém Trans

Céac budc thuc hién dé kiém tra va cap nhat phén mém nhu sau:

Budce 1: Kiém tra phién ban phan mém dang sir dung.

Chon biéu twong Cai dit (hinh ring cua) & phia goc bén phai & ctra s6 hién ra.
Phién ban hién ¢ muc S6 liéu thong ké.
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TranS Conference

816 4639 2015
trans3vn246 TranS (Ban)
CrA84KHUuz

8217721307

https//hoptructuyen-vn.zoom.us/j/8164639201

Hinh 221: Kiém tra va cdp nhdt phan mém Trans (1)

O Lo Mang Wik
Pheien tie by e

X het moi Dam miy
§ ram A0 o Ban dang ket nal voi Mang ok Zoom tokn
Cluz qua trung thm & lifu tal Singapore
(Chenad)

Thuht Soan md M ALS- 256G

SSN(28080207)

o = C-01LWEGEREO -

Hinh 222: Kiém tra va cdp nhdt phan mém Trans (2)
Budc 2: Dé nguoi dung chii dong cap nhat phan mém, Trans khong cé tinh ning
nay ma hé thong s& ty dong hoi c6 cap nhat phién ban khi c6 phién ban méi sau khi minh
101 16p hoc/cude hop hay khong. Luc nay ban c6 thé chon cip nhét ngay hodc dé sau
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Q

Ban cap nhat co san!

Release notes of 5.7.8 (1247)
Resolved Issues
Minor bug fixes

Release notes of 5.7.7 (1105)

Resolved Issues

-Resolved an issue for a subset of users with AMD processors regarding video freezing
In meetings

-Minor bug fixes

Release notes of 5.7.6 (1055)
Changes to existing features

Ding nhac lai nita Cap nhat Sau

Hinh 223: Kiém tra va cdp nhdt phan mém Trans (3)
2.6. Hoc an toan trén phian mém Zavi
2.6.1. Xé4c dinh dung thong tin lién quan dén 16p hoc can tham gia

Ban can xac dinh dang thong tin lién quan dén duong link tham gia 16p hoc, ID
16p hoc va mat khau duoc cung cap. Pé tranh tinh trang cac ddi tuong tan cong c6 thé
gia mao guri cho ban 1 dudng link doc hai dé ban truy cép thong qua email hodc zalo
cua ban.

2.6.2. Canh giac voi cac duong link la va nd1 dung dugce chia sé

Khong chia sé thong tin lién quan dén 16p hoc ctia minh ra bén ngoai, dic biét véi
ngudi la dé tranh nguy co bi danh cip thong tin cta 16p hoc. Pong thoi canh giac véi
cac duong link hay noi dung la dugc chia sé trong 16p hoc, khong tity tién nhan vao néu
khong c6 su cho phép hay hudng dan va xac nhan cta gido vién/quan 1y 16p hoc.

2.6.3. Kiém tra va cap nhat phan mém Zavi

Céc budce thue hién dé kiém tra va cap nhat phén mém nhu sau:

Budc 1: Kiém tra phién ban dang sir dung

Tai giao dién chinh ctia Zavi, Chon vao hinh banh rang cua ¢ géc trén cung bén
phéai man hinh > Giéi thi¢u
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(& Zavi - 21.8.1-Beta.l — X

Thanh
' Tai khoan Zalo @
>

38i ngbn nglr

Gidi thiéu
‘...‘ Dang xuat
= Thoat
Tao cudc hop Dy cudc hop

Thir Ba, ngay 21 thang 09 ndm 2021

19/09/2021

' test 20:21

14/09/2021

' Hop vai xxxx 14:39

Hinh 224: Kiém tra va cdp nhdt phan mém Zavi (1)

Mot cira s6 s& xuat hién va hién thi cac thong tin phién ban Gmg dung ma ban dang

su dung.
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Zavi - Thong tin phién ban

Phién ban: 21.8.1-Betan
Tong dai: 1900 561 558

Email: hotro@zavi.me

Hinh 225: Kiém tra va cdp nhdt phan mém Zavi (2)

Hoic 1 cach don gian khac dé kiém tra phién ban dang st dung 1 trén giao dién
chinh ctia Zavi, da c6 hién phién ban ban dang st dung & goc trén cung bén trai man
hinh.

Budc 2: Cai dit phién ban méi (néu co)

Dé cap nhat phién ban mdi nhit ciia phdn mém Zavi, ngudi dung truy cap tai:
https://zavi.me/?lang=vi#

2.7. Hoc an toan trén phian mém Jitsi
2.6.1. Xé4c dinh dung thong tin lién quan dén 16p hoc can tham gia

Ban can x4c dinh dang thong tin lién quan dén duong link tham gia 16p hoc, ID
16p hoc va mat khau dugc cung cap. Pé tranh tinh trang cac ddi twong tan cong c6 thé
gia mao gui cho ban 1 duong link doc hai dé ban truy cap thong qua email hoac zalo
cua ban.

2.6.2. Canh gidc véi cac duong link la va ndi dung dugc chia sé


https://zavi.me/?lang=vi
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Khéng chia sé thong tin lién quan dén 16p hoc cia minh ra bén ngoai, dic biét véi
ngudi la dé tranh nguy co bi danh cap thong tin cta 16p hoc. Pong thoi canh giac véi
cac dudng link hay noi dung la dugc chia sé trong 16p hoc, khong tiy tién nhan vao néu
khong c6 su cho phép hay huéng dan va xac nhan cua giao vién/quan 1y 16p hoc.

2.6.3. Kiém tra va cap nhat phan mém Jitsi

Céc budce thue hién dé kiém tra va cap nhat phén mém nhu sau:

Budc 1: Kiém tra phién ban dang sir dung

Vao muyc Help phia bén trai goc giao dién > About. Thong tin v& phién ban sé& hién
dudi phan tén phan mém

About Jitsi X
: ryi:;’ '; V H - -
Jits1
2.10.5550
ce VolP & Instant Messaging

2021 jitsi.org, All rights reserved

led under the terms of the Apache

oK

Hinh 226: Kiém tra va cdp nhdt phan mém Jitsi (1)

Budce 2: Cap nhat phién ban
Dé cap nhat phién ban chon Check for Updates. Néu thay thong bao Your version
is up to date tirc 1 phién ban hién tai dang 13 méi nhat.

No new version X

o Your version is up to date.

b

N

= =]
CS(

VN
- Y

4

Hinh 227: Kiém tra va cdp nhdt phan mém Jitsi (2)
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Phu luc: Pia chi tin ciy dé tai phin mém

Tén phin mém Pia chi tai phin mém
- Kho trng dung:
Ung dung Internet an + App Store (Visafe)
toan Visafe + CH Play (Visafe)

- Trang chu: https://visafe.vn

- Kho trng dung:
+ App Store (Zoom Cloud Meetings)
+ CH Play (Zoom Cloud Meetings)

- Trang chu: https://zoom.us

Zoom Cloud Meetings

- Kho trng dung:
+ App Store (Microsoft Teams)
+ CH Play (Microsoft Teams)
- Trang chu: https://www.microsoft.com

Microsoft Teams

- Kho trng dung:
+ App Store (Google Meet)
+ CH Play (Google Meet)
- Trang chu: https://meet.google.com

Google Meet

- Kho trng dung:
+ App Store (TranS Japan)

+ CH Play (TranS)
- Trang chu: https://hoptructuyen.vn

TranS

- Kho trng dung:
+ App store (Zavi)
+ CH Play (Zavi)
- Trang chu: https://zavi.me

Zavi

- Kho trng dung:
+ App Store (Jitsi Meet)
+ CH Play (Jitsi Meet)
- Trang chu: https://jitsi.org

Jitsi



https://visafe.vn/

